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Introduction

Design

Forensic Foundations International Proficiency Tests are designed to address the following points:

* Relevance to forensic science laboratories

+ Limitation of any potential context information
» The end-to-end forensic process

« Knowledge of the ‘ground truth’ of samples

* Importance of consistency between tests

» Cost affordability for the laboratories

In addition to this exercise being a test of laboratory procedures using controlled items, we also
anticipated that it will enable participants to evaluate the quality of their analytical results
against those from other laboratories and observe how other laboratories express their opinions
or advice for their clients. To enable this, we requested that participants submit the following:

e An outline of the methodology used; and

e Their opinion in the format that they would provide to the court.

Forensic Foundations International’s Proficiency Test Program is
designed to inspect the end-to-end forensic examination process.
The ISO 21043 series of Standards describe the forensic AR e NG
examination process from collection to reporting. This figure' transport and storage of items
illustrates the inter-relatedness of all the steps in this process and
was used as the basis for the development of Forensic Foundations
International’s’ Proficiency Tests.
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Observations

The Final Report of this 2025-FDE1 round of Proficiency Tests is
publicly available via the Forensic Foundations International website.
Participating laboratories may use the report as outlined in their
respective laboratory policies. Any request to review and/or appeal Interpretation
the evaluation of a laboratory’s performance should be made via the
agency responsible for the distribution of the test or directly to
Forensic Foundations International. Appeals will be evaluated using
Forensic Foundations International’s customer complaint process. it
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2025-FDE1 Physical Document Examination

This test aimed to review the end-to-end forensic examination, analysis, and reporting process. Thus, in
addition to interpreting and reporting the results, testing of generic issues such as sample receipt, triage,
and continuity of items for examination formed part of the overall process.

To minimise contextual bias in the interpretation, the information relating to the ‘offence’ was minimal.

This test provided a mechanism for participating laboratories to review their results and those of other
laboratories to facilitate 3%
e An evaluation and appraisal of their performance, including:
o Comparison of a facility’s performance with other facilities
o monitoring of a facility’s long-term performance
e Continuous improvement, including:
o staff education, training, and competence monitoring
o evaluation of methods, including the establishment of method precision and accuracy
o contribution to a facility’s overall risk management process
e Corrective action (where required)
e Confidence building with interested parties (e.g. customers, accreditation bodies, regulators,
specifiers).

This proficiency test was distributed to three participants, and all three participants submitted results during
this round of testing.

The participants were provided with a one-page Share Transfer Agreement.

The item was sealed in a tamper-evident bag and included descriptors for continuity purposes.

Qualitative feedback is provided to participants.

It is recognised that participants may not provide all intermediate details or numerical data in this results
sheet, as it is not laboratory policy to include this information. Our proficiency testing scheme is qualitative
in nature; therefore, evaluation focuses on whether the participant’s overall conclusions align with the
expected findings.

Numerical or instrumental values (e.g., refractive index measurements or allele designations), where given,
are reviewed for consistency and plausibility but are not the only determinant of performance unless

discrepancies materially affect the participant’s conclusion.

Feedback will be both participant-specific (i.e., whether a particular laboratory’s results align with the
expected findings and will also discuss (where appropriate) the examination / techniques employed.

Disclaimer:

The data contained in this report and any observations made are based on the material
provided by the participants; however, it is understood that the laboratories may hold additional
material which supports the findings reached.

2
3

1SO17025 (2017) General requirements for the competency of testing and calibration laboratories.

NATA (2021) General Accreditation Criteria Proficiency Testing Policy
4 ANAB ISO/IEC 17025:2017 — Forensic Science Testing and Calibration Laboratories Accreditation Requirements (2019)
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Report Summary

Continuity, receipt, and description of items

As the receipt and chain of custody for items, subject to forensic examination and analysis, is
significant to the final outcome, information pertaining to receipt, continuity and a description of the
items formed part of this test.

All laboratories completed the provided table with varying amounts of detail. However, all
comments were appropriate.

Examination / Analysis

All laboratories used varying but appropriate techniques for analysis.

All laboratories detected that a ‘cut and paste’ insertion was used to produce the signature.
All laboratories detected the misalignment in the signature baseline.

Laboratory 33585 identified a printed bitmap code present in the document.

Laboratory 42884 specifically mentioned the blunt line ending on the downward stroke of the
signature.

Laboratory 42884 noted the ink goops in the pen line as an observation.
Interpretation and Conclusions

All participating laboratories correctly identified the hallmarks of forgery in the questioned
document, Item Q1.

Laboratories 42884 and 52414 determined that the evidence provided very strong support for the
proposition that the document Item Q has been altered.

Laboratory 33585 determined that the evidence provided weak support for the hypothesis that the
questioned document Item Q has been altered or forged.

It is noted that Laboratory 33585 determined that the evidence only provided weak support for the
hypothesis. This laboratory may wish to assess their support weighting in comparison with the
other participants’ findings and strength of support.

Laboratories 33585 and 42884 provided opinion scales in their conclusion.
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Laboratory Responses

Continuity, receipt, and description of items

33585 42884 52414
Continuity

Appropriate
paperwork provided [Yes Yes Yes
with test items
Security seals intact |Yes Yes, intact with tamper-evident seal Yes
Description of any
deviations from the [NA NA NA
expected

Receipt

conditions
(level of security,
temperature, other)

Description of storage

NA

Yes, item was stored in a fire-proof
security safe in a room locked overnight.
The entire building is manned by security
staff and has restricted key-pass access
to each laboratory. Stored at room

temperature.

Locked in a filing cabinet in a secure
location.

2025-FDE1
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Transfer within the laboratory
Laboratory Management Yes, case booked in on C-LIMS and
Yes . . Yes
System (LIMS) given unique case references.
Laboratory utilizing 'Yes, on booking in the casefile and items
barcodes during receipt are each given a barcode. After booking
and transfer of items Yes in the casefile and items are transferred [Yes
between sections of the and barcodes scanned to the
laboratory Questioned Documents Unit.
Laboratory utilizing 'Yes, once allocated to a scientist, that
barcodes during process|Yes, we use unique number of every person scans the casefile and item
and analysis of item of evidence combine with barcode |barcodes to themselves and their
samples location.
Other electronic means [No NA
Yes, a physical casefile is produced on
Paper-based record N booking in and any record keeping
. o}
keeping paperwork produced as part of the case
is filed in this.
Description of item
Sample description
correspond§ to Yes Yes Yes
accompanying
paperwork
Descriotion of an Description on exhibit bag is in short-
Crip y form only and does not specify the date
deviations NA ‘ ; None found
of the ‘Share Transfer Agreement’ as
from the expected X .
listed on the submission paperwork.

Forensic Foundations International’s comments

All laboratories completed the provided table with varying amounts of detail and all comments were appropriate. Laboratory 53366 noted that the
information on the packaging was in short form.

No date was provided in the submission form or on the packaging of the material. Only laboratory 53366 noted this omission.
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Examination / Analysis

decipherable handwriting
found

Methodology 33585 42884 52414
Yes, Evidence of
alteration
Break in guideline,
Visual inspection Yes Yes second part positioned
higher
TRANSFEREE sections
out of alignment
PhyS|_caI _ Yes
examination
Natural light Yes
Yes, no indented
Oblique lighting Yes Impressions of

Alternative light
sources

Yes, Optical examination
- UV, VIS, IR

Yes, nothing of apparent
significance

Yes, Low Power

Microscope VSC-6000HS

Yes,

Evidence of alteration
Break guideline

2 sections of guideline
different widths

length, angle, area

Light microscopy Yes Possible extraneous
used for close-up .
. . marks about signature
imaging purposes line of Miles
Possible difference in
toner image in end
section of text
ESDA Yes
Graphical software Yes
Graphlog software
for measuring Yes

2025-FDE1
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Comments with respect to Examination / Analysis

33585

The Share Transfer Form (Item Q) was printed in its entirety in colour using the electrophotography
technique, and the black, magenta, yellow and cyan toners were detected. A repeating bitmap code
consisting of a pattern of yellow dots (a counterfeit protection system) was found across the entire surface
of Item Q, however the laboratory does not have a dedicated software to read this code.

Name: Jonathan Miles

—_— ]
el | iR/

Bitmap code on the Item Q

Microscopic examination shows a poorly visible raster pattern in the area containing the handwritten entries
(signatures and dates). This suggests that Iltem Q is not a direct photocopy of the original agreement, but
rather that Item Q came from a digital source.

Raster of printout on the Item Q

2025-FDE1 This document is UNCONTROLLED if printed Page 9 of 23

WEF-03-A-5 Issue 7 Date 13/8/25 Issued by DGP



It was found that the quality of the prints in the upper part of the document (from the title to the end of the
point 7) is slightly different to those in the lower part (starting from the sentence “IN WITNESS
WHEREOF...”). This is most visible in the bold letters, which appear darker (more black toner) in the upper
part of Item Q. In the lower part of the document, the letters appear less black and more see-through (other
colours of toner, especially magenta, can also be seen through the black toner).

Letters from the upper part of the document Letters from the bottom of the document

A discontinuity was found in the line beneath Jonathan Miles' signature. The initial, shorter part is thinner
(approximately 0.25 mm) and is positioned below the longer, thicker part (approximately 0.30 mm).

Discontinuity of line under the signature of Jonathan Miles

2025-FDE1 This document is UNCONTROLLED if printed Page 10 of 23
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Both lines under the dates are about 0.30 mm thick, while the line under Rachel Bennett's signature is
thinner (about 0.25 mm), similar to the shorter line under Jonathan Miles' signature.

It was also found that the left alignment of the sentence beginning “IN WITNESS WHEREOF...” does not
match the alignment of the text at the top of the document. Similarly, the alignment of the word
“TRANSFEROR?” at the bottom of the document does not match that of the word “TRANSFEROR” at the
top.

During the microscopic examination, next to yellow bitmap code dots, blue dots were found. The blue dots

don’t show regular pattern and are located with different density. Their origin is also unclear. It cannot be
excluded that they are a copy of the bitmap code from the document used to produce Item Q.

e

 Date:__
|

Blue dots located next to yellow dots of bitmap code

s
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42884

| found several features of interest in and around the signature of Jonathan Miles to include those illustrated
in the diagram below:

1) A discontinuity of the printed signature line before the ‘J’ of ‘Jon’

2) A feathered ending to right-hand side of the printed signature line

3) Artefacts in several places including the ‘il’ part of the signature, and on the right-hand side and bottom
of the ink line on the end loop of the signature

4) A discontinuity to the left-hand side of the ink line on the end loop of the signature

5) A blunt ending to the final stroke of the signature

L+

L ]
-,

P
i ‘/\\./} 3

Biscrepancy in Inkllnej

iﬂ

ame: Jonathan Miles

In my opinion such features may indicate that the signature has been ‘cut’ from one document and ‘pasted’
into this Share Transfer Agreement.

52414

Examination of the document established a break in the ink line for the Jon Miles signature with the second
guideline being positioned vertically higher than the first part and thicker line width.

Some other supporting evidence found was the TRANSFEREE sections being out of alignment, a
difference in the print quality of the toner image at the bottom of the document, a potential artefact within
the upper right hand loop of the end of the Miles signature which may have originated from the original
document the signature was taken from.

2025-FDE1 This document is UNCONTROLLED if printed Page 12 of 23
WEF-03-A-5 Issue 7 Date 13/8/25 Issued by DGP



Forensic Foundations International’s comments

All laboratories used varying but appropriate techniques for analysis.

All laboratories detected that a ‘cut and paste’ insertion was used to produce the signature.
All laboratories detected the misalignment in the signature baseline.

Laboratory 33585 identified a printed bitmap code present in the document.

Laboratory 42884 specifically mentioned the blunt line ending on the downward stroke of the
signature.

Laboratory 42884 noted the ink goops in the pen line as an observation.
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Case Analysis, Conclusions and Reported Results

Laboratory comments with regards to Case Analysis, Conclusions and Reported

Results:

33585

Before testing the questioned document, based on the question asked by the Client, two
alternative hypotheses are formulated. In the case of this test, they would be as follows:

H1: The questioned document Item Q has been altered or forged?
H2: The questioned document Item Q has not been altered or forged?

The scale of conclusion is analogous to that presented in the ENFSI Guidelines for

Evaluative Reporting in Forensic Sciences (https://enfsi.eu/wp-
content/uploads/2016/09/m1_guideline.pdf):.

The forensic findings provide extremely strong support for H1 rather than H2.

The forensic findings provide very strong support for H1 rather than H2.

The forensic findings provide strong support for H1 rather than H2.

The forensic findings provide moderately strong support for H1 rather than H2.

The forensic findings provide moderate support for H1 rather than H2.

The forensic findings provide weak support for H1 rather than H2.

Inconclusive — The forensic findings do not support one hypothesis over the other.

The forensic findings provide weak support for H2 rather than H1.

The forensic findings provide moderate support for H2 rather than H1.

The forensic findings provide moderately strong support for H2 rather than H1.

The forensic findings provide strong support for H2 rather than H1.

The forensic findings provide very strong support for H2 rather than H1.

The forensic findings provide extremely strong support for H2 rather than H1.

Based on the features of ltem Q identified during the examination, it can be concluded that
the document is inconsistent, which suggests that it is not an actual copy of the real, authentic

document. But is not clear how the Item Q was produced.

Importantly, interpreting each of the identified features individually, without considering the
others, does not prove that the source document for Item Q has been forged. It is only by
interpreting all features together that it can be concluded that the source document probably

did not exist.

Therefore, the final conclusion should be as follows: The forensic findings provide weak

support for hypothesis 1 (H1) rather than hypothesis 2 (H2).
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42884

Whilst some of the above features could have occurred through legitimate production and
copying processes, if the document is genuine, | find it very unlikely that all of the above
features would be observed. On the other hand, if the document has been altered, | consider
it very likely that these types of features would be observed.

In my opinion, my findings provide very strong support for the proposition that the submitted
Share Transfer Agreement, dated 17/04/25, has been altered by ‘cut & pasting’ the signature
of ‘Jon Miles’ from another document.

In expressing the evidential significance of my findings, | have used the following scale of
opinions:

Extremely strong

Very strong

Strong

Moderately strong

Moderate

Weak

Inconclusive

52414

On the basis of the break in the guideline of the Jon Miles signature and positioning of the
right hand portion of the guideline vertically above the smaller left hand portion and that it is
thicker than the left portion, in my opinion, the evidence very strongly supports the
proposition that the Jon Miles signature has been added to the Share document by a ‘cut
and paste’ method, most likely transferring the Jon Miles signature and associated guide line
from another document by means of a computer editing programme like Photoshop.

Forensic Foundations International’s comments

All participating laboratories correctly identified the hallmarks of forgery in the
questioned document Item Q1.

Laboratories 42884 and 52414 determined that the evidence provided very strong
support for the proposition that the document Item Q has been altered.

Laboratory 33585 determined that the evidence provided weak support for the
hypothesis that the questioned document Iltem Q has been altered or forged.

It is noted that Laboratory 33585 determined that the evidence only provided weak
support for the hypothesis. This laboratory may wish to assess their support
weighting in comparison with the other participants’ findings and strength of support.

Laboratories 33585 and 42884 provided opinion scales in their conclusion.
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APPENDIX A

EXAMINATION REQUEST | EASTERNALSTRALIAN
AND ITEM SUBMISSION
POLICE SHRMCE

OFFENCE: Fraud

DATE OF OFFENCE Date

BRIEF STATEMENT OF FACTS

On the 28" of April 2025, the executor of the estate of the late Mr Jonathan Miles
contacted Lyriq Data Systems Pty Ltd to request an investigation into a share
transfer allegedly executed by MR Miles shortly before his death.

The transfer document, dated 17" April 2025, reflects the transfer of 2,500 ordinary
shares to Ms Rachel K Bennett.

Mr. Miles passed away on 18" April 2025, and his estate was unaware of any such
transaction.

The company holds only a scanned copy of a physical Share Transfer Form; the
original physical document is no longer available for examination. This absence of
the original form has added to the concerns raised by the estate regarding the
document’s authenticity and execution.

ITEM SUBMITTED FOR EXAMINATION

One page Share Transfer Agreement dated 17" April 2025.

EXAMINATION
REQUESTED

An examination of the share transfer agreement.
e Are there any indications that the document has been altered or forged?
Provide evidence.
e What weight can be given to any findings?

Please note:
Any folds/bends/creases in the paper may be due to shipping and are not to be
considered for examination or analysis
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PROFICIENCYTESTING@FORENSICFOUNDATIONS
2025-FDE1 Forensic Document Examination

MANUFACTURER'’S INFORMATION
Issued 16/09/2025

Introduction

The test was designed to provide a legitimate scenario for which a physical
examination of a disputed document may be requested.

The participant was required to conduct a thorough examination and provide
evidence in support of their opinion.

Scenario provided to the participants

On the 28th of April 2025, the executor of the estate of the late Mr Jonathan
Miles contacted Lyriq Data Systems Pty Ltd to request an investigation into a
share transfer allegedly executed by Mr Miles shortly before his death.

The transfer document, dated 17th April 2025, reflects the transfer of 2,500
ordinary shares to Ms Rachel K Bennett.

Mr. Miles passed away on 18th April 2025, and his estate was unaware of
any such transaction.

The company holds only a scanned copy of a physical Share Transfer Form;
the original physical document is no longer available for examination. This
absence of the original form has added to the concerns raised by the estate
regarding the document’s authenticity and execution.
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Aim

The program aims to assess the laboratories’ ability to competently review
and analyse the documents.

Program design and assessment

The test was designed, coordinated, produced, and assessed by Forensic
Foundations International.

Test production

Questioned document

The questioned document was produced using two printers and one scanner:

Printers:

Epson WorkForce Pro WF-3720 serial number X2TK021005 (multifunction inkjet
printer/scanner).

Konica Minolta Bizhub C360i serial number: AA2J041009064

Scanner
Epson WorkForce Pro WF-3720 serial number X2TK021005 (multifunction inkjet
printer/scanner).

Questioned document construction

Step 1: The share transfer agreement was produced in Microsoft Word (in Aptos
(Body) font size 11).

Step 2: The share transfer agreement was printed using Epson WorkForce Pro WF-
3720 and signed by “Rachel K Bennett”.

Step 3: On a separate sheet of writing paper, the signature for “Jonathan Miles” was
signed and cut out using a scalpel to get a close cut.

Step 4: The cut-out signature was then glued into place on the share transfer
agreement.

Step 5: The page was then scanned using the Epson WorkForce Pro WF-3720.
Step 6: The scanned page was digitally enhanced to remove obvious imperfections.

Step 7: The scanned page was then printed on the Konica Minolta Bizhub C360i.

The item is stable and no use by date was provided to participants.
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Expected results

Participating laboratories were asked two questions by the ‘Eastern Australian Police Service’. The table below demonstrates how the expected
results would address each of the questions asked.

Forensic Processes

Continuity, receipt and
description of items

Was continuity maintained?

Was storage appropriate?

Was the transfer within the laboratory appropriate?

Was the description of the item sufficient for it to be independently identified?

Initial examination

Did the initial physical examination make use of appropriate techniques (e.g. microscopy, optical magnification)
and did not result in the application of inappropriate subsequent analytical tests? Were physical results ascribed
appropriate weight/significance in any report?

Examination requested

By Eastern Australian
Police Service

Scientific

Examination testing expected

Are there any indications
that the document has
been altered or forged?

Did the examination of the
document provide any
information that the
document has been
altered?

The application of appropriate techniques e.g. optical magnification, microscopy

Laboratories should be able to detect evidence of a ‘cut and paste’ insertion used
to produce the signature of Mr Miles (See figure 1).

Laboratories should be able to detect the misalignment in the signature baseline,
the blunt line ending on the downstroke of the signature and the intersecting line
across the upper loop of the signature. The ink goops in the pen line should also
be noted, but do not add any weight to any conclusions, as they are transient
artefacts.

What weight can be given
to any findings?

What does the examination
suggest or indicate regarding
the proposition that the
document has been altered?

Using a combination of the observations noted above, laboratories should have been
able to definitively conclude that a ‘cut and paste’ insertion of the “Jonathan Miles”
has been conducted, and therefore the document is a forgery.
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Figure 1

Mark-up of pre-testing findings

A: Misalignment in the baseline

B: Blunt line ending in the downstroke of the signature

C: Intersecting line across the upper loop of the signature
D: Ink gooping of pen line

E: Ink gooping of pen line

F: Ink gooping of pen line

A potential major source of error by the participant would be failure to detect features from the page and identify where the document may
have been altered.

END OF DOCUMENT
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2025-FDE1 Feedback

Forensic Foundations International prides itself in providing flexible fit-for-purpose forensic
programs. The manufacture, distribution, assessment and reporting of this test has provided and
will provide the basis for continuous improvement for both Forensic Foundations International and
the forensic laboratories. To this end, we would appreciate your comments to assist us in
improving the tests.

Please tick the appropriate box and make any relevant comments.
You can also complete this form at www.ffint.com.au/feedback

. Strongly
S;\rongly Agree Disagre Disagre NA
gree e o

1. Thg_test was too basic for our 0 0 0 0 0
facility

2. Th_e samples supplied were 0 0 0 0 0
suitable

3. The. results r_e_qwred were not 0 0 0 0 0
outlined sufficiently

4. Thg final repo_rt provided 0 0 0 0 0
suitable detail

5. The tests involved should be 0 0 0 0 0

more challenging
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Please comment briefly on the following:

1. Are there additional aspects that could be included in the
test?
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Forensic Foundations International’s Proficiency Tests are required to be fit-for-purpose.
To assist us in providing the relevant tests, please use the following form to suggest

further tests for development. You can also complete this form at
https://www.ffint.com.au/proficiency-testing/proficiency-test-development/

Recommendation for Proficiency Test Development

Contact

Name

Email

Phone

Discipline/ subdiscipline

Specific issues(s) to be addressed*.
Note: The tests can be designed to be
multidisciplinary.

Suggested technical advisor (if known)

Suggested manufacturer (if known)

* All Proficiency Tests will include the end-to-end process (receipt & continuity, triage,
description, examination, analysis, data generation, interpretation, reporting) but one

aspect may be of particular interest/focus.

This form can be emailed to quality@ffint.com.au
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