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Introduction

Design

Forensic Foundations International Proficiency Tests are designed to address the following
points:

» Relevance to forensic science laboratories

« Limitation of any potential context information

* The end-to-end forensic process

* Knowledge of the ‘ground truth’ of samples

* Importance of consistency between tests

» Cost affordability for the laboratories

In addition to this exercise being a test of laboratory procedures using controlled items, we
also anticipate that it will enable participants to evaluate the quality of their analytical results
against those from other laboratories and observe how other laboratories express their
opinions or advice for their clients. To enable this, we requested that participants submit the
following:

¢ An outline of the methodology used; and

e Their opinion in the format that they would provide to the court.

Forensic Foundations International’s Proficiency Test Program is
designed to inspect the end-to-end forensic examination process.
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2025-DF2 Digital Forensics

This test aimed to review the end-to-end forensic examination, analysis, and reporting process.
Thus, in addition to interpreting and reporting the results from a provided hard drive, testing of
generic issues such as sample receipt, triage, and continuity of items for examination formed
part of the overall process.

To minimise contextual bias in the interpretation, the information relating to the ‘offence’ was
minimal.

This test provided a mechanism for participants to review their results and those of other
participants to facilitate? 3%
¢ An evaluation and appraisal of their performance, including:
o comparison of a participant’s performance with other participants
o monitoring of a participant’s long-term performance
e Continuous improvement, including:
o staff education, training, and competence monitoring
o evaluation of methods, including the establishment of method precision and
accuracy
o contribution to a participant’s overall risk management process

e Corrective action (where required)
e Confidence building with interested parties (e.g. customers, accreditation bodies,
regulators, specifiers).

This proficiency test was distributed to six participants, and all participants submitted results
during this round of testing.

The participants were provided with a physical hard drive.
Items were sealed in tamper-evident bags and included descriptors for continuity purposes.

It is recognised that participants may not provide all intermediate details or numerical data in the
results sheet, as this may not be organisational policy. The proficiency testing scheme is
qualitative in nature; therefore, evaluation focuses on whether the participant’s overall
conclusions align with the expected findings.

Numerical or instrumental values or descriptors, where given, are reviewed for consistency and
plausibility but are not the only determinant of performance unless discrepancies materially
affect the participant’s conclusion.

Qualitative feedback is provided to participants. Feedback will be both participant-specific (i.e.,
whether a particular participant’s results align with the expected findings) and will also discuss,
where appropriate, the examination / techniques employed.

218017025 (2017) General requirements for the competency of testing and calibration laboratories.
3 NATA (2021) General Accreditation Criteria Proficiency Testing Policy
4 ANAB ISO/IEC 17025:2017 — Forensic Science Testing and Calibration Laboratories Accreditation Requirements (2019)
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Disclaimer:

The data contained in this report and any observations made are based on the material
provided by the participants; however, it is understood that the laboratories may hold
additional material which supports the findings reached.

Report Summary

Continuity, receipt, and description of items

As the receipt and chain of custody for items, subject to forensic examination and analysis, is
significant to the final outcome, information pertaining to receipt, continuity and a description of
the items formed part of this test.

All participants noted recording methods and other appropriate information regarding continuity
and receipt of the items and provided unique information to identify the device that was
examined.

Examination / Analysis

Participants had varying levels of success with the different partitions’ filesystems. The most
significant issues were present with the BTRFS, ZFS, and ReFS filesystems. In part due to
these difficulties, some participants stated that they found relevant files using “carving”
techniques, which only recover the contents, and not the metadata, of the files. This test was
designed to determine if participants had tools and processes that could handle a range of
common and less common file systems. It was not expected that any single tool would be
capable of handling the range of data provided.

Only one participant (96102) provided a specific technical artifact that could be used to link the
provided drive to another computer or electronic device (specifically, the drive’s firmware serial
number).

Interpretation and Conclusions

While many participants were unable to fully examine all partitions on the drive, various
conclusions were provided about the reasons for this, including incorrect suggestions that the
partitions were “blank”.

Many participants did not offer specific conclusions, and this may be appropriate within the
context of their organisation. Where conclusions were provided, they included appropriate
suggestions for follow-up actions (e.g. identify additional electronic or physical items that may
exist). Some conclusions, however, were made about real-world events that were not directly
supported by available evidence (e.g. “Daniel carried out his criminal activities...”).
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Laboratory Responses

Continuity, receipt, and description of items

As the receipt and chain of custody for items, subject to forensic examination and analysis, is
significant to the outcome, information about receipt, continuity and a description of the items
formed part of this test.

Participants were requested to provide information with respect to the continuity, receipt, and
description of each of the items received using a supplied proforma table. This would normally
facilitate both consistent responses and the collation and comparison of responses.
Participants were also requested to respond to each statement in the ‘Comments’ column.

The information provided by the participants who received the physical item is recorded in
Appendix A.

Forensic Foundations International’s comments

All six participants completed the continuity table to some degree. While not explicitly asked for,
all participants provided some unique information to link their report to the specific hard drive.
This varied from combinations of internal references (e.g. property numbers), security seal
numbers from the provided tamper-evident bag, drive serial numbers, and descriptions (e.g.
“Black Toshiba 1TB HDD”).

Participant 43719 used a restricted Google Drive for their storage of data. It was not clear from
the information provided whether appropriate controls were put in place to ensure records
stored here are safe from unauthorised modification. Appropriate controls within the platform
might include retention policies (e.g. Google Vault) and secure access controls (such as multi-
factor authentication). External controls could include backup storage of records in an
immutable digital archive or storing signed, printed copies of relevant documents for evidentiary
purposes.

Participants 58263 and 96102 use a paper-based method of recording.
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Examination / Analysis

See Appendix B for a collation of the requested information from the Examination / Analysis
submission table.

Participants’ comments with respect to Examination / Analysis are collated in Appendix C.

Forensic Foundations International’s comments

Participants used a variety of appropriate and commonly used forensic tools (X-Ways, Axiom,
FTK Imager, etc.), but none of these tools was able to fully parse all the relevant partition
formats and structures. It was expected that participants might need to use multiple tools or
alternative methods to fully report on all available evidence.

All participants provided some level of detail for the partition structure on the device, but many
did not provide sufficient information to uniquely identify the partitions that had been found. Only
one participant (96150) provided the exact starting position of each partition, while another
participant (68236) provided approximate starting locations (in GB).

Most participants appeared to have little or no trouble reading data from the NTFS (with and
without compression), HFS+, APFS, ext4, and UFS partitions. Some difficulties were noted with
the deleted FAT16 partition (19475) and the APFS partition (43719), however.

Only one participant (96150) was able to fully read all three of the BTRFS, ZFS, and ReFS
filesystems by using native operating system functions present in Linux and Windows. While
these filesystems may not be common with end-user devices, they can be more commonly
found with servers. Multiple participants attempted (and partially succeeded) at recovering
contents from these partitions through “carving”, but this technique does not recover information
like filenames, and dates/times. This information was critical in answering the questions about
potential victims and dates/times of potential offences.

Further, while one file was deleted from the ZFS partition (tahlia.jpg), it was fully recoverable,
including full metadata, using features built into the ZFS filesystem (“snapshots”). While two
participants (19475 and 96150) were able to read the ZFS partition, only one participant (96150)
fully recovered this file using the ZFS snapshot.

While no metadata (e.g. EXIF) was present in any of the images, filenames provided partial
addresses in some cases (e.g. “18-grammar” referred to 18 Grammar Street, Strathmore, VIC,
Australia), and the contents of maps provided identifiable information that could obtain a more
specific location. Most participants noted the filenames from files they were able to fully recover,
but only three specifically drew attention to these details or noted the relevance of this
information (19475, 35185, 96150).

The investigation asked for information that could identify the user or owner of the device. While
no operating system was present, and thus many typical artifacts (username, email addresses,
etc.) were not present, only one participant (96102) specifically provided data recovered from
the available evidence that could be used in further digital forensic investigations (i.e. the drive’s
firmware serial number). Other potential technical and non-technical methods of linking the
device to the suspect were provided by three participants (19475, 96102, 96150), but without
reference to specific artifacts present on the available evidence.
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Interpretation, Conclusions and Reported Results
Participants’ comments with respect to their results are found in Appendix D

Forensic Foundations International’s comments

While many participants were unable to fully examine all partitions on the drive, various
explanations were provided about the reasons for this, including incorrect suggestions that the
partitions were “blank” or that files were “corrupt”. All files were either fully present (not deleted
or corrupt) or fully recoverable.

Only participants 43719, 58263 and 96102 provided explicit conclusions to their findings, while
35185 offered recommendations about further potential lines of investigation. While other
participants did not offer specific conclusions, this may be appropriate within the context of their
organisation. It is noted that all participants provided information that could be used to reach a
conclusion if required.

Where conclusions were provided, they included appropriate suggestions for follow-up actions
(e.g. identify additional electronic or physical items that may exist). Some conclusions, however,
were made about real-world events that were not directly supported by available evidence (e.g.
“Daniel carried out his criminal activities...”).
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APPENDIX A
APPENDIX B
APPENDIX C
APPENDIX D

Attached as separate documents
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APPENDIX E

EXAMINATION REQUEST | EASTERNALSTRALIAN
AND ITEM SUBMISSION
POLICE SHRMCE

OFFENCE: Stalking/Trespassing

DATE OF OFFENCE Between 1 May and 7 June, 2025

BRIEF STATEMENT OF FACTS

e Daniel MCKEAN has been accused of multiple instances of stalking and
trespassing. It is alleged that he has followed multiple women from their places
of employment to their homes.

e Police were alerted by one victim who became suspicious when she noticed
MCKEAN sitting on a fence over the road from her house as she left for work
one morning. She had previously noticed MCKEAN on multiple occasions
outside her work, as he regularly sat at a nearby coffee shop with a sketch
book and appeared agitated if anyone approached him.

e Noting similarities with other recent reports, police believe that MCKEAN may
have been stalking at least four other women.

e A search was conducted at MCKEAN’s house. Various drawings and sketches
were found, but none that appeared to have any links to any known victims.

e While conducting the search, officers found a hard disk drive under the couch
that MCKEAN was sitting on for most of the search. MCKEAN became
immediately flustered as officers began searching the couch but claimed to
have never seen the hard drive before when the drive was discovered.

ITEM SUBMITTED FOR EXAMINATION

One Black Toshiba 2.5in USB Hard Disk Drive

EXAMINATION
REQUESTED
Examination is requested of the storage device to identify:
« any indication the device has been used by, or belongs to, the suspect;
« any files or artefacts that could link to potential victims;
« any indications of times or locations where the suspect may have been;
« any other artefacts that may be relevant to the investigation.

Where data is found that answer the above questions, sufficient details of these
artifacts should be noted in the answers to enable another examiner to locate the
same items.
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Introduction

This trial was designed to test the end-to-end receipt, storage, acquisition and analysis
procedures of a seized exhibit. The exhibit provided was a USB Hard Disk Drive that had
been collected, together with the basic notes written on the tamper-evident bag.

Scenario provided to the participants

e Daniel MCKEAN has been accused of multiple instances of stalking and trespassi
is alleged that he has followed multiple women from their places of employment tc
homes.

e Police were alerted by one victim who became suspicious when she noticed MCK
sitting on a fence over the road from her house as she left for work one morning. ¢
had previously noticed MCKEAN on multiple occasions outside her work, as he re
sat at a nearby coffee shop with a sketch book and appeared agitated if anyone
approached him.

¢ Noting similarities with other recent reports, police believe that MCKEAN may hav
stalking at least four other women.

e A search was conducted at MCKEAN'’s house. Various drawings and sketches we
found, but none appeared to have any links to any known victims.

e While conducting the search, officers found a hard disk drive under the couch that
MCKEAN was sitting on for most of the search. MCKEAN became immediately flu
as officers began searching the couch, but claimed to have never seen the hard d
before when the drive was discovered.

Aim

The aim of the program is to assess the facilities’ ability to:
e document a received exhibit
examine the data as provided
identify relevant Windows filesystem and file metadata artifacts
identify and decrypt containers with known or unknown passwords; and
report on their findings.

Program design and assessment

The test was designed, coordinated, and assessed by Forensic Foundations
International.

Pa¢



File creation

Virtual machines (VMs) running multiple operating systems (Windows Server 2025, macOS
Sequoia 15.5, Ubuntu 24.04, and FreeBSD 13) were used to partition and format a USB
hard drive. The date and time were set on each VM (times in AEST — UTC+10) before a
series of files had their timestamps updated with “touch” (where available) or a simple
PowerShell script that set each file’s LastWriteTime to the current time. The USB hard drive
was then connected to the VM, and various actions were performed as noted below.

Date/Time Started
Fri 02/05/2025 11:00 PM
Fri 02/05/2025 11:42 PM

Mon 05/05/2025 8:21 PM

Wed 07/05/2025 9:37 PM

Fri 09/05/2025 10:19 PM

Tue 13/05/2025 7:48 PM

Fri 16/05/2025 6:22 PM

Mon 19/05/2025 8:57 PM

Fri 23/05/2025 7:28 PM

Wed 28/05/2025 11:11 PM

Mon 02/06/2025 5:52 pm

Sun 22/06/2025 1:16 PM

Virtual Machine
Windows Server
Windows Server

Windows Server

Windows Server

macOS

macOS

Ubuntu

FreeBSD

Ubuntu

Ubuntu

Windows Server

Ubuntu

Actions

Create GPT partition table

Create 120gb “Natalie” partition with
NTFS and compression enabled
Copied files to “Natalie” partition
Create 140gb “Madison” partition with
NTFS (quick format, no compression)
Copied files to “Madison” partition
Create 1gb “Tahlia” partition with FAT
filesystem

Copied files to “Tahlia” partition
Create 130gb “Rachel” partition with
HFS+

Copied files to “Rachel” partition

Set disk icon to rachel.jpg

Create 133gb “Piper” partition with
APFS

Copied files to “Piper” partition

Set disk icon to piper.jpg

Created 140gb “Chelsea” partition
with ext4 filesystem

Copied files to “Chelsea” partition
Created 43gb “Katie” partition with
UFS

Copied files to “Katie” partition
Created 60gb “Scarlett” partition with
BTRFS

Copied files to “Scarlett” partition
Used “touch” command to update
timestamps on scarlett.jpg and
travel.png (original dates were 20 and
21 June)

Created 70gb “Ashley” partition
Created ZFS pool “/zpool/Ashley” on
new partition

Copied files to partition, including
“tahlia.jpg”

Took ZFS snapshot (snapshot1)
Deleted “tahlia.jpg” file

Created 30gb ReFS “Eve” partition
Copied files to “Eve” partition
Deleted FAT partition “TAHLIA”
(/dev/sda4)
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The USB hard drive was then connected to the host mac laptop computer (with automatic
mounting disabled via Disk Arbitrator v0.8) and imaged using dcfldd.

Total (md5): b8fd3a62b62a287c1e00864771046379

Total (sha1): 2a732¢2b986¢941d31b8c8b932a2a3c0c9d4484e

Total (sha256): 43873d8765065496a4c406b12558a6d02899411595de5446c69815d779457319

Total (sha512):
80194246928d3c16eeb80ded7b1f7b83910431a99f51d0c2ad2596df9614a0c4b4c77d254c04621d2fof71
c0adaba8e2c05086071c9853f6bcf0f4c62f888871

The forensic image was then restored onto identical drives using dcfldd.

Hashes were verified against the destination drives to verify that the images had been restored
successfully.

It was noted that two destination drives were slightly larger than the original, and thus the full

drive hash did not match. Data on these drives was verified using 1gb blocks against the
original drive, and all blocks matched.

Whilst electronic files and documentation are stable, there is a potential for physical damage
in transit, the electronics can be damaged by static electricity, and the storage itself can be
altered or damaged by magnetic fields.

No use-by date was provided.
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Expected results

Participating laboratories were asked a number of questions by the ‘Eastern Australian Police Service’. The table below demonstrates how the
expected results would address each of the questions asked.

Forensic Processes

Continuity, receipt and
description of items

Was continuity maintained?

Was storage appropriate?

Was transfer within the laboratory appropriate?

Was the description of the item sufficient for it to be independently identified?

Initial examination

Documentation should be provided that uniquely identifies the drive and verifies that it matches the
details that were provided on the tamper-evident bag to confirm continuity. This documentation should
also be sufficient for the item to be independently identified.
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Examination requested

By Eastern Australian
Police Service

Scientific

Examination testing expected

Any indication the
device has been used
by, or belongs to, the
suspect

Did the examination of the
item provide information
on who the device
belonged to or was used
by?

The application of appropriate techniques to collect the data from the drive (e.g.
write blocker and forensic imaging tool).

The application of appropriate techniques to identify any user (not expected), file
ownership (e.g. SIDs or UIDs) or operating system (e.g. type / version) information
that could be used in conjunction with other evidence to determine device
ownership or use.

Participants may also provide an opinion on how this information could be useful,
and how much it could be relied upon.

Any files or artefacts
that could link to
potential victims

Did the examination of the
item provide information
that could link to, or be
used to identify, any
potential victims?

It was expected that participants’ standard forensic analysis tools may not fully
interpret all partitions and files present on the device. As such, it was expected
that multiple techniques or tools might be used to:

- Identify, examine and document all partition types, sizes and volume names

(each volume being named after a ‘victim’)

- Identify and recover information from the FAT partition (‘Tahlia’)

- ldentify existing files on each of the partitions

- Identify deleted files from the FAT and ZFS partitions

- Describe the contents of the files

Participants may also provide an opinion on the potential meaning of any names,
partitions, or file contents with respect to potential victims.

Any indications of times
or locations where the
suspect may have been

Did the examination of the
item provide information
that could link times,
dates or locations that the
user may have been at?

As above, it was expected that participants’ standard forensic analysis tools may
not fully interpret all partitions and files present on the device. As such, in addition
to identifying partition and file information from each partition, it was expected that
multiple techniques or tools might be used to:

- Identify and document date and time information from each relevant file

- ldentify any location information in metadata or file contents (or provide

information that could allow an investigator to match to a known location)

Participants may also provide an opinion on the potential meaning of any location
or time information.
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Any other artefacts that
may be relevant to the
investigation

Did the examination of the
item provide any other
information that, while not
specifically mentioned
above, could be used to
assist investigators.

No other specific information or testing was expected.
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Expected laboratory results

1. Examine the data as provided

A forensic image of the supplied device should be taken, and this process should be documented by the examiner, including noting any
cryptographic hash values that were calculated during the process. Hash values may match those noted above; however, small differences in the
individual drives may result in different values. It is expected that the two participants’ hashes would match those noted above (drives with serial
numbers Y46PP390TV8H and Y49PP2LOTV8H).

2. |dentify all partitions
a. Volume formats noted (NTFS, FAT, HFS+, APFS, EXT4, UFS, BTRFS, ZFS, ReFS)
b. Partition names noted (Natalie, Madison, Tahlia, Rachel, Piper, Chelsea, Katie, Scarlett, Ashley, and Eve)
c. Sizes and offsets noted as appropriate
3. Non-deleted files retrieved from all existing partitions (all except FAT)
a. Photos, screenshots of map directions and photographs of houses.
b. Operating system artefacts (e.g. SRECYCLE.BIN, .Spotlight-V100) identified.
c. Dates and times noted and match those from the “file creation” section above.
4. Partition and files recovered from the FAT partition
a. tahlia.jpg, directions.png, 18-grammar.jpg
b. Operating system artefacts
5. ZFS snapshot identified, and additional (deleted) file recovered
a. tahlia.jpg
6. An examination should be performed to find and note any indication that the device has been used by, or belongs to, the suspect. Minimal
information is expected to be available to answer this question; however the participant may note:
a. ldentifiers that could be linked back to the operating system that created them (such as UUIDs, usernames or similar identifiers)
b. Details of any operating systems that might have been used to access or write data to the devices
7. Any files or artefacts that could link to potential victims, or indications of times or locations where the suspect may have been
a. All user-generated files (including deleted files) should be identified and recovered, including photographs and map screenshots
within each partition.
b. Dates, times, and other relevant metadata should be reported on.
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Where relevant artifacts are identified, sufficient information should be provided to allow another examiner to identify the same artifacts from the
original device, or the forensic image, for example:

- Full file path

- Metadata field name

- File offsets or line numbers
Times and dates from relevant activities and artifacts should be noted.

Any times noted should be unambiguous and include the time zone used to present the information in the report (if this information is available).

The major source of error by the participant would be failure to correctly interpret the data or missing or misinterpreting critical digital artefacts.

END OF DOCUMENT
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2025-DF2 Feedback

Forensic Foundations International prides itself in providing flexible fit-for-purpose forensic
programs. The manufacture, distribution, assessment and reporting of this test has provided and
will provide the basis for continuous improvement for both Forensic Foundations International and
the forensic laboratories. To this end, we would appreciate your comments to assist us in
improving the tests.

Please tick the appropriate box and make any relevant comments.
You can also complete this form at www.ffint.com.au/feedback

> (<)) > O
= O (] o = ©
) o > 25 <
oo o) o o Z
B < < = e
1. Thg_test was too basic for our 0 0 0 0 0
facility
2. Th_e samples supplied were 0 0 0 0 0
suitable
3. The. results r_e_qwred were not 0 0 0 0 0
outlined sufficiently
4. Thg final repo_rt provided 0 0 0 0 0
suitable detail
5. The tests involved should be 0 0 0 0 0

more challenging
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http://www.forensicfoundations.com.au/feedback

Please comment briefly on the following:

1. Are there additional aspects that could be included in the
test?
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forensic

FOUNDATIONS
INTERNATIONAL"

Forensic Foundations International’s Proficiency Tests are required to be fit-for-purpose. To
assist us in providing the relevant tests, please use the following form to suggest further tests
for development. You can also complete this form at https://www.ffint.com.au/proficiency-
testing/proficiency-test-development/

Recommendation for Proficiency Test Development

Contact Name

Email

Phone

Discipline/ subdiscipline

Specific issues(s) to be addressed*.
Note: The tests can be designed to be
multidisciplinary.

Suggested technical advisor (if known)

Suggested manufacturer (if known)

*  All Proficiency Tests will include the end-to-end process (receipt & continuity, triage,
description, examination, analysis, data generation, interpretation, reporting) but one aspect
may be of particular interest/focus.

This form can be emailed to quality@ffint.com.au
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