APPENDIX C

Participants’ comments with respect to Examination / Analysis
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Did not locate any information on the drive directly indicating Mckean. However there could be
other ways of showing ownership of the drive upon a search of other digital evidence belonging to
Mckean that could relate back to the drive. Also some of the photos with metadata of the locations
could be used to place Mckean in those areas at the dates and times.

The way the drive was formatted is not common and shows someone with a higher level of
knowledge with computers as it is formatted with multiple volumes from Windows, Mac, and Linux.
Also attempted to see if there were any bootable options, but none appeared
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On the 07/07/2025 at 11:45, a TOSHIBA DTP310 External Hard Disk Drive was delivered to
MD5 by EMS International Courier. The device was submitted for examination in a sealed
evidence bag with the seal reference — AUS0724007. At this time the exhibit was placed in the
MD5 Secure Store to await examination

When booked into the MD5 system the Hard External Disk Drive was given the exhibit
reference 21273/01.

On the 22/09/2025 at 10:05 hours, | removed a TOSHIBA DTP310 External Hard Disk Drive
labelled as exhibit 21273/01 from the MDS5 secure store and began the examination of the
exhibit.

The exhibit was submitted for examination in a sealed evidence bag with the seal
reference — AUS0724007.

| proceeded to connect the External Hard Disk Drive to the forensic imaging tool, Logicube
Forensic Falcon (3.2u3), and created a forensic image of the External Hard Disk Drive.

| then proceeded to connect the External Hard Disk Drive to the forensic workstation using a
write blocker, Logicube WriteProtect-Portable, and created a forensic image of the External
Hard Disk Drive using FTK Imager (4.7.3.81) forensic software.

Data was acquired using both tools for verification — MD5 and SHA1 hashes were
successfully matched for both acquisitions.

Using Magnet AXIOM (9.5.0.45393) and FTK Imager (4.7.3.81) forensic analysis
software | processed the data recovered from the External Hard Disk Drive [UA].

The drive was not identified to contain an Operating System.

Data was reviewed in both tools to identify files of interest. This included keyword
searches, timeline reviews, data filtering and a manual review of data in the acquisitions.

On the 23/09/2025 at 08:56 hours, | sealed the exhibit, 21273/01, within a new evidence bag
bearing the seal reference: M27876164, and returned to the MD5 secure store.

Contemporaneous notes were made by me throughout my examination. These notes are
stored at the premises of MD5 Ltd. The examination has been carried out without any
connection to a network.



43719

We conducted a test by comparing results as the forensic tool used for analysis showed different
outcomes. To derive accurate results by cross-verifying time, file information, and file names using
three analysis tools: FTK Imager, X-ways forensics, and R-Studio.

In the scenario-based test aimed at uncovering traces of the crime, it was possible to find evidence
through file scanning alone, without the need for utilizing any special tool features. | think that the
provided image lacks sufficient garbage data.

Since the seized evidence needs to be received via courier and undergo the evidence imaging
procedure, a proficiency test on the procedural aspects of the forensic analysis process can be
conducted.

We performed imaging using the write-blocker to acquire images, and aimed to verify integrity
using hash values. Through file carving, we analyzed hidden files and gathered evidence artifacts
by examining internet history, keyword searches, and more, ultimately proving the crime.

However, there is a possibility that the results of the evidence analysis might be written in a vague
manner using comprehensive descriptive questions, rather than providing clear answers in the
form of objective multiple-choice responses.

As a result of the analysis, evidence of stalking activities targeting a total of seven victims was
identified. The disk contained ten partitions, including deleted partitions that were recovered during
the investigation. Stalking-related evidence was secured from seven of these partitions.

Photographic materials were discovered, including victims’ facial images, photographs of their
residences, workplaces, street surveillance shots, and routes leading to their homes. These
findings constitute critical evidence supporting the charges against Daniel MCKEAN.
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Copy of the media data

After breaking the seal, we note the presence of the following objects:

- A hard drive of the brand TOSHIBA model HDTP310AK3AA. The announced capacity of this
support is 1 TB.

This item supports serial number 155PPO1HTCRJ

Once the storage media are identified in the seal, we make a bit-by-bit copy of them with one
of our copying tools:

Tableau Imager (version 20.3.0)

FTK Imager (version 4.7.3.61)

X-Ways Forensics (version 21.3 SR-7)

The accuracy of the copy is ensured by the calculation of control sums (also called "hash"), jointly
using the md5 and sha1 algorithms. During the copying process, we calculate these hashes when
reading the original media and then when replaying the generated image file. If these two sums
are identical, then we consider the copy to be faithful.

We also calculate these checksums during a second reading of the medium in order to
demonstrate that the medium is stable and that our copying process is validated.

To avoid altering the original computer media from the seals, we use write-protection devices,
write blockers, which protect the media against any modification (deletion, alteration, formatting) of
the data present on it.

Analysis of support data
From the copy of the medium, we analyze its computer content to know the size of the medium,
the type of organization of files used and the presence or absence of an operating system.

Then, depending on the mission, we select and sort the potentially interesting files and analyze the
data they contain. We use different editing software adapted to the file formats to read the content
of the selected files.

If the file type is unknown or necessary, we perform a direct reading of the file content using a hex
editor ("Winhex" for example). The data collected is interpreted according to technical and
scientific references that we cite.

For this step, we mainly use the following software:
X-Ways Forensics (version 21.3 SR-7)

Axiom (version 9.4.0)

NetAnalysis (version 4.0)

Digital Inspector (version 10.9)
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On 30 July 2025, the exhibit were forensically imaged a Toshiba 2.5-inch USS hard disk drive. The
device was connected via a forensic hardware imager (TD3, version 2.1.1.1) to ensure no changes
were made to the original evidence. The imaging process began at 16:53 and concluded at 22:29,
with a total acquisition time of five hours and thirty-six minutes.

The source device was identified as a Toshiba external USS hard drive, serial number
20250205004962F, with a total capacity of 1 terabyte. A forensic copy was made to a separate 2-
terabyte Western Digital drive.

Evidence Labelled No.: K/01/07/2025 as shown picture below (redacted).

Description: One (1) black external hard disk, Toshiba brand, with a storage capacity of 1TB
Physical Serial Number (Label on exhibit): 255PPOGDTCRJ
Imaged Serial Number (Based on firmware): 20250205004962F (see log image Appendix 1)

As shown picture above (redacted), the external hard disk was labelled with Serial Number
255PPOGDTCRAJ. During forensic imaging, the drive was identified by the system as "TOSHIBA
EXTERNAL_USB USB Device' with the serial number 20250205004962F .See log image report
(Appendix 1)

The serial number discrepancy might be differing due to differences between the manufacturer's
external label (enclosure serial number) and the firmware-based identifier reported by the internal
drive through the USB controller. This is a common occurrence with external hard disk enclosures
and does not indicate tampering or alteration.

During the imaging process, digital hash values (MOS and SHA-1) were calculated to verify the
integrity of the acquired image. The computed acquisition hashes were:

. MD5: b8fd3a62b62a287c1e00864771046379

. SHA-1: 2a732¢2b986¢c941d31b8c8b932a2a3c0c9d4484e

Both hash values were successfully verified, thereby confirming that the forensic image is an exact
and unaltered representation of the original data on the source this exhibit. Examination of the
drive suggests it has been used across multiple platforms and may have been reformatted or
partially erased. While certain data is accessible (notably within the FAT16 partition), significant
portions remain unrecoverable due to unrecognized file systems or corruption.
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The drive was imaged and the drive partition information was examined with X-Ways. The drive
contained a number of partitions with various file systems shown next:

Partition | Start End Size Partition Type1 | Description1
N/A 0 33 17KB GPT2 N/A

1 34 32,767 16MB MS Reserved2 | N/A

2 32,768 251,691,007 120GB NTFS2 Natalie
3 251,691,008 545,292,287 140GB NTFS2 Madison
4 545,292,288 547,389,439 1G FAT162 Tahlia

5 547,389,440 801,033,543 121GB HFS+/HFSX2 | Rachel
N/A 801,033,544 801,295,687 128MB GAP2 Zero'd

6 801,295,688 1,061,061,311 | 124GB APFS2 Piper
N/A 1,061,061,312 | 1,061,062,655 | 672KB GAP2 Zero'd

7 1,061,062,656 | 1,354,663,935 | 140GB Ext42 Chelsea
8 1,354,663,936 | 1,444,841,471 | 43GB UFS2 Katie

9 1,444,841,472 | 1,570,670,591 | 60GB BTRFS3 Scarlett
10 1,570,670,592 | 1,717,471,231 | 70GB ZFS3 Ashley
11 1,717,471,232 | 1,780,385,791 | 30GB ReFS4 Eve

N/A 1,780,385,792 | 1,953,521,662 | 82.6GB GAP2 Zero'd
N/A 1,953,521,663 | 1,953,525,162 | 1750KB NTFS5 Empty
N/A 1,953,525,163 | 1,953,525,167 | 2.5KB EFI5 N/A

1 Information obtained from X-Ways and other processes
2 X-ways image information

3 Linux manual mounting virtualised drive image

4 Windows 11 manual mounting virtualised drive image
5 X-ways visual examination of drive (image) data

An examination of the internal physical drive (label information) confirmed the drive was consistent
in size with the obtained image.

Partitions 4, 5 & 6 contained Mac system data. 5 & 6 partitions were added to a separate Axiom
case and processed partition 4 Fat16 was not identified by Axiom. Partition 4 was recovered from
X-ways to a folder and Axiom processing performed on the folder.
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