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Introduction

Design

Forensic Foundations International Proficiency Tests are designed to address the following points:
* Relevance to forensic science laboratories
+ Limitation of any potential context information
» The end-to-end forensic process
+ Knowledge of the ‘ground truth’ of samples
* Importance of consistency between tests
+ Cost affordability for the laboratories

In addition to this exercise being a test of laboratory procedures using controlled items, we also
anticipate that it will enable participants to evaluate the quality of their analytical results against
those from other laboratories and observe how other laboratories express their opinions or
advice for their clients. To enable this, we requested that participants submit the following:

e An outline of the methodology used; and

e Their opinion in the format that they would provide to the court.

Forensic Foundations International . .
Proficiency Tests are designed totest ~ FOrensic Science Standards
the end-to-end forensic examination [ h

process. The AS 5388 and the ISO sy i
21043 series of Standards describe the

forensic examination process from L R A
H . : . 1 Collection Standard : s i prEt
collection to reporting. This figure Standard Standard

Reporting
Standard

illustrates the interrelatedness of all + Recognition + Continuty . bsseetion o :poromet
steps in this process and was used as oo i N [ Wi SO 18
the basis of the Australian Standards’ s s il (| i W
development. The figure is also used PR B skiclo NN [ it S N psoid

as the basis of the development of
Forensic Foundations International Proficiency Tests.

Annually, within each discipline, there are end-to-end Proficiency Tests which commence with item
collection and/or receipt and include all the subsequent examination / analysis steps, culminating
in the reporting of results, the process therefore reflects actual forensic casework.

Individual laboratory results remain confidential.

The Final Report of this 2024-FDE1 round of Proficiency Tests is publicly available via the
Forensic Foundations International website. Participating laboratories may use the report as
outlined in their respective laboratory policies. Any request to review and/or appeal the evaluation
of a laboratory’s performance should be made via the agency responsible for the distribution of the
test or directly to Forensic Foundations International. Appeals will be evaluated using Forensic
Foundations International’s customer complaint process.

1James Robertson, Karl Kent & Linzi Wilson-Wilde (2013) The Development of a Core Forensic Standards Framework for Australia, Forensic
Science Policy & Management: An International Journal, 4:3-4, 59-67
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2024-FDE1 Forensic Document Examination

This test aimed to review the end-to-end forensic examination, analysis, and reporting process.
Thus, in addition to interpreting and reporting the results from known and unknown physical
documents, testing of generic issues such as sample receipt, triage, and continuity of items for
examination formed part of the overall process.

To minimise contextual bias in the interpretation, the information relating to the ‘offence’ was
minimal.

This test provided a mechanism for participating laboratories to review their results and those of
other laboratories to facilitate? 3%
e An evaluation and appraisal of their performance including:
o Comparison of a facility’s performance with other facilities
o monitoring of a facility’s long-term performance
e Continuous improvement including:
o staff education, training, and competence monitoring

o evaluation of methods, including the establishment of method precision and
accuracy

o contribution to a facility’s overall risk management process

e Corrective action (where required)
e Confidence building with interested parties (e.g. customers, accreditation bodies,
regulators, specifiers).

This proficiency test was distributed to six participants and five submitted results during this round
of testing (one facility requested two tests but submitted one result).

The participants were provided with one three-page document and three specimen pages.

ltems were sealed in tamper-evident bags and included descriptors for continuity purposes.

Disclaimer:

The data contained in this report and any observations made are based on the material
provided by the participants; however, it is understood that the laboratories may hold
additional material and/or translations which support the findings reached.

215017025 (2017) General requirements for the competency of testing and calibration laboratories.

3 NATA (2021) General Accreditation Criteria Proficiency Testing Policy

4 ANAB ISO/IEC 17025:2017 — Forensic Science Testing and Calibration Laboratories Accreditation Requirements (2019)
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Report Summary

Continuity, receipt, and description of items

As the receipt and chain of custody for items, subject to forensic examination and analysis, is
significant to the final outcome, information pertaining to receipt, continuity and a description of the
items formed part of this test.

This proficiency test was distributed to six participants and five submitted results during this round
of testing.

Four participants completed the ‘continuity, receipt and description of items’ section of the results
sheet, while the fifth participant provided a description of the items and their receipt as part of their
report. One participant noted that Item 1 was not clearly labelled and the description on the bag
was not identical with that on the submission form.

Examination / Analysis

All participants undertook a variety of natural and alternate light source examinations, light
microscopy and an ESDA examination. Three participants also conducted UV-Visible
Spectrophotometry. One participant also used Raman Spectrometry to analyse the printed entries.

Interpretation and Conclusions

All participants correctly identified that page two was different to pages one and three of the
contract (item 1). However, the way conclusions were expressed varied between participants.

Four of the participants (laboratories 34323, 42884, 43366 and 52414) identified trash marks on all
three pages of the contract. Three of the participants (laboratories 42884, 43366 and 62427)
identified printer feed marks on page two of the contract that were not present on pages one and
three.

All five of the participants identified differences in the paper of page two compared to pages one
and three of the contract (item 1).

Three of the participants (laboratories 43366, 52414 and 62427) identified differences in the print
quality of page two compared to pages one and three of the contract (item 1).

Three of the participants (laboratories 42884, 43366 and 52414) identified that the font style used
for the numerals and comma in the ‘Payment’ paragraph on page two was different to the font
style used for numerals on pages one and three.

All five of the participants correctly identified that page two of the contract was printed on the same
printer as the item 3 sample (ApeosPort printer), either by identifying matching trash marks,
matching printer feed marks, or both.

Three of the participants (laboratories 34323, 42884 and 52414) also reported that pages one and
three of the contract were printed on the same printer as the item 2 sample (Brother printer).
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Laboratory Responses

Continuity, receipt, and description of items

Item 1

34323

42884

43366

52414

62427

Continuity

Appropriate paperwork
provided with test items

Yes,

Our laboratory has

Policies to verify, review and check
that all items received (documents
doubted and undoubted) are
concurrent with the note of request
for expertise by the requesting
authority.

Yes,
Submission paperwork received with
item

Yes

Security seals intact

Yes,

The documents were received
correctly with your respective labels
and packaging accompanied with
their chain of custody.

Yes, intact with tamper-evident seal

Yes

Description of any
deviations from the
expected

N/A

The item was not clearly labelled
Item 1 — identification of the item was
determined from the bag description,
although this was not exactly as
described on the submission form.
‘DATE’ and ‘FROM’ details not
completed on the

exhibit bag.

N/A

2024-FDE1
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2024-FDE1

Receipt

Description of storage
conditions

(level of security,
temperature, other)

Yes

Yes,

Item was stored in a fire-proof
security safe in a room locked
overnight. The entire building is
manned by security staff and has
restricted key-pass access to each
laboratory.

Upon receipt item stored
within access restricted
store prior to transfer to
laboratory/storage unit
with restricted access.

Transfer within the laboratory

Yes, Yes, Yes
Laboratory Management(The laboratory has standardized Case booked in on C-LIMS and given
System (LIMS) procedures and manuals under the |unique case references.
standard Iso/iec17025:2017
Yes, Yes, Yes
Laboratory utilizing The laboratory has an internal case |On booking in the casefile and items
barcodes during receipt [number for all the indications that are each given a barcode. After
and transfer of items enter the laboratory, we call this "doc pooking in the casefile and items are
between sections of the transferred and barcodes scanned to
laboratory the
Questioned Documents Unit.
Laboratory utilizing Yes, . Yes, C N/A
b des duri If the name_'idoc" is to dfamonstrate Once allocated to a scientist, that
arcodes during proceSSiye traceability of the evidence erson
and analysis of . y P . .
samples recelveq, stored and analysed during [scans the casefile and. item bgrcodes
its stay in the laboratory (procedure). [to themselves and their location.
Other electronic means [N/A N/A No
Yes, Yes, No

Paper based record
keeping

If a record of verification of
application and/or indications is
made, the record of entry and exit of
cases is subsequently filled. In
addition, the assignment to the expert
of this document is documented
analysis of suitability and format of
chain of custody where it captures all

A physical casefile is produced on
booking in and any record keeping
paperwork produced as part of the
case

is filed in this.
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the actions and movements of the

Description of any
deviations
from the expected

Item 1 — identification of the item was
determined from the bag description,
although this was not exactly as
described

on the submission form.

evidence
Description of item
Sample description Yes No, Yes
corresponds to Item 1 not labelled, description only
accompanying
paperwork
N/A The item was not clearly labelled N/A

2024-FDE1
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2024-FDE1

Item 2

34323 42884 43366 52414 62427
Continuity
Yes, Yes, Yes
Our laboratory has Submission paperwork received with
Policies to verify, review and check fitem
Appropriate paperwork [that all items received (documents
provided with test items |doubted and undoubted) are
concurrent with the note of request
for expertise by the requesting
authority.
Yes, Yes, intact with tamper-evident seal Yes
The documents were received
Security seals intact correctly with your respective labels
and packaging accompanied with
their chain of custody.
N/A The items were not clearly labelled N/A
ltem 2, 3 & 4 — identification of the
items was determined from the bag
Description of any descriptions, although these were not
deviations from the exactly as described on the
expected submission form.
‘DATE’ and ‘FROM’ details not
completed on the
exhibit bags.
Receipt
Yes Yes, Upon receipt items

Description of storage
conditions

(level of security,
temperature, other)

Item was stored in a fire-proof
security safe in a room locked
overnight. The entire building is
manned by security staff and has
restricted key-pass access to each

laboratory.

stored within access
restricted store prior to
transfer to
laboratory/storage unit
with restricted access.
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2024-FDE1

34323 42884 43366 52414 62427
Transfer within the laboratory
Yes, Yes, Yes
Laboratory Management|The laboratory has standardized Case booked in on C-LIMS and given
System (LIMS) procedures and manuals under the [unique case references.
standard Iso/iec17025:2017
Yes, Yes, Yes
Laboratory utilizing The laboratory has an internal case |[On booking in the casefile and items
barcodes during receipt jnumber for all the indications that are each given a barcode. After
and transfer of items enter the laboratory, we call this "doc pooking in the casefile and items are
between sections of the transferred and barcodes scanned to
laboratory the
Questioned Documents Unit.
Laboratory utilizing Yes, . Yes, L N/A
b . If the name "doc" is to demonstrate |Once allocated to a scientist, that
arcodes during PrOCeSSihe traceability of the evidence erson
and analysis of et y P ) .
samples _recelvec_l, stored and analysed during [scans the casefile and_ item b_arcodes
its stay in the laboratory (procedure). fto themselves and their location.
Other electronic means [N/A N/A No
Yes, Yes, No

Paper based record
keeping

If a record of verification of
application and/or indications is
made, the record of entry and exit of
cases is subsequently filled. In
addition, the assignment to the expert
of this document is documented
analysis of suitability and format of
chain of custody where it captures all
the actions and movements of the
evidence

A physical casefile is produced on
booking in and any record keeping
paperwork produced as part of the
case

is filed in this.
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Description of item

Sample description Yes No, Yes
corresponds to Items 2, 3 & 4 not labelled,
accompanying descriptions only
paperwork
N/A The items were not clearly labelled N/A

Item 2, 3 & 4 — identification of the
items was determined from the bag
descriptions, although these were not
exactly as described on the
submission form.

Description of any
deviations
from the expected

Forensic Foundations International’s comments

Three laboratories (34323, 42884 & 52414) completed the continuity table provided.
Laboratory 42884 completed the table with detail.

Laboratory 42884 described a discrepancy with the samples not being labelled item 1, 2, 3 or 4 on the bag. This is not written on the bag
because the individual at the crime scene may not necessarily know what item number will be assigned to that item. Descriptions only are
provided.

Laboratory 62427 discussed in their submission that the items are assigning a serial number, barcode and QR code.
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Examination / Analysis

Methodology

34323

42884

43366

52414

62427

Visual inspection

Yes,

A difference was observed in terms
of tone (color). Toner particles were
observed in the doubted documents
as well as in the undisputed
documents. On the third page of the
questioned document, signatures and
handwritten writings.

Yes

Yes

Yes,

Iltem 1 — difference in paper colour for
page 2 vs pages 1 and 3.

Item 2 — indistinguishable item 1
pages 1 and 3.

Iltem 3 — indistinguishable item 1,
page 2.

Difference in font used for the
numerical value of the total sum and
quarterly payments on page 2 and
the font used for the numerals on
pages 1 and 3.

Difference in marginal habits
between page 2 and pages 1 and 3.

It was possible to observe collapse
of the paper support where the

Physical examination  |Yes, Yes, Ruler Yes,
A comparison was made between the Papers all A4.
three doubted documents as well as
in the unquestioned documents.
Natural light Yes, Yes Yes,
The signatures and writings can be Papers as per the results of visual
seen to have been made in blue ink, inspection (noted above).
and traces of toner were also
observed scattered throughout the Extraneous toner marks (trash
support of the documents. marks) noted on all pages within
questioned documents (Three pages items 1 — 4.
of the Contract).
Oblique lighting Yes, Yes Yes,

No indentations or printer gripper
marks found.

2024-FDE1
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Transmitted light, coaxial light and
fluorescent light sources were used.

Transmitted
light, UV torch

The papers used for item 1 pages 1
and 3 and item 2 were
indistinguishable.

There papers used for item 1 page 2
and item 3 were indistinguishable.
These groups of paper had different
responses to visible light (spot) filter
490-640nm and were visually
different with transmitted light.

Methodology 34323 42884 43366 52414 62427
signatures and handwritten writings
visible on the third page of the
doubted document are located.

Alternative light sources [Yes, Yes, Yes Yes, Foster and Freeman VSC 40HD

Light microscopy

Yes,

Magnifying glasses of 5x and 10x
magnification were used, observing
that the signatures and writings have
grooves,

pressure, stretch marks.

Yes

Yes

Yes, Wild M8 with illumination used.
Able to determine printing
techniques:

Iltems 1 — 3 all toner/laser printing,
item 4 inkjet.

Difference noted between print
quality of page 2 and pages 1 and 3
in item 1.

Printing on pages 1 and 3 similar to
item 2.

Printing on page 2 similar to item 3.

Trash marks examined:

Almost identical trash marks on the
page in item 2 were found on pages
1 and 3 of item 1. Similar but not
identical trash marks from item 2
were found on page 2.

Similar but not identical trash marks
on the page in item 3 were found on

page 2.

LEICA M80 microscope
coupled with a multi-
spectral device
(VSCB8000HS), equipped
with cameras, high-
magnification lenses and
a range of lights from
infrared to ultraviolet,
along with a computer
system for image
acquisition, processing,
and analysis.

2024-FDE1
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questioned document were subjected
to ultraviolet light at 365 NM, and
where pages 1 and 3 presented a
reaction similar to what was observed
in

page 2.

Methodology 34323 42884 43366 52414 62427
The trash marks from item 4 were not
found on item 1.
ESDA Yes, Yes Yes Yes, Foster and Freeman ESDA 2 B |Yes
When processing the doubted No indentations found.
documents as well as the undoubted
ones with this equipment, no latent
writing marks or marks were
observed.
indented.
Raman Spectroscopy Yes
Stereomacroscopic Yes
examination
VSC - IR Yes, Yes, VSC-
Reflectance/Absorption [Regula 5001 MK and VSC 6000 HS |6000HS
equipment were used.
VSC — IR Luminescence Yes, VSC-
6000HS
VSC — UV 365-385nm |Yes, Yes, VSC-
The three pages that make up the  |6000HS

Magnetic Viewer

Yes

Clear Acetate Overlays

Yes

Additional comments relating to examination /analysis techniques are provided in Annex A
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Conclusion and Reporting

34323

42884

43366

52414

62427

Detection of different
patterns of trash
marks on each page
of the contract

In which it was
identified that page no.
1 and page no. 3 have
a similar
correspondence of
toner particles between
them. However, on
page no. 2 toner
particles were also
observed that coincide
with the sheet provided
as sample or specimen
no. 3

| found printer defect or
‘trash’ marks which
were in the same
location on all the
pages of Item 1.
However, | found that
the shape of these
marks was more
detailed and pixellated
on Pages 1and 3
when compared to
Page 2.

All pages of the
contract show some
structured, dot-shaped,
black toner deposits in
the unprinted areas...
dot-shaped black toner
deposits in the
unprinted areas of Iltem
X1.2 are also not
reproduced in the
same way, i.e.
fragments are missing,
compared to Item X1.1
and X1.3.

While there were
similar trash marks
present on page 2 on
comparison with pages
1 and 3, they were not
identical. Some of the
trash marks were
missing and there was
a loss of detail. Page 2
also had additional
trash marks that were
not present on pages 1
and 3

No

Detection of printer
feed marks on page
two of the contract

No

| found additional
printer defect marks on
Page 2, which include
lines running
widthways across the
page; these defect
lines were not found on
Pages 1 or 3

On the Item X1.2, three
horizontal black lines
consisting of toner
particles can also be
recognised.

No

Comparative captured
images of page n°2 of
the contract "ltem 1
(Questioned)" and «
item 3 » using «ESDA
» that show the same
indented traces

Differentiation of
paper type on each
page of the contract
by optical analysis

It was observed that
pages 1 and 3 present
the same reaction
under the wavelength
of 365 nm (ultraviolet
light), while page no. 2
presented a reaction
similar to the sheet
provided as sample or
specimen no. 3

Item 2 has similar
features to the paper of
Pages 1 and 3 of Item
1, and the paper of the
sample in Item 3 has
similar features to the
paper of Page 2 of
Item 1

Pages 1 and 3 (ltem.
X1.1 and X1.3) are
optically white. Page 2
(Item. X1.2) has a light
beige colour

Page 2 was visually
different in terms of
colour to pages 1 and
3. Page 2 also had a
different look-through
compared to pages 1
and 3 using the
transmitted light
function on the VSC
and had a different

Page 2 was found to
be different from Pages
1 and 3, in terms of the
type of paper.

Comparative captured
images of the three
pages of the contract
"ltem 1 (Questioned)"
highlighting the

2024-FDE1
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marks on page 2 of
the contract to the
correct source printer
samples

2 toner particles were
also observed that
coincide with the sheet
provided as sample or
specimen no. 3

and feed marks (by
ESDA) which were
visually similar in
appearance and
alignment to those
found on Page 2 of
Item 1

There was very close
correspondence
between trash marks
on the printed page in
item 3 and those on
page 2 of the contract
in item 1, indicating the
same printer has been
used to print these
pages.

34323 42884 43366 52414 62427
response to the visible | behaviour of the paper
light filter in the range under spot light : Spot
490-640nm 540 — 615, Passe-long
=645
Differentiation of No No No No No
paper type on each
page of the contract
by chemical analysis
Differentiation of No No No No The ink that was used
toner on page 2 of to print the text of page
the contract by 2 of the contract "ltem
i i 1 (Questioned)" is
I(r;(s)trt;l]ig?en(’;atloagaag;s;s DIFFERENT from one
1and 3) used in pages 1 and 3
of the same contract.
Linking the trash The page supplied as a | | found printer defect No Almost identical trash No
marks on pages 1 comparison sample or | marks which were marks on the page in
and 3 of the contract | specimen no. 2 visually similar in item 2 were found on
to the correct source | (Brother hl-12375dw shape and alignment pages 1 and 3 of item
printer sample printer) coincides with | to those found on 1.
pages no. 1 and no. 3 | Pages 1 and 3 of Iltem
of the contract in 1
question.
Linking the trash However, on page no. | | found printer defects | No No

2024-FDE1
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34323

42884

43366

52414

62427

Linking the printer
feed marks on page
2 of the contract to
the correct source
printer sample

No

| found printer defects
and feed marks (by
ESDA) which were
visually similar in
appearance and
alignment to those
found on Page 2 of
Item 1

On the reference
material V2 and the
Item X1.2, three
horizontal black lines
consisting of

toner particles can be
found at the same
position. The position
of the lines can be
assigned to

the output device,
printer, ApeosPort - VI
C4471 from AJ
Gardening Services.

No

Page 2 of the contract
“ltem 1 (Questioned)"
was printed by the
printer (ApeosPort — VI
C4471... Comparative
captured images of
page n°2 of the
contract "ltem 1
(Questioned)" and
«item 3» using
«ESDA» that show the
same indented traces .

type of page 2 of the
contract to the
correct reference
paper sample

reaction similar to the
sheet provided as
sample or specimen
no. 3

The page supplied as a
comparison sample or
specimen no. 3 (apeos

sample in Item 3 has
similar features to the
paper of Page 2 of
Item 1.

transmitted light with
the reference material
Item V2, V3 and the
Item X1.2, a matching
uniform transparency
with barely visible
structures can be

item 3 was
indistinguishable from
item (1) page 2

Linking the paper Page supplied as a | found that the paper | The comparison with It was also noted the No
type of page 1 and 3 | comparison sample or of the sample in Item ltem V1, V2 and V3 paper used for item 2
of the contract to the | sPecimen no. 2 2 has similar features | showed that the Item was indistinguishable
correct reference (brother hl-12375dw to the paper of Pages X1.1 and X1.3 show from item 1 pages 1
paper sample printer) coincides with | 1 and 3 of Item 1 the same cloud-like and 3
pages no. 1 and no. 3 transparent structures
of the contract in transmitted light as
the reference material
Iltem V1. Thisis a
strong argument in
favour of using the
same paper for ltem
X1.1 and X1.3 as the
ltem V
Linking the paper Page no. 2 presented a | The paper of the a comparison in The paper used for No
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34323 42884 43366 52414 62427
port vi c4471) determined. This
corresponds to or has finding strongly
similar characteristics suggests that the same
with page no. 2 paper was used for
Item X1.2 as for the
reference materials
Iltem V2 and V3.
Linking the toneron | No No No No No
pages 1 and 3 of the
contract to the toner
from correct
reference sample
Linking the toner on | No No No No No
page 2 of the
contract to the toner
from correct
reference sample
Identifying the digital | No | also noted that the Two different fonts There was a difference | No
edits made to page 2 font style used for the were distinguished for | between the font used
of the contract numerals and commas | the digits and the for the numbers for the
on Page 1 and 3 was comma between the total sum (25, 000) and
different to that used digits 5 and 0. These the quarterly
on Page 2 are the digits of the instalments (6,250) in
amounts section “7. Payments”
$'25,000' and $ '6250' | on page 2 of the
contract, in comparison
to the fonts for the rest
of the contract.
Identifying the No No No The alignment of the No
different text margins printing on each page
on page 2 of the initem 1was
contract (compared measured, including
to pages 1 and 3) the rr_larglns, line
spacing and paragraph
spacing. There was a
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34323

42884

43366

52414

62427

slight difference in the
left hand margin of
page 2 on comparison
with pages 1 and 3

Conclusions are provided in Annex B
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Forensic Foundations International’s comments

Laboratory specific comments
34323

NOTE: Laboratory 34323 provided their report in a language other than English and a translated
version. FFI acknowledge that some scientific language and some detail may not have been fully
captured in the English translation.

Laboratory 34323 has a laboratory management system and exhibits are assigned a unique case
number and movement/possession of exhibits are tracked. Exhibits are stored in a secure
compartment.

Physical and visual examinations of exhibits were conducted under a variety of light sources and
conditions. The exhibits were also examined microscopically and examined under Infrared
Spectroscopy and UV-Vis Spectrophotometry (Regula 5001MK and F+F VSC6000HS). Toner
particles (trash marks) were observed, and page two of the contract (item 1) was differentiated
from pages one and three by the presence of additional trash marks. The paper used for each
page of the contract was also differentiated (under UV light) and page two had a similar reaction
compared to the sample from the ApeosPort printer (item 3).

The exhibits were examined for indentations (F+F ESDAZ2), but no indentations were detected.

Pages 1 and 3 of the contract was found to have similar characteristics to the comparison page
from the Brother printer (item 2). Page 2 of the contract was found to have similar characteristics
to the comparison page from the ApeosPort printer (item 3).

The conclusions reached by this laboratory were correct and supported by the observations and
results.
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42884

Laboratory 42884 has a laboratory management system (C-LIMS), exhibits are assigned a unique
barcode and movement/possession of exhibits are tracked. A physical casefile is used and
includes record keeping paperwork. Exhibits are stored in a secure container in an access-
controlled laboratory within a security monitored building.

Physical and visual examinations of exhibits were conducted under a variety of light sources and
conditions. The exhibits were also examined microscopically and examined under IR
reflectance/absorption/luminescence and UV (F+F VSCG6000HS). The exhibits were examined for
indentations (F+F ESDAZ2) and clear impressions of printer marks running widthways across page
2 (but not pages 1 or 3) of item 1 were detected. Printer defect or ‘trash’ marks were detected in
the same location on all the pages of item 1, and additional ‘trash’ marks were detected on page 2
of item 1.

Laboratory 42884 found the paper sample from the Brother printer (item 2) had similar features to
the paper of pages 1 and 3 of item 1, and the paper of the sample from the ApeosPort printer (item
3) had similar features to the paper of page 2 of item 1.

Laboratory 42884 also noted that the font style used for the numerals and commas on page 1 and
3 was different to that used on page 2 in the questioned paragraph 7. Payment’ of item 1.

When examining item 1 and comparing the pages to the printer samples (items 2 to 4), laboratory
42884 considered the following propositions for each comparison made:

A) The questioned page was printed using the printer under consideration; and

B) The questioned page was printed using some other printer(s).

Laboratory 42884 formed the opinion that there was extremely strong support for the proposition
that pages 1 and 3 of item 1 were printed using the Brother printer from

JW Accounting, and that there was extremely strong support for the proposition

that page 2 of item 1 was printed using the ApeosPort printer from AJ Gardening Services. These
conclusions were correct and supported by the observations and results.

Laboratory 42884 provided a seven-level opinion scale with “extremely strong” at the top of the
scale:

» Extremely strong

* Very strong

* Strong

* Moderately strong

* Moderate

* Weak

* Inconclusive
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Laboratory 43366

Laboratory 43366 did not record having a laboratory management system (LIMS) but records the
receipt of casework by other electronic means.

Physical and visual examinations of exhibits were conducted under a variety of light sources and
conditions. The exhibits were also examined microscopically. Spectral analysis was conducted
using a Projectina Spectra Pro. The exhibits were also examined for indentations (F+F ESDA), but
no indentations were detected.

Laboratory 43366 detected black toner deposits (‘trash’ marks) in the unprinted areas on all three
pages of the contract. It was noted that the toner deposits in the unprinted areas of page 2 of item
1 were not the same as the toner deposits on pages 1 and 3. Additionally, three horizontal black
lines consisting of toner particles were detected on page 2 of item 1.

Laboratory 43366 noted a different font used for the digits and the comma used in the dollar
amounts on page 2 of item 1.

Using transmitted light, laboratory 43366 noted similarities between page 2 of item 1 and the
paper samples from the two printers from AJ Gardening Services (items 3 and 4) and also noted
similarities between pages 1 and 3 of item 1 and the paper sample from the Brother printer from
JW Accounting (item 2).

Laboratory 43366 correctly concluded that page 2 of the contract (item 1) has been replaced.
Specifically, page 2 of the contract (item 1) was assigned to the ApeosPort printer from AJ
Gardening Services (item 3). These conclusions were correct and supported by the observations
and results.

Laboratory 43366 also included numerous images in their report which demonstrated their
observations.
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Laboratory 52414

Laboratory 52414 has a laboratory management system and utilise barcodes to track exhibits.
Exhibits are stored in a secure area with restricted access until they are transferred to a
laboratory/storage unit with restricted access.

Physical and visual examinations of exhibits were conducted under a variety of light sources and
conditions. The exhibits were examined microscopically and under alternative light sources (F+F
VSC40HD). The exhibits were examined for indentations (F+F ESDA2B) but no indentations were
detected.

It was noted that page 2 of the contract (item 1) was visually different to pages 1 and 3. It was also
noted that the paper used for item 2 was indistinguishable from item 1 pages 1

and 3. The paper used for item 3 was indistinguishable from item 1 page 2. It was also noted that
there were differences in the print quality on pages 1 and 3 in comparison to page 2.

Laboratory 52414 identified a difference between the font used for the numbers for the total sum
and the quarterly instalments in section “7. Payments” on page 2 of the contract, in comparison to
the fonts for the rest of the contract.

Laboratory 52414 reported, with very accurate detail, there were similar trash marks present on
page 2 on comparison with pages 1 and 3, but some of the trash marks were missing and there
was a loss of detail. Page 2 also had additional trash marks that were not present on pages 1 and
3. There was very close correspondence between trash marks on the printed page in item 2 and
pages 1 and 3 of the contract, indicating the same printer has been used to print these pages.
There was also similar trash marks present on page 2 of the contract, indicating this printer has
been used to print the source of the inserted page 2. There was very close correspondence
between trash marks on the printed page in item 3 and those on page 2 of the contract in item 1,
indicating the same printer has been used to print these pages.

Laboratory 52414 reported in their conclusions that the results of their examination indicated that
the contract has been altered by the insertion of page 2. Specifically they report the opinion that
item 2 and pages 1 and 3 of the contract in item 1 have been printed using the same printer
(Brother HL-L2375DW at JW Accounting); the printer of the printer page in item 2 (Brother HL-
L2375DW at JW Accounting) has been used to print the details of page 2 of the contract at some
stage in its production, but not the current page 2 within item 1; the printed page in item 3 and
page 2 of the contract in item 1 have been printed using the same printer (ApeosPort VIC4471 at
AJ Gardening Services). These conclusions were correct and supported by the observations and
results.
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Laboratory 62427

Laboratory 62427 described the receipt of the examination request and exhibits and note the
assigning of a serial number, a barcode and a QR code as well as the use of a case register and
paper records.

Laboratory 62427 describe their instrumentation utilised in the examination as including Leica M80
microscope coupled with a multi-spectral device (VSC8000HS), equipped with cameras, high-
magnification lenses and a range of lights from infrared to ultraviolet, a Foram Raman
spectrometer and an ESDA.

Page 2 of the contract was found to be different from pages 1 and 3, in terms of the type of paper.
Laboratory 62427 concluded that the three pages of the contract (item 1) were not printed by the
same printer. They also observed that the printing method used for the text on page 2 of the
contract (item 1) is different from the printing method used in pages 1 and 3 of the same contract.

The Raman spectrometry results showed that the ink that was used to print the text of page 2 of
the contract (item 1) is different from the ink used in pages 1 and 3 of the same contract.

ESDA results showed indented traces of printing marks on page 2. ESDA results also showed that
page 2 of the contract (item 1) and item 3 have the same indented traces.

Laboratory 62427 concluded that page 2 of the contract (item 1) was printed by the printer
(ApeosPort — VIC4471) of AJ Gardening Services.

These conclusions were correct and supported by the observations and results.

Laboratory 62427 also included numerous images in their report which included images of the
questioned contract and also images that demonstrated their observations.
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Annex A

Comments with respect to examination / analysis
34323

With the regula microscope 5001mk and the video spectrum comparator 6000 hs,
oblique or grazing light was used to the three doubted documents in order to identify
grooves or impressions of latent writings, obtaining negative results with these
equipment. In addition, analyses were carried out using esda 2 equipment in the
questioned document and in the documents provided as elements of comparison, and it
was not possible to highlight any sample of latent or indented writings.

If samples of deeds (signatures) of messrs. John williams and arnold johnson had been
provided, a comparative graphoscopic analysis would be carried out to establish whether
or not the pre-named signed the document in question.

42884

Item 1 was a three-page A4 size document bearing black dry-toner printed text on all
pages with handwriting/signatures on Page 3 in ink. | examined the toner on Pages 1, 2
and 3 using the Video Spectral Comparator (VSC) and found no significant differences
between the toner on each page. | also tested the toner with the magnetic viewer and
found that none of the toner was magnetic.

| visually examined the paper using natural and transmitted light and found that the
paper of Page 2 had a different whiteness and ‘look-through’ appearance when
compared to Pages 1 and 3. Using a UV torch and the VSC, | found that the UV
brightness of all three pages was indistinguishable, although | found Ultraviolet Line
Patterns (UVLPs) on the back of Pages 1 and 3 but not on Page 2. | also noted that the
font style used for the numerals and commas on Page 1 and 3 was different to that used
on Page 2 in the questioned paragraph ‘7. Payment’.

Using a low power microscope, the overall appearance of the printed text on ltem 1 was
examined. | found that the printing on Page 1 and 3 was visually different to the printing
on Page 2, particularly noticeable in the areas containing characters in a larger font.

| found printer defect or ‘trash’ marks which were in the same location on all the pages of
Item 1. However, | found that the shape of these marks was more detailed and pixellated
on Pages 1 and 3 when compared to Page 2.

| found additional printer defect marks on Page 2, which include lines running widthways
across the page; these defect lines were not found on Pages 1 or 3.

To check the alignment of these defect marks | produced a clear acetate copy of each of
the pages in Iltem 1 and overlaid them to compare the marks. | used the VSC to record
my comparison of these marks.

Using oblique light and the Electrostatic Detection Apparatus (ESDA), | examined ltem 1
for the presence of any indented impressions of handwriting or any other useful marks. |
did not find any decipherable impressions of handwriting on Item 1 (including any
impressions from the handwriting/signatures on Page 3).
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| found clear impressions of printer marks running widthways across Page 2; these may
be impressions indented from the paper-feed rollers of the printer. | did not find these
marks on Pages 1 and 3 of Item 1.

Using the low power microscope, oblique light and ESDA, | examined the samples taken
from the three printers in Items 2, 3 and 4. | found that the paper of the sample in Item 2
has similar features to the paper of Pages 1 and 3 of Item 1, and the paper of the sample
in Item 3 has similar features to the paper of Page 2 of Item 1. | also found that Items 2
and 3 were printed using a dry-toner process, whereas Iltem 4 was produced on a colour
inkjet printer. As such, in my opinion, the printer used to produce Item 4 could not have
been used to produce any of the pages in Item 1.
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43366
In this case, the following non-destructive testing methods were used:

« Examination for latent traces of indented writing using the electrostatic detection
system “ESDA" to obtain any additional information.

«  Stereomacroscopic inspection using different imaging scales, illumination intensities,
types and directions to detect falsification.

* Analyses in the non-visible light range with the document examination workstation.
The absorption and reflection behaviours of any materials present, such as printing inks
and lettering inks are tested in the non-visible light range (IR/UV) by applying light of
different wavelengths to the object being inspected.

The following tools were used:

Tesadigit micrometre 0 - 25 mm
Mettler Toledo precision balance, PB602-S-Fact ESDA device foster and freeman
Nikon SM1270 stereo macroscope

Document examination workstation Projectina SPECTRA PRO PC with digital image
processing and printer

5.1 ESDA examination
Item X1 resp. Item X1.1 to X1.3

No additional traces could be detected during the examination with the ESDA device.
Item V1, V2 and V3
No additional traces could be detected during the examination with the ESDA device.

5.2 Visual and stereomacroscopic examination
Item X1 resp. Item X1.1 to X1.3

The contract was produced on three optically white sheets of paper, format DIN A4, with
a pa- perweight of 80g/m2. All pages were printed on one side using a toner-based
printing process and were labelled with the respective page numbers 1, 2 and 3 at the
bottom right corner.

Pages 1 and 3 (Item. X1.1 and X1.3) are optically white. Page 2 (Iltem. X1.2) has a light
beige colour. All pages of the contract show some structured, dot-shaped, black toner
deposits in the unprinted areas. On the Item X1.2, three horizontal black lines consisting
of toner particles can also be recognised.

Page 3 (Item X1.3.) was provided with signatures and handwritten dates. When
examined in transmitted light, pages 1 and 3 (Iltem X1.1 and X1.3) show a cloud-like
structure with differ- ences in transparency. Page 2 (Item X1.2) has a uniform
transparency with barely visible angu- lar structures.
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During the visual inspection of Item X1.1, X1.2 and X1.3, two different fonts were
distinguished for the digits and the comma between the digits 5 and 0. These are the
digits of the amounts

$'25,000' and $ '6250'. On Item X1.1 and X1.3, the text produced with black toner shows
a full- surface colouring and relatively sharp edge boundaries regarding the deposition
characteristics of the small printed text. In the larger printed texts, headings and
chapters, shaped, screen-like, unprinted areas are visible within the letters and figures.
On Item X1.2, small unprinted areas are visible within the text and the borders of the
letters and figures are blurred/wavy. In the text of the chapters, larger letters and
numbers, the borders of the letters are wavy and unevenly sized and unstructured,
unprinted areas can be detected.

Item V1

Item V1 is an optically white sheet of paper, DIN A4 format, with a paperweight of
80g/m2. The printed sheet from the printer has no text or numbers. The sheet shows
partially structured, dot- shaped, black toner deposits. When examined in transmitted
light, the sheet has a cloud-like structure with differences in transparency.

ltem V2

Item V2 is an optically white sheet of paper with a light beige shade of colour. The paper
format corresponds to the DIN A4 standard and it has a paperweight of 80g/m2. The
printed sheet from the printer has no text or numbers. The sheet has some structured,
dot-shaped toner deposits. There are also three horizontal grey/black lines consisting of
toner particles. When examined in transmitted light, the sheet has a uniform
transparency with barely visible angular structures.

ltem V3

Item V3 is an optically white sheet of paper, DIN A4 format, with a paperweight of
80g/m2. The printed sheet from the printer has no text or numbers. The sheet features
partially structured, dot-shaped, coloured toner deposits. When examined in transmitted
light, the sheet has a uni- form transparency with barely visible angular structures.

5.3 Spectrally selective imaging examination

5.3.1 Luminescence examination with ultraviolet light

The luminescence analysis with ultraviolet light did not reveal any relevant findings for
ltems X1.1, X1.2 and X1.3 or Items V1, V2 and V3.

5.3.3 IR luminescence and IR absorption examination

The IR luminescence and IR absorption analyses did not reveal any relevant findings for
Items X1.1, X1.2 and X1.3 or Items V1, V2 and V3.
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52414

ltems 1 — 4 were described and the Contract in item 1 photocopied. All examinations
were undertaken for item 1 prior to comparison with the printed pages in items 2 — 4.

The papers item 1 were examined visually and using the VSC. Page 2 was visually
different in terms of colour to pages 1 and 3. Page 2 also had a different look-through
compared to pages 1 and 3 using the transmitted light function on the VSC and had a
different response to the visible light filter in the range 490-640nm.

The printing on each item was examined visually and under microscopic examination. All
pages of the contract in item 1 and the pages in items 2 — 3 had the appearance of being
printed using a toner-based, laser printing technique (black only) while page 4 had the
appearance of inkjet printing (cyan, magenta, yellow). There were differences in the print
quality on pages 1 and 3 in comparison to page 2. It was concluded the printing on page
2 differed to pages 1 and 3.

There were also differences between the trash marks present on these pages. While
there were similar trash marks present on page 2 on comparison with pages 1 and 3,
they were not identical. Some of the trash marks were missing and there was a loss of
detail. Page 2 also had additional trash marks that were not present on pages 1 and 3.

The alignment of the printing on each page in item 1 was measured, including the
margins, line spacing and paragraph spacing. There was a slight difference in the left
hand margin of page 2 on comparison with pages 1 and 3.

There was a difference between the font used for the numbers for the total sum (25, 000)
and the quarterly instalments (6,250) in section “7. Payments” on page 2 of the contract,
in comparison to the fonts for the rest of the contract. The numbers were in alignment
with the rest of the printing and no ghost lines were noted upon visual examination
around this area (which could indicate a physical copy and paste method).

Examination using ESDA. ESDA lifts of each page in item 1 were taken, labelled and
retained with the case notes. These lifts were examined and nothing of significance was
found. Nothing of significance was found by examining with oblique lighting, including
examination for the presence of marks from the printer grips.

The results of this examination indicated that the contract has been altered by the
insertion of page 2. This may have been achieved by scanning an original/earlier version
of page 2 and altering the numerical values using software such as Photoshop or Adobe
Acrobat and reprinting. This would account for similarities in trash marks and content but
with the presence of additional trash marks and differences in fonts.

The trash marks on the pages in items 2 — 4 were compared with the contract in item 1.
The number and shapes of the trash marks on all pages contained enough
significant/unique detail for identification.

There was very close correspondence between trash marks on the printed page in item
2 and pages 1 and 3 of the contract, indicating the same printer has been used to print
these pages. There were also similar but not indentical trash marks present on page 2 of
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the contract, indicating this printer has been used to print the source of the inserted page
2.

There was very close correspondence between trash marks on the printed page in item
3 and those on page 2 of the contract in item 1, indicating the same printer has been
used to print these pages.

The trash marks present on the printed page in item 4 were not present on the contract
in item 1. Page 4 has been printed using an inkjet technique and could not have
contributed to the printing of item 1.

It was also noted the paper used for item 2 was indistinguishable from item 1 pages 1
and 3. The paper used for item 3 was indistinguishable from item page 2.

62427

The technical examination of the questioned and comparison documents was conducted
using the following equipment:

-LEICA M80 microscope coupled with a multi-spectral device (VSC8000HS), equipped
with cameras, high-magnification lenses and a range of lights from infrared to ultraviolet,
along with a computer system for image acquisition, processing, and analysis.

-Raman spectrometry (Foram).

-The technique of detecting and revealing indented traces using by ESDA (Electrostatic
Detection Device).
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Annex B

Conclusions

34323

Conclusions 1. Were all three pages printed by the same printer?

The three pages were not made with the same printing press or printer. 2
Can the printers be identified?

It should be noted that the page supplied as a comparison sample or specimen no. 2
(brother hl-12375dw printer) coincides with pages no. 1 and no. 3 of the contract in
question. The page supplied as a comparison sample or specimen no. 3 (apeos port vi
c4471) corresponds to or has similar characteristics with page no. 2 of the disputed
contract.

42884

When considering my findings collectively, and based on the information provided,
in my opinion:

Page 2 of Item 1 is not the original Page 2 printed by Mr John Williams of JW
Accounting.

Page 2 of Item 1 is a copy of the original Page 2 which has been altered in the
paragraph 7. Payment’, then reprinted using a different printer.

My findings provide extremely strong support for the proposition that Pages 1 and
3 of Item 1 have been printed using the Brother printer from JW Accounting.

My findings provide extremely strong support for the proposition that Page 2 of Item
1 has been reprinted, after alteration, using the AerosPort printer from Mr Arnold
Johnson’s company AJ Gardening Services.

The printer used to produce Item 4 could not have been used to produce any of the
pages in ltem 1.

2024-FDE1 This document is UNCONTROLLED if printed Page 31 of 44

WEF-03-A-5 Issue 5 Date 18/9/24 Issued by DGP



43366

Based on the examinations, the questions posed can be answered as follows:
Question 1

Were the three pages printed by the same printer?

Answer:

No. On page Item X1.2, the text differs from the text on pages Item X1.1 and X1.3. The
text has wavy and blurred edges and blank spaces within the letters, which are not
present on pages Item X1.1 and X1.3. In addition, only on page Iltem X1.2 are three
horizontal lines.

Cf. Pictures 4 and 5

Question 2

Can the printer(s) be identified?

Answer:

Yes. On the reference material V2 and the Item X1.2, three horizontal black lines
consisting of toner particles can be found at the same position. The position of the lines
can be assigned to the output device, printer, ApeosPort - VI C4471 from AJ Gardening
Services.

Cf. Picture 5

Question 3

Is there any indication that all or some of the documents have been altered? Provide
evidence. Answer:

The Item X1.1, X1.2 and X1.3 are each office paper with 80g/m2. ltem X1.2 has a light
beige colour. This colour tone can also be seen on the reference material Item V2 and
V3. Even in transmitted light, the comparison material ltem V2 and V3 does not differ
from Item X1.2. The paper has a uniform transparency with barely visible angular
structures. In contrast to this, the paper of Iltem X1.1 and X1.3 has a cloud-like structure
with differences in transparency.

Cf. Pictures 1,2 and 3

On Item X1.2, the amounts $ '25,000' and $ '6250' are not on the same baseline as the
rest of the text. In addition, the numbers and the comma have a different typography.
Cf. Pictures 6, 7 and 8

Question 4

What weight can be given to any findings? Answer:

From the divergence of Item X1.2 compared to Item X1.2 and X1.3 with regard to the
paper used, the equality of the toner deposits and the congruence with the reference
material Iltem V2 (from the ApeosPort - VI C4471 printer from AJ Gardening Services), it
can be deduced that

page 2 (Item X1.2) has been replaced. Due to the different font of the numbers, the
comma in the amounts to be paid, the numbers which are no longer on the base line and
the wavy, blurred borders, it must be assumed that page 2 (X1.2) has been reproduced
and the content has been changed.

Based on the forensic examinations and their results, it must be assumed that the
contract has been modified. The text of page 2 was captured electronically (scanned),
the amounts to be paid were retouched and modified, and the contract page was then
printed out again on the ApeosPort - VI C4471 printer from AJ Gardening Services.
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52414

The page 2 paper differs to pages 1 and 3 visually and under examination with
specialised lighting. The page 1 and 3 papers were indistinguishable using these
techniques.

In my opinion, all the pages in the contract have been printed using a toner-based, laser
printing technique. However, the printing on page 2 was visually different to the printing
on pages 1 and 3. There were also some differences in the left hand margin of the
printing layout on page 2 compared to pages 1 and 3.

There are a number of extraneous printing marks present on each page of the contract.
While a number of the extraneous marks present on pages 1 and 3 were visible on page
2, upon closer examination there was a loss of detail upon comparison with the
extraneous printing marks on page 2. There were also additional extraneous printing
marks and lines present on page 2 that were not present on pages 1 and 3.

It was also noted that the font of the numbers for the total sum of $25,000 and the
quarterly payments of $6,250 in paragraph “7. Payments” on page 2 of the contract
differs to the font used for the rest of the contract.

| have also examined the contract in item 1 for the presence of indented writing. Nothing
was found.

In my opinion, the contract in item 1 has been altered by the removal and replacement of
page 2. Page 2 has been altered by changing the numerical values for the total sum and
quarterly payment amounts of $25,000 and $6,250 respectively. This may have been
achieved by scanning page 2 to create a digital file and altering the numbers using a
software package such as Photoshop or Adobe Acrobat and reprinting.

| have also compared the printing and extraneous toner marks on pages 1 — 3 of the
contract with the printed pages in items 2 — 4 visually and using specialised lighting.
Extraneous toner marks (commonly known as trash marks) are a result of faults in the
printer and typically originate from the printer drum. Trash marks will persist on
successively printed pages until they are cleaned off or naturally wear away and can be
used to link back printed pages to printers.

In my opinion, the pages in items 2 and 3 have all been printed using a toner-based
laser printing technique and item 4 has been printed using an inkjet printing technique.

There was very close correspondence between the trash marks on the page in item 2
and pages 1 and 3 of the contract in item 1. It was also noted the papers used for these
pages were indistinguishable visually and using specialised lighting. In my opinion, the
similarities between the printing and trash marks on the printed page in item 2 and pages
1 and 3 of the contract in item 1 are such that these pages have been printed using the
same printer (Brother HL-L2375DW at JW Accounting).

There were similar but not identical trash marks present on page 2 of the contract and
the printed page in item 2. In my opinion, the printer of the printer page in item 2 (Brother
HL-L2375DW at JW Accounting) has been used to print the details of page 2 of the
contract at some stage in its production, but not the current page 2 within item 1.
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There was very close correspondence between the trash marks on the page in item 3
and page 2 of the contract in item 1. It was also noted the papers used for these pages
were indistinguishable visually and using specialised lighting. The similarities between
the printing and trash marks on the printed page in item 3 and page 2 of the contract in
item 1 are such that, in my opinion, these pages have been printed using the same
printer (from a Apeos Port VIC4471 at AJ Gardening Services).

Item 4 has been printed using an inkjet technique and none of the trash marks on this
item are present on the contract in item 1. In my opinion, the printer for item 4 (Epson
WorkForce Pro WF-3720 at AJ Gardening Services) has not been used to print the
contract in item 1.

62427

Laboratory 62427 provided no conclusion in their report.
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APPENDIX C

EXAMINATION REQUEST | EASTHRNA STRA TAN
AND ITEM SUBMISSION .
PAIESHMC

(1]

OFFENCE: Fraud

DATE OF OFFENCE 5/04/2024

BRIEF STATEMENT OF FACTS

Mr John Williams runs an accounting firm (JW Accounting) which handles the
accounting requirements for external clients.

On the 18t January 2024, JW Accounting entered into a 12-month contract with Mr
Arnold Johnson’s company (AJ Gardening Services).

A copy of the three-page contract was filed electronically and the contract printed and
physically signed (pen to paper) by Mr Williams. The document was then couriered to
Mr Johnson for physical (pen to paper) signing.

Upon receiving the contract back from Mr Johnson, the hardcopy contract was filed by
the administrative staff of JW Accounting.

On the 15" of April, Mr Williams noticed that the agreed upon quarterly payment was
less than what he remembers it to be.

Upon investigation:
e The blank electronic file copy shows a total sum of $30,000 with quarterly
payments of $7,500
e The signed hardcopy version of the contract filed at JW Accounting shows the
total sum as $25,000 with quarterly payments of $6,250.

Mr William alleges that AJ Gardening Services has amended the contract.
Mr Johnson alleges that that he signed the contract as it was received.

ITEM SUBMITTED FOR EXAMINATION

Item 1 (Questioned) — The hardcopy 3-page contract filed at JW Accounting
and in dispute, dated 20/12/23.

Item 2 (Specimen) — A printed page from the printer at JW Accounting
(Brother HL-L2375DW serial number E78327F2N887874).

Item 3 (Specimen) — A printed page from a printer at AJ Gardening Services
(ApeosPort — VI C4471 serial number CN-00QC100121-3BP-0000501215).

Item 4 (Specimen) — A printed page from a second printer at AJ Gardening
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Services (Epson WorkForce Pro WF-3720 serial number X2TK021005).

EXAMINATION
REQUESTED

An examination of the three pages of the contract.
e Were the three pages printed by the same printer?
e Can the printer(s) be identified?

e Is there any indication that all or some of the documents have been altered?
Provide evidence

e What weight can be given to any findings?

Please note:
1. The signatures on page 3 are considered genuine and examination or analysis
is not required/requested

2. Any folds/bends/creases in the paper may be due to shipping and are not to be
considered for examination or analysis
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APPENDIX D PO Box 2279, Ringwood North VIC 3134

Office: +61 (0) 4 1142 6656
Mobile: +61 (0) 429 966 012

» admin@ffint.com.au

forensic wwnw ffint com-au
FOUNDATIONS
INTERNATIONAL™ ABN 23 839 112 155 ACN130236618‘

PROFICIENCYTESTING@FORENSICFOUNDATIONS
2024-FDE1 Forensic Document Examination

MANUFACTURER’S INFORMATION
Issued 11/12/2024

Introduction

The test was designed to provide a legitimate scenario for which a physical
examination of a disputed document may be requested.

The participant was required to conduct a thorough examination and provide
evidence in support of their opinion.

Scenario provided to the participants

Mr John Williams runs an accounting firm (JW Accounting) which handles the
accounting requirements for external clients.

On the 15t of January 2024, JW Accounting entered into a 12-month contract with
Mr Arnold Johnson’s company (AJ Gardening Services).

A copy of the three-page contract was filed electronically and the contract was
printed and physically signed (pen to paper) by Mr Williams. The document was
then couriered to Mr Johnson for physical (pen to paper) signing.

Upon receiving the contract back from Mr Johnson, the hardcopy contract was filed
by the administrative staff of JW Accounting.

On the 15 of April, Mr Williams noticed that the agreed-upon quarterly payment
was less than what he remembered it to be.

Upon investigation:
e The blank electronic file copy shows a total sum of $30,000 with quarterly
payments of $7,500
e The signed hardcopy version of the contract filed at JW Accounting shows
the total sum as $25,000 with quarterly payments of $6,250.

Mr William alleges that AJ Gardening Services has amended the contract.
Mr Johnson alleges that he signed the contract as it was received.
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Aim

The program aims to assess the laboratories’ ability to competently review and analyse
the documents.

Program design and assessment

The test was designed, coordinated, produced, and assessed by Forensic Foundations
International.

Test production

Questioned document (Iltem 1)

The questioned document was produced using three printers and three scanners:
Printers:
e Brother HL-L2375DW serial number E78327F2N887874 (monochrome laser printer).
e Fuji Xerox ApeosPort — VI C4471 serial number CN-00QC100121-3BP-0000501215 (colour
laser printer).
e Epson WorkForce Pro WF-3720 serial number X2TK021005 (multifunction inkjet
printer/scanner).

Scanners:
e Brother DCP-J1100DW serial number E79198H0H300744 (multifunction inkjet
printer/scanner).
e Epson WorkForce Pro WF-3720 serial number X2TK021005 (multifunction inkjet
printer/scanner).
e Canon Pixma TR4660 serial number KNKF05596 (multifunction inkjet printer/scanner).

Questioned document construction

Step 1: A blank A4 page was scanned and saved using the Brother DCP-J1100DW to introduce
original trash marks onto the page.

Step 2: This scanned blank page was then printed using the Brother HL-L2375DW to produce
three blank pages of paper bearing trash marks from Step 1. The paper stock was J Burrows 14
Premium white copy paper 80GSM 167 CIE whiteness. Lot number 6305023B 17.04.

Step 3: The three printed blank pages from Step 2 were then placed back into the Brother HL-
L2375DW, and the three original contract pages (pages 1, 2 and 3) were printed.

Step 4: Page 2 of the printed contract from Step 3 was then scanned using the Epson WorkForce
Pro WF-3720.

Step 5: The scan of page 2 from Step 4 was then digitally altered to edit the numbers in the
contract. $30,000 was changed to $25,000 and $7500 was changed to $6250.

Step 6: The altered page 2 from Step 5 was printed using the Fuji Xerox ApeosPort — VI C4471.
The paper stock was HP Earth First paper 80GSM 161 CIE whiteness. Lot number 63M2208 E.
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Step 7: The altered page 2 from Step 6 was then used to replace the original page 2 from Step 3
to produce the questioned documents (item 1) to be distributed.

Reference samples

Item 2 (Specimen) — A printed page from the printer at JW Accounting (Brother HL-L2375DW
serial number E78327F2N887874) using a scan from Brother DCP-J1100DW serial number
E79198HOH300744 and J Burrows 14 Premium white copy paper.

Item 3 (Specimen) — A printed page from a printer at AJ Gardening Services (Fuji Xerox
ApeosPort — VI C4471 serial number CN-00QC100121-3BP-0000501215) using a scan from the
Epson WorkForce Pro WF-3720 and using HP Earth First paper.

Item 4 (Specimen) — A printed page from a second printer at AJ Gardening Services (Epson

WorkForce Pro WF-3720 serial number X2TK021005) using a scan from a Canon Pixma TR4660
serial number KNKF05596 and HP Earth First paper.

The major sources of error during manufacture included mix-up of the printer/scanner order,
insufficient details to provide sufficient results and mix-up of the paper types.

Expected results

Participants were requested to conduct the following:

An examination of the three pages of the contract.
e Were the three pages printed by the same printer?
e Can the printer(s) be identified?

e Is there any indication that all or some of the documents have been altered? Provide
evidence.

e What weight can be given to any findings?
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These questions can be addressed using the following information:

Were the three pages of the contract

printed by the same printer? Laboratories should have been able to detect

evidence of additional trash marks present on page
2 of the contract (item 1). See Figure 1.

Laboratories may have been able to determine the
different paper types present, suggesting which
papers may have been used to produce each page
of the contract (item 1).
Laboratories may have been able to determine the
printer toner types present on each page of the
contract (item 1) and compared them to the printer
toner on the reference specimen items 2 and 3.
Can the printer(s) be identified? Laboratories should have been able to detect
evidence of the trash marks present on each page of
the contract.
The pattern of trash marks on pages 1 and 3 should
have been matched to the trash marks on the
reference specimen item 2.
The pattern of trash marks on page 2 should have
been matched to a combination of the trash marks on
the reference specimen items 2 and 3. See Figure 1

Is there any indication that all or
some of the documents have been
altered? Provide evidence.

Laboratories should have been able to identify the
digital edits of entries on page 2 of the contract
(item 1) where a different-sized font was used.

Laboratories should have been able to identify the
different text margins found on page 2 of the
contract (item 1). See Figure 2

What weight can be given to any Using a combination of the observations noted above,
findings? laboratories should have been able to definitively
conclude that page 2 of the contract (item 1) has
been substituted with an altered page 2.

Using the pattern of trash marks on each page of the
contract (item 1) and on each of the supplied
reference specimens (items 2, 3 and 4) laboratories
should have been able to definitively link each page
of the contract (item 1) to its source printer via the
supplied reference samples.

In addition - on page 3, 14/12/2024 has been written instead of 2023. This is a deliberate mistake
laboratories may have detected but does not have any significant bearing on the conclusions of
the test.
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Figure 1
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o ) Gardening Services agrees to indemnify and hold harmless JW Accounting from any
Service Ag reement claims, damages, liabilities, or expenses arising out of or in connection with the provision of
o "D"""”""WW"W'E" o """""""_"'___EEI' the services outlined in this Agreement. IW Accounting further warrants that it possesses the

0 o liﬂj necessary skills, qualifications, and resources to fulfill its obligatians hereunder.
This Servichgreement [the "Agreement") is entered into effective as of the Cppmencement

O pateis between: B 3 o]
AJ Gardening Services, having its registered address at 76 Grove Avenue, West Beach, o 5. Governing Law
O Australia
: " a a
W Accounting, having its registered address at 26 Park Road, New Harbour, Australia. o This Agreement shall be governed by and construed under common law. Any disputes arising
o o under ar in cannection with this Agreement shall be subject to the exclusive jurisdiction of the
1. Seepe of Work = He )
[ee) od courts of Australia.
o gn o o
= o o
AJ Gardening seRices hereby engages W Accounting to provide accounting, payrall, admin [ O

o assistance and a[(ouminEtram'mg JW Accountimg agrees to deliver the services promptly and 6. Entire Agreement

8 efficiently, utilizing its expertise and resources lo meet the requirements outlined by Al DD o
| Gardening Services. O o o
5 E u] This Agreement constitutes the entira understanding and agreement between the parties
o o concenfing the subject matter herein and sup all prior ions, and
fal A o] understandings, whether written ororal. ,
2. Term and Termination o o
= m}
] O
This Agraement shall commence on the 1" January 2024 and remain in full force and effed] 7 Payment
until the satisfactory completion of the services by JW Accounting or by the conclusion date of =]
the ) . Either part t te this Ags 't upon 30 days' prior written o o
T A R e e e e e e In consideratian for the services rendered, Al Gardening Services agrees to remunerate JW
notice if the other party breaches any material provision herein or fails to perfarm its K ) K
Accounting the total sum of $ 25,000. Payment shall be made in quarterly instalments $ 6250
obligations under this Agreement. .
- o o by the last day of the following months: March, June, September and December. JW
3. COH{Fd(—I‘:t! a”[y o o Accounting shall previde payment details to Al Gardening Services for the prompt processing
D ol of payment upan acceptance of this Agreement.
o @
o Both parties acknowl|edge the confidential nature of the information exchanged during the .
o o performance of this Agreement and agree to maintain strict confidentiality regarding any OG
o o proprietary or sensitive infarmation disclosed. Such infarmation shall not be disclosed ta any o}
o third party without the prior written consent of the disclosing party.

Page 1 trash marks Page 2 additional trash marks

Figure 2

2024-FDE1

s at 26 Park Road Text selection from page 1.

:he -ISt January 2025_ Elt Text selection from page 1.

| of $ 25,000. Pay Altered text on page 2.

'ments $ 6250 Altered text on page 2.

Date: 14/12/2024 Text selection from page 3

Note differences between the numerical font used on page 2 compared to those
found on pages 1 and 3. The altered numerical text on page 2 is larger than the
numerical text on pages 1 and 3 and lacks descenders and ascenders.

A potential major source of error by the participant would be failure to detect and compare
features from each page and identify the differences between page 2 and the other two pages.
END OF DOCUMENT
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2024-FDE1 Feedback

Forensic Foundations International prides itself in providing flexible fit-for-purpose forensic
programs. The manufacture, distribution, assessment and reporting of this test has provided and
will provide the basis for continuous improvement for both Forensic Foundations International and
the forensic laboratories. To this end, we would appreciate your comments to assist us in
improving the tests.

Please tick the appropriate box and make any relevant comments.
You can also complete this form at www.ffint.com.au/feedback

> (] > O
5 O © o 5 2
2 o o ) 2 o <
oo > & o z
& < < a e
1. Thgltest was too basic for our B B B B B
facility
2. Th.e samples supplied were 0 0 0 0 0
suitable
3. The. results r.e.qwred were not 0 0 0 0 0
outlined sufficiently
4. Thg final repo.rt provided B B B B B
suitable detail
5. The tests |nvoI_ved should be 0 0 0 0 0
more challenging
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Please comment briefly on the following:

1. Are there additional aspects that could be included in the
test?
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forensic

FOUNDATIONS
INTERNATIONAL"

Forensic Foundations International’s Proficiency Tests are required to be fit-for-purpose.
To assist us in providing the relevant tests, please use the following form to suggest
further tests for development. You can also complete this form at
https://www.ffint.com.au/proficiency-testing/proficiency-test-development/

Recommendation for Proficiency Test Development

Contact Name

Email

Phone

Discipline/ subdiscipline

Specific issues(s) to be addressed*.
Note: The tests can be designed to be
multidisciplinary.

Suggested technical advisor (if known)

Suggested manufacturer (if known)

*  All Proficiency Tests will include the end-to-end process (receipt & continuity, triage,
description, examination, analysis, data generation, interpretation, reporting) but one
aspect may be of particular interest/focus.

This form can be emailed to quality@ffint.com.au or you can discuss your suggestions
on either +61 (0) 411 426 656 or +61 (0) 429 966 012.
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