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Introduction

Design

Forensic Foundations International Proficiency Tests and Inter-laboratory Collaborative Trials are designed
to address the following points:

* Relevance to forensic science laboratories

» Limitation of any potential context information

* The end-to-end forensic process

» Knowledge of the ‘ground truth’ of samples

* Importance of consistency between tests

» Cost affordability for the laboratories

In addition to this exercise being a test of laboratory procedures using controlled items, we also
anticipate that it will enable participants to evaluate the quality of their analytical results against those
from other laboratories and observe how other laboratories express their opinions or advice for their
clients. To enable this, we requested that participants submit the following:

¢ An outline of the methodology used; and
e Their opinion in the format that they would provide to the court.

Forensic Foundations International
Proficiency Tests and Inter-Laboratory Forensic Science Standards
Collaborative Trials are designed to test
the end-to-end forensic examination

process. The AS 5388 and the ISO 21043 P attendance . r S e :
series of Standards describe the forensic

examination process from collection to “Analysis [ Interpretation  Reporting
reporting. This figure illustrates the kb RAa il
interrelatedness of all steps in this process *  Recognition + Continuity + Observation |+ Format
and was used as the basis of the oo i O (| e OO M0
Australian Standards’ development. The g soheee el L
figure is also used as the basis of the Pl oo O [ T s

development of Forensic Foundations
International Proficiency Tests.

Annually, within each discipline, there are end-to-end Tests and Trials which commence with item collection
and/or receipt and include all the subsequent examination / analysis steps, culminating in the reporting of
results, the process, therefore, reflects actual forensic casework.

In addition, there may be Tests or Trials that examine one or more activities within the end-to-end process.
Individual participant results remain confidential.

The Final Report of this 2024-DF1 Inter-Laboratory Collaborative Trial is publicly available via the Forensic
Foundations International website. Participants may use the report as outlined in their respective
organisational policies. Any request to review and/or appeal the evaluation of a participant’s performance
should be made via the agency responsible for the distribution of the test or directly to Forensic
Foundations International. Appeals will be evaluated using Forensic Foundations International’s customer
complaint process.

1James Robertson, Karl Kent & Linzi Wilson-Wilde (2013) The Development of a Core Forensic Standards Framework for Australia, Forensic Science Policy &
Management: An International Journal, 4:3-4, 59-67
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2024-DF1 Digital Forensics

This trial aimed to review the end-to-end forensic examination, analysis, and reporting process.
Thus, in addition to interpreting and reporting the results from the supplied hard drive or digital
image of a hard drive, testing of generic issues such as sample receipt, triage, and continuity of
items for examination formed part of the overall process.

To minimise contextual bias in the interpretation, the information relating to the ‘offence’ was
minimal.

This trial provided a mechanism for participants to review their results and those of other
participants to facilitate? 3%
e An evaluation and appraisal of their performance including:
o Comparison of a facility’s performance with other facilities
o monitoring of a facility’s long-term performance
e Continuous improvement including:
o staff education, training, and competence monitoring
o evaluation of methods, including the establishment of method precision and
accuracy
o contribution to a facility’s overall risk management process
e Corrective action (where required)
e Confidence building with interested parties (e.g., customers, accreditation bodies,
regulators, specifiers).

This inter-laboratory collaborative trial was distributed to 20 participants, 16 participants submitted
results during this round of testing.

The participants were provided with either a solid-state drive (SSD) or a digital copy of a forensic
image in the ‘dd’ format of the drive, along with hash values to validate the download.

Physical items were sealed in tamper-evident bags and included descriptors for continuity
purposes. Digital items were provided via a link on the Forensic Foundation’s website.

Disclaimer:

The data contained in this report and any observations made are based on the material
provided by the participants; however, it is understood that the participants may hold
additional material which supports the findings reached.

215017025 (2017) General requirements for the competency of testing and calibration laboratories.

3 NATA (2021) General Accreditation Criteria Proficiency Testing Policy

4 ANAB ISO/IEC 17025:2017 — Forensic Science Testing and Calibration Laboratories Accreditation Requirements (2019)
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Report Summary

Continuity, receipt, and description of items

As the receipt and chain of custody for items, subject to forensic examination and analysis, is
significant to the final outcome, information pertaining to receipt, continuity and a description of the
items formed part of this test.

Continuity documentation differed between the participants, as some participants only received an
electronic (‘dd’) copy of the exhibit. However, crucial details such as device serial numbers and
drive hash values were not provided in all cases.

Examination / Analysis

Participants used a variety of appropriate analysis tools including EnCase, Axiom, FTK, Registry
Explorer, Falcon, VFC, and Autopsy/TSK.

Examination techniques noted by participants (see Appendix B) excluded key techniques in many
instances, such as file signature, entropy tests, and file/MFT record carving. Reports and artifacts
found by participants often contradicted the techniques noted in Appendix B. This suggested that
some participants may not fully understand what tests their tools are performing.

Details of key artifacts were not described for all participants. Where artifacts were contained in a
complex file (such as a database), only five participants (35185, 28196-D, 36784 A/C, 36784-B,
62427) clearly provided sufficient information to easily find the locations of these artifacts with
another tool.

All participants attempted to provide answers to the questions that were posed. The answers
expected by Forensic Foundations International required the identification and decryption of a
container for which we did not provide the full password. Those participants who were unable to
decrypt this file (8 of the 16) were still able to provide some answers to each question.

Interpretation and Conclusions

Conclusions, where provided, were largely accurate or appropriately caveated, with a few notable
exceptions:

e Participant 13853-C specifically claimed that “the suspect” performed actions without
evidence.

e Four participants included details of “search terms” that were not user-generated.

e An email address not associated with the user or case was reported by participant 13853-A.
Email addresses and other similar information are often present within software programs
and do not indicate that the user of the computer was in communication with that address.
In this instance “saruman@unigsm.com” was listed under “email addresses of any
contacts”, however, the email relates to a game server management tool for Windows.

e Participant 35185 claimed the “original setup of Windows” was performed on 7 December
2019 based on a File Creation date. This date came from the Windows installer itself and
did not reflect any activity performed on the computer in question.

e Participant 28196-A incorrectly stated key evidence items, incorrectly quoting file names
(“Funny Cat Pictures.bac” and “Cate Pictures”)

e Two participants 28196-A and 34323 altered one search term (“dark web” vs “darkweb”).
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While not explicitly asked for, it was also noted that participants 28196-D, 36784A/C and 96150
provided a detailed analysis of the potential accuracy of the computer-reported times using
Network Time Protocol (NTP) settings and Windows event logs.

Participant Responses

Continuity, receipt, and description of items

As the receipt and chain of custody for items, subject to forensic examination and analysis, is
significant to the outcome, information about receipt, continuity and a description of the items
formed part of this test.

Participants were requested to provide information with respect to the continuity, receipt, and
description of each of the items received using a supplied proforma table. This would normally
facilitate both consistent responses and the collation and comparison of responses.
Participants were also requested to respond to each statement in the ‘Comments’ column.

The information provided by the participants who received the physical item is recorded in
Appendix A.

Note that not all the information could be provided by those participants who received the
electronic copy of the drive (rather than a physical exhibit).

Forensic Foundations International’s comments

Four of the sixteen participants’ recipients received an electronic (‘dd’) copy of the exhibit and thus
did not provide all the continuity information. While this delivery method may not align with usual
practices, a level of continuity and verification could still be performed in these instances
(validation of download, comparison with supplied hash values, etc.). This was not provided in all
cases.

Three participants (35185, 34323, 96150) who received the physical exhibit did not document
details of the provided device (e.g. serial number) that could uniquely identify it. Only five
participants explicitly noted the serial number of the device and the matching serial number written
on the tamper-evident bag. Without unique identifying details contained within the report, it is not
possible to definitively link the report to the source evidence item.

Six participants (Participants 13853-A, 13853-C, 35185, 36784-A/C, 96150 and 36784-B did not
explicitly note (in the information they provided) hash values calculated from the drive or
downloaded image. Without these values, a subsequent investigator would be unable to confirm
the drive or image was identical.
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Examination / Analysis

See Appendix B for a collation of the requested information from the Examination / Analysis
submission table.

Participants comments with respect to Examination / Analysis are collated in Appendix C.

Forensic Foundations International’s comments

Participants used a variety of analysis tools including EnCase, Axiom, FTK, Registry Explorer,
Falcon, VFC, and Autopsy/TSK.

Examination techniques noted by participants (see Appendix B) excluded key techniques in many
instances, such as file signature, entropy tests, and file/MFT record carving. Reports and artifacts
found by these participants often contradicted the techniques noted in Appendix B. For example,
ten participants stated they did not perform an ‘entropy’ test, however, eight of these still identified
the “.bak’ file as an ‘encrypted file’ with no explanation as to how this was determined. Two such
participants provided screenshots from their analysis tools showing that an entropy test had, in
fact, been performed. This suggests some participants may not fully understand what tests their
tools are performing.

Details of key artifacts were not described for all participants. Only ten participants consistently
provided full file paths and dates/times where they should have been available. Only seven
consistently provided time zone information (or clearly stated what time zone should be assumed
where not explicitly included). Where artifacts were contained in a complex file (such as a
database), only five participants clearly provided sufficient information to easily find the locations
of these artifacts with another tool. For example, records within an SQLite database could be
referenced by table name and row ID, or file offsets could be provided for binary records carved
from within a complex data structure.

Participants were asked to answer the following questions:

The name of the primary user of the computer;

The date and time the operating system was installed;

Names or details of any of BALSON’s clients or drug sales;

Contents of any encrypted containers, and any passwords used to open them;
Recent internet search terms used on the computer;

Any custom software that had been installed on the device;

Email addresses of any contacts;

Details of WiFi networks used.

ONOORWON =

All participants attempted to provide answers to the questions that were asked. The answers
expected by Forensic Foundations International did require the identification and decryption of a
container for which we did not provide the full password. Participants who were unable to decrypt
this file were still able to provide some answers to each question.

#X indicates the question that was asked by Forensic Foundations International

All participants obtained and reported on the primary user (#1) and operating system install date
(#2), from at least one source.
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All participants except two (34323 and 62427) provided some response to names or details of
clients/sales (#3). Answers were provided by referring to the Sticky Notes application and
internet/email artifacts, however, the most detailed response to this question required decrypting
the “Funny Cat Pictures.bak” container to find and read the contents of the “sales.txt” file.

Participants had mixed successes with the encrypted containers (#4). Two containers were
present:

e “Funny Cat Pictures.hc”; and

e “Funny Cat Pictures.bak” (previously named “Cat Pictures”).

The password to the “hc” container was supplied (“DrugsAreBadMkay778”), and a hint was
provided to the “bak” container in the case information (“other numbers at the end of
DrugsAreBadMkay”). The password to this container was “DrugsAreBadMkay99”.

The “hc” container was identified by all participants and decrypted using the provided password by
all except one (96150). Two participants (35185 and 34323) did not identify the second (“bak”)
container which contained the critical files in response to question #3. Only seven successfully
decrypted the container, using information that was provided in the case information). Cracking
tools included Hashcat and Password Cruncher. Of the seven that decrypted the second
container, one (28196-F) did not describe the photos in the container and only mentioned the
“sales.txt” file.

All participants successfully identified the internet search terms used on the computer (#5), but
four identified artifacts as “search terms” that were not user-generated. Dates and times for these
events were not consistently provided by all participants.

The “Tor” and “Veracrypt” software (#6) was identified by all participants, however, one participant
(34323) did not specifically mention “Tor” when answering the question about “any custom
software that had been installed on the device”.

All participants except 28196-F identified the Proton email address “CharlieBDrugs@proton.me”.
Email records were present in cached internet files, identifying communications between
CharlieBDrugs and two other users (#7): maryskelly@dayrep.com and IsaacVida@superrito.com.
These additional addresses were identified by ten participants.

All participants identified the network name (SSID) of the WiFi network (#8) that was used
(“Spotting Trains”). Twelve participants provided a variety of additional information about this
network, including the password (“Choose Life”), IP addresses, and connection times. Four
participants provided only the SSID.
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Interpretation, Conclusions and Reported Results
Participants’ comments with respect to their results are found in Appendix D

Forensic Foundations International’s comments

Conclusions, where provided, were mostly accurate or appropriately caveated, with a few notable
exceptions:

e Participant 13853-C specifically claimed that “the suspect” performed actions without
evidence.

e At least five participants included details of “search terms” that were not user-generated.

¢ An email address not associated with the user or case was reported on by laboratory
13853-A (“saruman@unigsm.com”, related to a game server management tool for
Windows)

e Participant 35185 claimed the “original setup of Windows” was performed on 7 December
2019 based on a File Creation date. This date came from the Windows installer itself and
did not reflect any activity performed on the computer in question.

e Participant 28196-A incorrectly stated key evidence items, incorrectly quoting file names
(“Funny Cat Pictures.bac” and “Cate Pictures”)

e Two participants 28196-A and 34323 altered one search term (“dark web” vs “darkweb”).

While not explicitly asked for, it was also noted that participants 28196-D, 36784A/C and 96150
provided a detailed analysis of the potential accuracy of the computer-reported times using
Network Time Protocol (NTP) settings and Windows event logs. Common practices may include
checking the built-in clock time of a physical computer when offered for examination, however, in
this instance, only a solid-state drive was provided with no ability to verify a clock’s accuracy.
Windows time syncing settings and event logs were available, and these provided relevant
information to confirm/refute the accuracy of times associated with other artifacts.

It is unclear why one participant (34323) chose not to include “Tor” in the list of “computer software
that had been installed on the device”. While Tor had not been “installed” under a strict computer
science definition of this term (the “portable” version of the software was used), caution should be
taken when applying overly strict definitions of commonly used words.
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APPENDIX A
APPENDIX B
APPENDIX C
APPENDIX D

Attached as separate documents
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APPENDIX E

EXAMINATION REQUEST | EASTHRNA STRATAN
AND ITEM SUBMISSION . B
PAIESRME

OFFENCE: Supply, manufacture or production of prohibited
drugs
DATE OF OFFENCE Multiple offences — May and June 2024

BRIEF STATEMENT OF FACTS

Charles BALSON was arrested with a small bag of pills at a music festival on 11 June
2024. The Eastern Australian Police Service obtained a warrant to search his home
and seized a laptop computer. The computer matched the serial number of a stolen
laptop and was returned to its owner. The internal drive was retained by police for
examination.

While being questioned, BALSON stated that he had received the laptop, at no cost,
from an acquaintance but could provide no further details. He stated that he had “only
recently” started using it, and his password was probably “'montheDrug” or
“DrugsAreBadMkay778”. He was unable to remember any other potential passwords
but said he “might have” used other numbers at the end of “DrugsAreBadMkay”.

ITEM SUBMITTED FOR EXAMINATION

1x 256GB mSATA Solid State Drive (SSD)

EXAMINATION
REQUESTED

Examination is requested of the storage device to identify:

The name of the primary user of the computer;

The date and time the operating system was installed;

Names or details of any of BALSON’s clients or drug sales;

Contents of any encrypted containers, and any passwords used to open them;
Recent internet search terms used on the computer;

Any custom software that had been installed on the device;

Email addresses of any contacts;

Details of WiFi networks used.

Where artifacts are found that answer the above questions, sufficient details of these
artifacts should be noted in the answers to enable another examiner to locate the
same items.
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APPENDIX F PO Box 2279, Ringwood North VIC 3134
Office: +61 (0) 4 1142 6656
Mobile: +61 (0) 429 966 012

admin@ffint.com.au

forenSiC www.ffint.com.au

FOUNDATIONS ABN 23 839 112 155 ACN 130 236 618
INTERNATIONAL"

PROFICIENCYTESTING@FORENSICFOUNDATIONS
2024-DF1 Media Digital Forensics

MANUFACTURER’S INFORMATION
Issued 15" December 2024

Introduction
The trial was designed to test the end-to-end receipt, storage, acquisition and analysis
procedures of a seized exhibit. The exhibit provided was a solid-state drive that had been

collected, together with the basic notes written on the tamper-evident bag.

Scenario provided to the participants

Charles BALSON was arrested with a small bag of pills at a music festival on 11 June 2024. The
Eastern Australian Police Service obtained a warrant to search his home and seized a laptop
computer. The computer matched the serial number of a stolen laptop and was returned to its
owner. The internal drive was retained by police for examination.

While being questioned, BALSON stated that he had received the laptop, at no cost, from an
acquaintance but could provide no further details. He stated that he had “only recently” started
using it, and his password was probably “I’'montheDrug” or “DrugsAreBadMkay778”. He was
unable to remember any other potential passwords but said he “might have” used other numbers
at the end of “DrugsAreBadMkay”.

Aim

The aim of the program is to assess the facilities’ ability to:
e document a received exhibit
examine the data as provided
identify relevant Windows filesystem and file metadata artifacts
identify and decrypt containers with known or unknown passwords; and
report on their findings.

Program design and assessment

The test was designed, coordinated, and assessed by Forensic Foundations
International.
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Test production

The trial was designed, coordinated and assessed by Forensic Foundations
International.

File creation

A Dell XPS 13-9333 Laptop was used to generate data on the solid-state drives, and a Canon
PowerShot A480 digital camera was used to take photographs that were copied onto the

laptop

using an SD card.

Photographs of various items resembling drugs were taken with the Canon camera set to 3™
of March, and 24th, 25" and 28" of May 2024.

Various activities were then performed on the Dell laptop on the 5" and 10" of June 2024.

On the 5™ of June, between 17:34 and 20:04 (Australian Eastern Standard Time, UTC+10):

Microsoft Windows was installed and configured with the user account “Charlie” and a
password “I'montheDrug”

The laptop was connected to a WiFi network with the SSID “Spotting Trains” and the
WPA password “Choose Life”

Internet searches were conducted for “drug measuring scales”, “windows encryption
software”, “tracking sales”, “private browser”, and “dark web browser”.

A note was created in the “Sticky Notes” application containing the text “Jono - 5g ice —
380"

VeraCrypt software was downloaded and installed.

A VeraCrypt volume was created named “Cat Pictures” with the password
“‘DrugsAreBadMkay99”.

A text file “sales.txt” was created within the “Cat Pictures” encrypted volume, including
the text

“Jono - 6g - 380 - 3/3/24”

An unsuccessful attempt was made to download the Tor Browser software.

On the 10t of June, between 11:22 and 12:24:

2024-DF1

The Tor Browser software was downloaded and installed.

Searches were conducted for “tor marketplace” using the tor browser, and various other
sites were visited.

Searches were conducted for “selling drugs on the darkweb”, “funny cat pictures”, “cat
memes” and “proton mail” using the Edge browser.

Additional lines were added to the “sales.txt” file within the “Cat Pictures” encrypted
volume.

Another VeraCrypt volume was created named “Funny Cat Pictures.hc” with the
password “DrugsAreBadMkay778”. Various images from the “funny cat pictures” and
“cat memes” searches were saved to this container.

The previously created “Cat Pictures” encrypted volume was renamed to “Funny Cat
Pictures.bak”. Additional lines were added to the “sales.txt” file, and photos taken with
the Canon camera were copied to the encrypted volume.

An account was created on proton.me with the username CharlieBDrugs@proton.me
Emails were sent to maryskelly@dayrep.com and IsaacVida@superrito.com
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The solid-state drive was removed from the Dell laptop, a forensic image was taken, and the
following hash values were calculated:

Total (md5): 4d09bb9e65de9a8b41161c560dc49d7e

Total (sha1): 24a5a5d8aebe1bca877a4fbf4ea603825fedbd60

Total (sha256): c62a21f0f7faf27e462f6b2ea62d2d88e66c831e17f9e1208ce192dc8ae35940
The forensic image was then restored onto identical drives using dcfldd.

Hashes were verified against the destination drives to verify the images had been restored
successfully.

Whilst electronic files and documentation are stable, there is a potential for physical damage in
transit, the electronics can be damaged by static electricity, and the storage itself can be altered
or damaged by magnetic fields.

No use-by date was provided.

Expected results

1. Document a received exhibit

Documentation should be provided that uniquely identifies the solid-state drive and verifies that it
matches the details that were provided on the tamper-evident bag to confirm continuity. This
documentation should also be sufficient for the item to be independently identified.

2. Examine the data as provided

A forensic image of the supplied device should be taken, and this process should be documented
by the examiner, including noting any cryptographic hash values that were calculated during the
process. Hash values may match those noted above, however small differences in the individual
drives may result in different values.

3. ldentify relevant Windows filesystem and file metadata artifacts
4. ldentify and decrypt containers with known or unknown passwords

An examination should be performed on the data contained within the forensic image. Artifacts
should be identified that answer the following questions:

« The name of the primary user of the computer (Charlie), as detailed in the Windows registry
or other relevant artifacts.

« The date and time the operating system was installed (5 June 2024, 7:34 pm AEST),
extracted from the Windows registry or other relevant artifacts.

« Names or details of any of BALSON'’s clients or drug sales;

> As per the contents of “sales.txt” file, within the “Funny Cat Pictures.bak” encrypted
volume

> Note that some records were also stored in the Windows “Sticky notes” application,
however, these records were not complete.
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« Contents of any encrypted containers, and any passwords used to open them;
> "Funny Cat Pictures.hc
= Password as noted above
= Contained pictures of cats
> Funny Cat Pictures.bak"
= Password as noted above

= The password could be obtained using various methods, including using hashcat
e.g., hashcat -a3 -w1 -m 13721 file.tc "DrugsAreBadMkay?d?d"

= Contained the “sales.txt” file and photos appearing to be drug-related

« Recent internet search terms used on the computer, as noted above. These records exist
within the Edge browser cache

« Any custom software that had been installed on the device (specifically Tor Browser, and
VeraCrypt). Records may be obtained from the Windows registry, or references to files
created on the filesystem;

« Email addresses of any contacts, as noted above. Traces of these addresses exist within
the internet browser cache. (Edge/Cache_Data)

« Details of WiFi networks used, as noted above. These may be extracted from the Windows
registry, event logs, or other relevant artifacts.

> e.g., HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\NetworkList\Profiles
5. Report on their findings.
Where relevant artifacts are identified, sufficient information should be provided to allow another
examiner to identify the same artifacts from the original device, or the forensic image, for example:
- Full file path
- Metadata field name
- File offsets or line numbers

Times and dates from relevant activities and artifacts should be noted.

Any times noted should be unambiguous and include the time zone used to present the
information in the report (if this information is available).

The major source of error by the participant would be failure to correctly interpret the data or
missing or misinterpreting critical digital artifacts.

END OF DOCUMENT
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2024-DF1 Feedback

Forensic Foundations International prides itself in providing flexible fit-for-purpose forensic
programs. The manufacture, distribution, assessment and reporting of this test has provided and
will provide the basis for continuous improvement for both Forensic Foundations International and
the forensic laboratories. To this end, we would appreciate your comments to assist us in
improving the tests.

Please tick the appropriate box and make any relevant comments.
You can also complete this form at www.ffint.com.au/feedback

> (] > O
5 O © o 5 2
2 o o ) 2 o <
oo > & o z
& < < a e
1. Thgltest was too basic for our B B B B B
facility
2. Th.e samples supplied were 0 0 0 0 0
suitable
3. The. results r.e.qwred were not 0 0 0 0 0
outlined sufficiently
4. Thg final repo.rt provided B B B B B
suitable detail
5. The tests |nvoI_ved should be 0 0 0 0 0
more challenging
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Please comment briefly on the following:

1. Are there additional aspects that could be included in the
test?

2024-DF1 This document is UNCONTROLLED if printed Page 17 of 18
WEF-03-A-5 Issue 5 Date 18/9/24 Issued by DGP



forensic

FOUNDATIONS
INTERNATIONAL"

Forensic Foundations International’s Proficiency Tests are required to be fit-for-purpose.
To assist us in providing the relevant tests, please use the following form to suggest
further tests for development. You can also complete this form at
https://www.ffint.com.au/proficiency-testing/proficiency-test-development/

Recommendation for Proficiency Test Development

Contact Name

Email

Phone

Discipline/ subdiscipline

Specific issues(s) to be addressed*.
Note: The tests can be designed to be
multidisciplinary.

Suggested technical advisor (if known)

Suggested manufacturer (if known)

*  All Proficiency Tests will include the end-to-end process (receipt & continuity, triage,
description, examination, analysis, data generation, interpretation, and reporting) but
one aspect may be of particular interest/focus.

This form can be emailed to quality@ffint.com.au or you can discuss your suggestions
on either +61 (0) 411 426 656 or +61 (0) 429 966 012.
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