’ ) forensic

FOUNDATIONS
INTERNATIONAL"

ISO 9001

Final Report
(April 2024)

Proficiencytesting@forensicfoundations

Digital Forensics Mobile Phone
2023-DFEE

Authorised by Anna Davey, Director
Forensic Foundations International Pty Ltd,
09/04//2024

PO Box 2279, Ringwood North VIC 3134 Office: +61 (0) 411 426 656
Australia Mobile: +61 (0) 429 966 012
quality@ffint.com.au ABN 23 839 112 155
www.ffint.com.au ACN 130 236 618
2023-DFEE This document is UNCONTROLLED if printed Page 1 of 18

WEF-03-A-5 Issue 3 Date 4/4/23 Issued by DGP



mailto:quality@ffint.com.au

Table of Contents

0o [0 T 1o o AT TP PPRPTR 3
D13 o | o PP TP PTPPPPPPPRPPT 3
2023-DFEE Digital Forensics: Mobile Phone Inter-laboratory Collaborative Trial ....... 4
LabOoratory RESPONSES .......uuiiiiiiieiiiiiiiie ettt e e e e e e e e e e et e e e e e e e e 5
Continuity, receipt, and description Of TEMS..........cevvvviieiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeee 5
Examination / ANalySiS.........cooooiiiiiiii i 7
Results, Case analysis, Interpretation and Conclusions ............cccccoeeeeeeeeeee. 9
N N | 1 G 11
APPENDIX Bttt ettt e ettt e e e e ettt e e e et e e e e bt e e e e e b e e e e e nnraaaaeans 12
2023-DFEE FEEADACK.........oeiiiiiiiiiii ettt 16
Recommendation for Proficiency Test development ............cuevvvviieeiiiiiiiiiieeeeeeeee 18
2023-DFEE This document is UNCONTROLLED if printed Page 2 of 18

WEF-03-A-5 Issue 3 Date 4/4/23 Issued by DGP



Introduction

Design

Forensic Foundations International Proficiency Tests and Inter-laboratory Collaborative Trials are
designed to address the following points:

* Relevance to forensic science laboratories

« Limitation of any potential context information

* The end-to-end forensic process

« Knowledge of the ‘ground truth’ of samples

* Importance of consistency between tests

« Cost affordability for the laboratories

In addition to this exercise being a test of laboratory procedures using controlled items, we also
anticipate that it will enable participants to evaluate the quality of their analytical results against
those from other laboratories and observe how other laboratories express their opinions or
advise for their clients. To enable this, we requested that participants submit the following:

¢ An outline of the methodology used; and

e Their opinion in the format that they would provide to the court.

Forensic Foundations International Forensic Science Standards
Proficiency Tests and Inter-laboratory
Collaborative Trials are designed to
test the end-to-end forensic

examination process. The AS 5388 and B e e
the 1SO 21043 series of Standards et Standard Standard Standard

describe the forensic examination - Recognition - Continuity - Observation |+ Format
. . *  Preservation *  Recording *  Results +  Method
process from collection to reporting. 5 (e S arine « Colculations |+ Results

This figure? illustrates the inter- : ;32‘3:: s ol 1
relatedness of all steps in this process o | |2
and was used as the basis of the

Australian Standards’ development. The figure is also used as the basis of the development of
Forensic Foundations International Proficiency Tests.

Individual laboratory results remain confidential. Participating laboratories may use the report as
outlined in their respective laboratory policies. Any request to review and/or appeal the evaluation
of a laboratory’s performance should be made via the agency responsible for the distribution of the
test or directly to Forensic Foundations International.

1James Robertson, Karl Kent & Linzi Wilson-Wilde (2013) The Development of a Core Forensic Standards Framework for Australia, Forensic
Science Policy & Management: An International Journal, 4:3-4, 59-67
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2023-DFEE Digital Forensics: Mobile Phone Inter-laboratory
Collaborative Trial

The aim of this test was to review the end-to-end forensic examination, analysis, and reporting
process. Thus, in addition to interpreting and reporting the results from analysis of a mobile phone,
testing of generic issues such as sample receipt, triage, and continuity of items for examination
formed part of the overall process.

In order to minimise contextual bias in the interpretation, the information relating to the ‘offence’
was minimal.

This test provided a mechanism for participating laboratories to review their results and those of
other laboratories to facilitate? 34
e An evaluation and appraisal of their performance including:
o Comparison of a facility’s performance with other facilities
o monitoring of a facility’s long-term performance
e Continuous improvement including:
o staff education, training, and competence monitoring

o evaluation of methods, including the establishment of method precision and
accuracy

o contribution to a facility’s overall risk management process

e Corrective action (where required)
¢ Confidence building with interested parties (e.g. customers, accreditation bodies,
regulators, specifiers).

This trail was distributed to three participants and only one participant submitted results during this
round of testing.

The participants were provided with a mobile phone.

Items were sealed in tamper evident bags and included descriptors for continuity purposes.

Disclaimer:

The data contained in this report and any observations made are based on the material
provided by the participants; however, it is understood that the laboratories may hold
additional material which supported the findings reached.

2 1S017025 (2017) General requirements for the competency of testing and calibration laboratories.

3 NATA (2021) General Accreditation Criteria Proficiency Testing Policy

4 ANAB ISO/IEC 17025:2017 — Forensic Science Testing and Calibration Laboratories Accreditation Requirements (2019)
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Laboratory Responses

Continuity, receipt, and description of items

Responses are copied directly from the results submitted by laboratory 71219.

from the expected

Continuity
Yes/No/NA | Comments
Appropriate paperwork Yes
provided with test items
Security seals intact Yes
Description of any deviations No

Receipt

Yes/No/NA | Comments

Description of storage
conditions (level of security,
temperature, other)

Exhibit is stored in secure exhibit cupboard inside
the forensic lab. Access to the lab is controlled via
a swipe card terminal.

Transfer within the laborato
subsamples (note

ry Method of recording transfer of time / samples /
— more than one method may be used)

Yes/No/NA | Comments

Laboratory Management

System (LIMS) Yes
Laboratory utilizing barcodes Each exhibit is allocated an exhibit
during receipt and transfer of number with an associated barcode.
) ) Yes e )
items between sections of the Exhibits are managed via an
laboratory electronic property book.
Laboratory utilizing barcodes
during process and analysis of | Yes
samples
Other electronic means NA

Upon completion, physical paperwork
Paper based record keeping No is scanned and a digital copy

attached to the case within the Case
Management System (CMS).

Other

Description of item

Sample description

corresponds to accompanying | Yes
paperwork
Description of any deviations
from the expected
2023-DFEE This document is UNCONTROLLED if printed Page 5 of 18

WEF-03-A-5 Issue 3 Date 4/4/23

Issued by DGP




Forensic Foundations International’s comments

Laboratory 71219 submitted various photographs that included images of the phone’s screen
during operation by the examiner, and a report was produced (apparently using the software
“ZRT”) that documented the received exhibit.

Notes were provided that stated that security seals were intact, but no photographs or details of
the seal number were provided.

All photographs of the mobile phone showed that it had been placed into Airplane mode. No notes
were provided about how and when this action was performed. Placing a device into Airplane
mode is common during mobile phone examinations, but if this was not done using signal blocking
technology such as a “faraday” bag or cage, there is the potential to contaminate or destroy
evidence on the device.

Notes were provided that indicated the sample description corresponded to the accompanying
paperwork. Screenshots provided included all expected and relevant serial numbers from both the
mobile device and SIM card (IMEI, IMSI, ICCID).

No photographs or notes detailing hardware identifiers printed on the devices were provided. The
IMEI, IMSI and ICCID were noted in the “Device Information” section of a report, but it was not
clear from the reporting if these were recorded from the external markings on the device, or from
the software running on the phone (as also recorded via the screen photographs).

No photographs of the SIM card were provided.

No notes or records were provided that detailed actions taken by the examiner. It was clear from
the report that the mobile phone had been powered on at least once, placed into Airplane mode,
and multiple extractions had been attempted using Cellebrite. Each of these events would have
left traces on the mobile phone that may be identified in a future examination, however without
detailed notes it may be difficult to isolate actions performed by the suspect from actions
performed by the examiner.
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Examination / Analysis

The participant used the following:

Tools

Cellebrite

ZRT

Examination Techniques
Write blocker test
Examine logs

Keyword searching
Examine database files

<|=<

<|=<|=<|=<

Further comments were added:

- Exhibit appears to be in line with paperwork provided at time of receipt in terms of
description and identifiers

- No valid extraction profile found while trying to image the device via Cellebrite
(Touch2 and UFED4PC 7.66).

- File System and Advanced Logical acquisition of devices performed using following
profiles ‘ZTE GSM P500 Optus X Start 2’ and ‘ZTE GSM N958ST nubia Z7’

- No user data identified in the device extraction

- User activity identified on the physical mobile device

- Visual spot check of the mobile device identified open apps (Google Chrome and
Google Maps) indicating user activity

- The device appears to have been connected to the * WestfieldFreeWifi’ SSID Wifi
network

- No contacts, calls, messages or calendar entries identified on the mobile device or on

accompanied OPTUS SIM card

- No content identified in any other apps including files
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Forensic Foundations International’s comments

Laboratory 71219 submitted results noted that Cellebrite software did not have an appropriate
profile for the specific model of mobile phone. Alternative profiles were attempted, but no user data
was identified during this extraction. No copies of these attempted extractions (or reports of the
data that was extracted) were produced for comment.

While it is possible other forensic tools may have had more success, and the use of intrusive
hardware (e.g. “chip off”) or software (e.g. jailbreaking) methods might have provided more
detailed electronic records, this was not expected during this examination. It is common when
working with mobile devices that extracting a full forensic image is not possible, and photographs
of relevant screens can form a suitable substitute, or addition, to any electronically extracted
records.

In the received report, photographs documented the following items:

e Unique identifiers from the SIM card and mobile phone (IMEI and model number)

e Previously connected WiFi network (_WestfieldFreeWiFi), including the mobile phone’s
MAC address used on the network. The BSSID of the WiFi network itself was not present in
the photographs, however, and thus the network could not be uniquely identified. This
information would likely only be available from an electronic extraction.

e Previously opened applications, including “Maps Go” and the “Chrome” internet browser

e One screenshot (Picture 3) showed the previous search on the Maps page, but it appears
the actions taken by the examiner to show this page in full caused the page to be refreshed,
resulting in the error “This site can’t be reached” in Picture 4. Documenting the examination
with a video (rather than still images), may have enabled a more complete capture of this
information.

e A cached copy of the contents of the “pastebin.com” website, as it would have existed at
the time it was viewed on the device.

¢ An internet history record showing a visit to the “pastbin.com” website (“Canberra Boating
Enthusi...”)

e Various screenshots showing that no content was present in other applications (e.g.
contacts, messages, files, etc.)

While no user data was expected to be retrieved from the SIM card, there should have been no
technical impediments to extracting all the data from the SIM. Depending on how the SIM was
handled, this may have included Location Area Information (LAI) identifying the last cell tower the
SIM was connected to, as well as additional verification of the identifiers from the SIM.
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Results, Case analysis, Interpretation and Conclusions

Responses are copied directly from the results submitted by laboratory 71219.

Outline any indication the device has been used by, or belongs to, MARRYAT

Even though evidence of user activity has been identified on the device (browser history and
Google Maps), it’s difficult to determine whether the device has been used by MARRYAT
specifically

Details of any contacts or links to other individuals of potential interest

No contacts of interest found on the device or SIM card.

The only contacts found, and on the SIM card, are Kids Help Line (1800 551 800),
Recharge&Manage Account (555) and Voicemail (321).

Details of any information about a potential meeting the afternoon of 4 August

Browser logs (Google Chrome) shows website (www.pastebin.com) being visited under pastebin
using account called ‘Canberra Boating Enthusiasts’. The Pastebin account site shows two
messages stating ‘Diddams Close Boat Ramp’ and ‘1500’ respectively. The messages appear to
indicate a location and time.

Maps Go app shows a map route what appears to be the Westfield Shopping centre to the
Diddams boat ramp.

Unable to identify any artefacts that would indicate the date for a potential meeting.

Information regarding locations, internet history, or other searches that may be relevant to
the investigation

Locations: Westfield Shopping Centre

Internet history: www.pastebin.com service being used to communicate between parties including
provision of an address and time

Details of any activities performed on the mobile device on the morning of 4
August 2023 just prior to his arrest

Unable to determine any activities performed on the mobile device on 4th of August 2023 prior to
MARRYAT.
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Forensic Foundations International’s comments

Conclusions provided by laboratory 71219 were appropriate, given the evidence that was able to
be obtained from the device. No specific identifiers were expected to be found that would directly
link MARRYAT to the device, other than the briefing note that stated the device was found in his
possession, and he was able to provide the PIN.

No contacts or messaging content was expected to be found; however, location information may
have been available on the SIM Card (Location Area Information), and if an electronic extraction
could have been performed it may have been possible to extract the BSSID for the

“ WestfieldFreeWiFi” network, which may link to a specific location through public databases of

known WiFi networks.

Notes indicated a map route from Westfield to the Diddams boat ramp was present, but this was
not fully documented in the ZRT report. Picture 3 appears to show only a partial image of this map,
and Picture 4 indicates the cached map picture may have now been lost.

The pastebin.com website visit and contents were appropriately noted. Additional information that
was present in the image (but was not easily visible from the report) would have included the time
the page was created, and the number of visits.

While the participant noted they were “unable to determine any activities performed on the mobile
device on 4th of August”, all activities noted were performed on this date. Due to the nature of the
way the information was uncovered (using the phone’s own interface, rather than an electronic
download), much of this information would not have been available to the examiner.
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APPENDIX A

FRNALGTRALIAN
POLICESERMCE

EXAMINATION REQUEST | EAS]
AND ITEM SUBMISSION

OFFENCE: Supply, manufacture or production of prohibited
drugs
DATE OF OFFENCE 4 August 2023

BRIEF STATEMENT OF FACTS

Jaxon MARRYAT was arrested near a shopping centre in the Northern suburbs
of Canberra at approximately 12:45pm on 4 August 2023 for possession of a
small quantity of methamphetamines.

The East Australian Police Service have been tracking an organised crime group who
are believed to have been importing and distributing prohibited drugs in Canberra and
surrounding town centres over the last few years. Officers suspect that MARRYAT
may be linked with the wider organised crime group.

While being questioned, MARRYAT stated that he was on his way to meet a “friend”,

and officers stated that MARRYAT appeared anxious about the possibility of missing
this meeting. MARRYAT refused to provide any details of his contact or the meeting
location, and officers believe he may have been on his way to collect a much larger

quantity of drugs for distribution. As well as the methamphetamines seized at the time
of his arrest, MARRYAT was also in possession of a mobile phone, that had been
powered down with the battery removed. The mobile phone was seized for further

examination.

MARRYAT stated he’d only just bought the phone, and only turned it on long enough
to set a PIN of “1234”.

ITEM SUBMITTED FOR EXAMINATION

Item 1 Grey ZTE P501 Mobile Phone + Optus SIM Card

EXAMINATION
REQUESTED

Examination is requested of the storage devices to identify:

any indication the device has been used by, or belongs to, MARRYAT,;

any contacts or links to other individuals of potential interest;

any information about a potential meeting the afternoon of 4 August;

any locations, internet history, or other searches that may be relevant to the

investigation; and

e details of any activities performed on the mobile device on the morning of 4
August 2023 just prior to his arrest.
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PROFICIENCYTESTING@FORENSICFOUNDATIONS
INTER-LABORATORY COLLABORATIVE TRIAL
2023-DFEE Mobile Phone

MANUFACTURER’S INFORMATION
Issued 19/03/2024

Introduction
The trial was designed to test the end-to-end acquisition and analysis procedures for a
seized exhibit. The exhibit provided was a mobile phone, together with the basic notes

written on the tamper-evident bag.

Scenario provided to the participants.

Jaxon MARRYAT was arrested near a shopping centre in the Northern suburbs of Canb
approximately 12:45pm on 4 August 2023 for possession of a small quantity of
methamphetamines.

The East Australian Police Service have been tracking an organised crime group who a
to have been importing and distributing prohibited drugs in Canberra and surrounding tc
centres over the last few years. Officers suspect that MARRYAT may be linked with the
organised crime group.

While being questioned, MARRYAT stated that he was on his way to meet a “friend”, an
stated that MARRYAT appeared anxious about the possibility of missing this meeting. M
refused to provide any details of his contact or the meeting location, and officers believe
have been on his way to collect a much larger quantity of drugs for distribution. As well :
methamphetamines seized at the time of his arrest, MARRYAT was also in possession
phone that had been powered down with the battery removed. The mobile phone was s
further examination.

MARRYAT stated he’d only just bought the phone, and only turned it on long enough to
of “1234”.

Aim

The aim of the program is to assess the facilities’ ability to:

document a received exhibit

forensically acquire the data from a mobile device and SIM card
identify and interpret relevant artifacts from the devices and
report on their findings.

Program design and assessment
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The trial was designed, coordinated and assessed by Forensic Foundations
International.

Trial production

The trials were produced at the facilities of Forensic Foundations International.
File creation
Item 1 Grey ZTE P501 Mobile Phone + Optus SIM Card

On 4 August 2023, between 10:30am and 12:30pm AEST, the following actions were taken with
the mobile phone (exact times varied for each device):

e Mobile phone was powered on with the SIM card inserted. The phone was allowed to

connect to the local cell tower, in the vicinity of Westfield, Belconnen, Australia Capital

Territory, Australia.

WiFi was enabled, and the device scanned for nearby networks

The device was connected to “Westfield WiFi”

The device’s PIN was set to 1234

The built-in web browser was used to visit the website pastebin.com/ny36zeS2

o The website contents had been pre-created on August 1, and included the text
‘Diddams Close Boat Ramp”, “1500”, and “Canberra Boating Enthusiasts”

Canberra Boating Enthusiasts
@ AGUEST EBJAUG1ST, 2023 @ 23 Yy 0 3 NEVER [E] ADD COMMENT

@ Not a member of Pastebin yet? Sign Up, it unlocks many cool features!

.83 KB | Cybersecurity | ¢} i)

Diddams Close Boat Ramp
15088

Google maps was opened on the device via the web browser
A search was conducted for “diddams close boat ramp”
Walking directions were requested

The user zoomed into parts of the map to view the route

The phone was powered off

Whilst electronic files and documentation are stable, there is a potential for physical damage in
transit, the electronics can be damaged by static electricity, and the storage itself can be altered or
damaged by magnetic fields.

No use by date was provided.
The major source of error during production included failure to provide enough information within

the phone to allow participants to analyse results, or to make it too difficult for participants to
access the information within the phone.
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Expected results

Documentation should be provided that uniquely identifies the mobile device and SIM card.

Data should be extracted from the mobile phone using forensic techniques that minimize changes
to the data on the device, and this process should be documented by the examiner. This may
include direct memory access tools or use of signal blocking hardware (such as faraday
bags/boxes). Data should also be extracted from the SIM card. The extracted data should be
bundled into a format which preserves the data and associated metadata (‘forensic image’), either
using automated tools, or a documented process. Any cryptographic hash values that were
calculated during the process should be noted.

An examination should be performed on the data contained within the forensic images.

SIM Card:
e Location Area Information (LAI) from the device should identify the area of Belconnen,
Australia Capital Territory, Australia.
- Unique ldentifiers should be extracted and reported on, such as ICCID and IMSI
- No user content (calls, SMS) is expected

As artifacts located on the mobile phone may differ depending on the methods used to extract the
data (physical/logical/adb/etc). The specific method used for acquisition should be described and
any limitations explained. Artifacts that may be located and should be reported on are listed below.
Note that artifacts may differ slightly between participants due to limitations in how the data was
generated.

Mobile Phone:

- Observed WiFi networks, cell tower information, or other location data. Locations should all
resolve to the area of Belconnen, Australia Capital Territory, Australia.

- Log records indicating power on/off events. User events should only be detected within the
“file creation” timeline identified above.

- Application log records indicating when applications were opened. Settings pages, google
maps, and google chrome were opened within the “file creation” timeline.

- Internet history records showing visits to “pastebin.com” and Google maps.

- Internet cache showing contents of “pastebin.com” or Google maps.

Other external information that may be provided:
- Records of likely locations from public databases of LAl or WiFi hotspots
- Contents of the “pastebin.com” website as it existed at the time of examination.

Where relevant artifacts are identified, sufficient information should be provided to allow another
examiner to identify the same artifacts from the original device, or the forensic image, for example:
- Full file path
- Metadata field name
- File offsets or line numbers

Times and dates from relevant activities and artifacts should be noted.

Any times noted should be unambiguous and include the time zone used to present the
information in the report (if this information is available).
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A consistent timeline of events linked to specific digital artifacts, should be provided which
describe a likely scenario for what occurred. This timeline should be consistent with the events
described in the “file creation” section above.

The major sources of error by the participant would be using acquisition tools or processes that did
not fully acquire all data, or that allowed data to be changed during acquisition. Other sources of
error may include failure to correctly interpret the data or missing or misinterpreting critical digital
artefacts.

END OF DOCUMENT
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2023-DFEE Feedback

Forensic Foundations International prides itself in providing flexible fit-for-purpose forensic
programs. The manufacture, distribution and assessment and reporting of this test has provided
and will provide the basis for continuous improvement for both Forensic Foundations International
and the forensic laboratories. To this end we would appreciate your comments to assist us to
improve the tests.

Please tick the appropriate box and make any relevant comments.
You can also complete this form at www.ffint.com.au/feedback

> ) > O
F @ N o2
=4 o g o 25 <
S > S ¥ z
& < < A i
1. Thg_test was too basic for our 0 . 0 . -
facility
2. Th.e samples supplied were . . 0 g 0
suitable
3. The. results r_equwed were not 0 - 0 - -
outlined sufficiently
4. Thg final report provided . . 0 . 0
suitable detail
5. The tests mvol_ved should be 0 . 5 - -
more challenging
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Please comment briefly on the following:

1. Are there additional aspects which could be included in the
test?
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forensic
FOUNDATIONS
INTERNATIONAL"

Forensic Foundations International’s Proficiency Tests are required to be fit-for purpose.
To assist us to provide the relevant tests, please use the following form to suggest further
tests for development. You can also complete this form at
https://www.ffint.com.au/proficiency-testing/proficiency-test-development/

Recommendation for Proficiency Test development

Contact Name

Email

Phone

Discipline/ subdiscipline

Specific issues(s) to be addressed*.
Note: The tests can be designed to be
multidisciplinary.

Suggested technical advisor (if known)

Suggested manufacturer (if known)

*  All Proficiency Tests will include the end to end process (receipt & continuity, triage,
description, examination, analysis, data generation, interpretation, reporting) but one
aspect may be of particular interest/focus.

This form can be emailed to guality@ffint.com.au or you can discuss your suggestions
on either +61 (0) 411 426 656 or +61 (0) 429 966 012
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