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Introduction

Design

Forensic Foundations International Proficiency Tests and Inter-laboratory Collaborative Trials are
designed to address the following points:

* Relevance to forensic science laboratories

« Limitation of any potential context information

* The end-to-end forensic process

« Knowledge of the ‘ground truth’ of samples

* Importance of consistency between tests

« Cost affordability for the laboratories

In addition to this exercise being a test of laboratory procedures using controlled items, we also
anticipate that it will enable participants to evaluate the quality of their analytical results against
those from other laboratories and observe how other laboratories express their opinions or
advise for their clients. To enable this, we requested that participants submit the following:

¢ An outline of the methodology used; and

e Their opinion in the format that they would provide to the court.

Forensic Foundations International g :
Proficiency Tests and Inter-laboratory ~ FOrensic Science Standards

Collaborative Trials are designed to e e | S I -
test the end-to-end forensic ) Crime Scene ce Ny Analysis of

examination process. The AS 5388 and ° '
the 1SO 21043 series of Standards * * ol o
describe the forensic examination Standard Standard Standard

process from collection to reporting. i B O | il 6 b
This figure? illustrates the inter- ¢ Recording - samping : Cloiatons |- Resds
relatedness of all steps in this process  Packaging - Analysis « Verifcation

. * Transport |+ Comparison *  Opinions
and was used as the basis of the - Stoge | |+ ldentificaton | - Condusions

Australian Standards’ development.
The figure is also used as the basis of the development of Forensic Foundations International
Proficiency Tests and Inter-laboratory Collaborative Trials.

Annually, within each discipline, there is one end-to end Test/Trial which commences with item
collection and/or receipt and includes all the subsequent examination / analysis steps, culminating
in the reporting of results, the process therefore reflects actual forensic casework.

In addition, there may be Proficiency Tests which examine one or more activities within the end-to-
end process. 2023-DF1 is an example of the latter.

Individual laboratory results remain confidential.

The Final Report of this 2023-DF1 round of Inter-laboratory Collaborative Trial is publicly available
via the Forensic Foundations International web site. Participating laboratories may use the report
as outlined in their respective laboratory policies. Any request to review and/or appeal the
evaluation of a laboratory’s performance should be made via the agency responsible for the
distribution of the test or directly to Forensic Foundations International.

1James Robertson, Karl Kent & Linzi Wilson-Wilde (2013) The Development of a Core Forensic Standards Framework for Australia, Forensic
Science Policy & Management: An International Journal, 4:3-4, 59-67
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2023-DF1 Digital Forensics

In order to minimise contextual bias in the interpretation, the information relating to the ‘offence’
was minimal.

This trial provided a mechanism for participating laboratories to review their results and those of
other laboratories to facilitate?3&4
¢ An evaluation and appraisal of their performance including:
o Comparison of a facility’s performance with other facilities
o monitoring of a facility’s long-term performance
e Continuous improvement including:
o staff education, training, and competence monitoring
o evaluation of methods, including the establishment of method precision and
accuracy
o contribution to a facility’s overall risk management process
e Corrective action (where required)
e Confidence building with interested parties (e.g. customers, accreditation bodies,
regulators, specifiers).

This proficiency test was distributed to 4 participants, 3 participants submitted results during this
round of testing.

The participants were provided with three small media items.

Items were sealed in tamper evident bags and included descriptors for continuity purposes.

Disclaimers:

The data contained in this report and any observations made are based on the material
provided by the participants; however, it is understood that the laboratories may hold
additional material which supported the findings reached.

English appeared to be the second language of some participants. It is acknowledged
that, on occasions, the submitted results may not exactly reflect their findings.

2 1S017025 (2017) General requirements for the competency of testing and calibration laboratories.

3 NATA (2021) General Accreditation Criteria Proficiency Testing Policy

4 ANAB ISO/IEC 17025:2017 — Forensic Science Testing and Calibration Laboratories Accreditation Requirements (2019)
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Report Summary

This proficiency test was distributed to 4 participants, 3 participants submitted results.

Examination / Analysis

Based on the information provided, the tests/tools used by the participants appeared appropriate

Analvytical Results

All participants indicated that they took forensic images of the devices using write blockers. One
(1) participant specifically mentioned the testing procedures and tools that were used to verify the
write blocker. All participants provided MD5 hash images of the captured forensic images, and one
also provided SHA1 values.

All three (3) participants had tools that could:
« take forensic images from all three different interfaces using a write-blocker; and
» correctly process and extract valid information from all three filesystems.

Each device provided used a different, but commonly used, connection interface (SDHC, USB
Type A, and USB Type C). Each device was also formatted with a different file system (FAT,
exFAT, and NTFS). Each filesystem has differences in the storage and meaning of dates and
times and other metadata. Analysis should describe these differences and ensure they are
considered when reporting findings.

Only one participant specifically addressed these differences.

One participant incorrectly identified the file system of one item.

Interpretation, Conclusions and Reported Results

Understanding and interpretation of the files and artifacts present differed between the
participants. Two participants specifically identified macOS and Windows artefacts and provided
explanations as to their relevance. The “last printed” date of the two key Microsoft Word
documents was only specifically identified by one participant.

Artefacts and information that was expected to be reported on is summarised below.

The NTFS device (SanDisk 16GB USB Type A Thumb Drive SDCZ50) contained:

e Various documents downloaded from the (publicly available) NSW Police website

e Alternate Data Stream (ADS) information that contained the full URLs where these files
were downloaded.

¢ While one document was marked as “Sensitive”, all documents were available publicly on
the NSW Police website.

e No indication that the device had been used outside a Microsoft Windows operating
system.

The exFAT device (SanDisk 32GB USB Type C Thumb Drive SDCZ460) contained:
e Deleted Microsoft Word documents that had been copied from a Microsoft Windows
operating system
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e Artefacts that suggested the device had been connected to an Apple macOS operating
system (specifically, running macOS 12 Monterey).

e Microsoft Word metadata that indicated that documents had been printed on the evening of
9 May, 2023.

The FAT32 device (SanDisk Ultra 32GB SDHC Card) contained:
e Five (5) deleted JPG photographs of the printed Microsoft Word documents.
e Metadata that provided a make and model of a digital camera (“Canon PowerShot A480”)

e The time and date on the Canon PowerShot camera was set 2 years earlier (9 May 2021,
rather than 9 May 2023).

All devices contained time and date metadata that, when combined, would have provided a
consistent timeline of events.

Two participants provided a timeline that outlined a consistent view of key events.

Only one (1) participant specifically noted the discrepancy with the date on the Canon PowerShot
camera.

2023-DF1-A Digital Forensics This document is UNCONTROLLED ifprinted Page 6 of 24

WEF-03-A-5 Issue 3 Date 4/4/23 Issued by DGP



Laboratory Responses

Examination / Analysis

| 61584 | 71219 | 81785
Tools
FTK Yes TOOLKIT(ver
7.4.2.349)
EnCase Yes V22.1 - Used to acquire ver 8.05
exhibits EX00535, EX00536
and EX00537 as EO1.
X-Ways V20.8
Nuix V9.10
Cellebrite V10.7
Autopsy / TSK Yes ver 4.20.0
FTK Imager V4.7 ver 4.5.0.3
Magnet Forensics AXIOM V7.2
Tableau UltraBay 4 VApr 28 2021 14:20:56
macOS Artifact Parsing Tool V1.5.8
Belcasoft Evidence Centre | Yes
PC3000 Yes
Examination Techniques
Evidence Hash Verification | Yes Yes (MD5 only) Yes (MD5 and
(MD5 only) SHA1)
Write blocker test Yes Yes Tableau Forensic
USB 3.0 Bridge
File signature check Yes Yes Yes
File carving Yes Yes Yes
MFT record carving Yes
File hash match Yes Yes Yes
(notable/ignore)
Examine logs Yes Yet, Spotlight database
Examine internet history Yes
Keyword searching Yes Yes
File metadata analysis Yes Yes, Document metadata, Yes
EXIF metadata
Extended attribute analysis Yes

Laboratory 61584 provided no uniquely identifying marks from the three supplied media devices,
only the model numbers that had been provided in the provided documentation. It was noted that
there were no signs of mechanical damage to the devices.

Laboratory 71219 provided details of continuity, including the state and identification number of the
tamper evident bag the items were received in, and the exact details of the items received
including photographs and serial numbers. While it was stated that devices were re-sealed in
tamper evident bags after examination, no photographs or details of the bag were provided.

Laboratory 81785 provided a general description of the devices provided (e.g. “A-type 16 GB USB
drive”), but no specific details of the physical exhibits, and no direct correlation between the
provided list and the received exhibits. Inconsistent names for the devices were used throughout
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the report. Further make and model information extracted from the electronic devices themselves
was later provided.

Forensic Foundations International’s comments

While this trial did not specifically request information regarding continuity/chain of custody, this
information should be documented to validate the electronic devices could not have been altered
or tampered with using traditional means (e.g. photographs, written documentation). Laboratories
may record continuity details (such as photographs and details from tamper evident seals) in
different locations. Electronic exhibits can be validated using cryptographic hashes (such as MD5,
SHA1, SHA256). Continuity documentation should extend to the end of the examination, ensuring
the state of the exhibits can be confirmed by a future re-examination.

Individual evidence items should be uniquely described within the report using clear, consistent
terms. Use of lab-issued (e.g. EX108984) or report/investigation-specific item numbers (e.g. “ltem
1”) may be appropriate where simple descriptions of items may not otherwise be possible.

Based on the information provided, the tests/tools used by the participants appeared appropriate.
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Analytical Results

Laboratory 61584
Acquisition and Handling Processes

Laboratory 61584 created forensic images of the three devices. The explanation of which tools
and processes were used for each device were somewhat unclear. It appears a combination of the
use of a PC3000 device and direct connection to the examiners machine via a “blockrater” were
used to take the forensic images, and these images were examined by mounting the files as a
“virtual disk”.

MD5 Hash values were taken of all devices (although it was not clear from the report provided
which hash value referred to which device).

Analysis and Results

Inaccurate information was provided on the filesystem of the SanDisk 16GB USB (Type A) Thumb
Drive SDCZ50 — the drive was formatted as NTFS, however the written report states the file
system was “ExFAT".

Report names, and details of artefacts found on specific devices also did not match expectations.
Report titled “Report for Type-c” contained details of artefacts from the “Type A” USB drive
(“SanDisk 16GB USB Type A Thumb Drive SDCZ50”), and “Report for SanDisk USB” contained
details of files that were expected to be found on the “Type C” USB drive (“SanDisk 64GB USB
Type C Thumb Drive SDCZ460”).

The written report stated that the following items were identified on the three devices:
e 16gb Sandisk USB: 8 files saved by “Kimmy GREEN".
e 32gb SDHC card: no files containing any information about Green
e Atotal of 9 “docx”, 3 “pdf”’ and 3 “jpg” files.

The electronic report provided details of files identified on the three devices:
e Report for SanDisk USB: provided details and exported copies of 31 files, and keyword hits
for the terms “police” and “green”
e Report for SDHC: included EXIF metadata for 15 JPEG files
e Report for Type-c: included details of 7 “web downloads, 7 files, and keyword hits for terms
“police”, “green”, and two email addresses that were present in publicly available files.
Tagged files were associated with a “User Name” that was not present on the original

evidence and is presumed to be the analyst who performed the examination.

While documents and photographs had been recovered from the electronic exhibits, there was no
analysis provided of the metadata present on these devices. The reports stated that “information
about additional electronic devices was not detected”.
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Laboratory 71219
Acquisition and Handling Processes

Specific write blocking devices and firmware used were identified, and it was noted that annual
validation tests of write block devices are performed to confirm accurate functionality.

Forensic images were taken, MD5 hash values were recorded, and serial numbers were noted for
all exhibits. Exhibit Numbers (presumed by Forensic Foundations International to have been
allocated by the laboratory) were given to each device as noted in the table below.

Exhibit Number Description

EX00535 SanDisk 16GB USB (Type A) Thumb Drive SDCZ50 (serial no:
BL2302261762)

EX00536 SanDisk Ultra 32GB SDHC Card (serial no: BM22293000452G)

EX00537 SanDisk 64GB USB (Type C) Thumb Drive SDCZ460 (serial no:
BN21120034512)

Analysis and Results

Relevant artefacts across all three devices were located and explained appropriately. Clear
explanations were provided for the relevance of identified files and artefacts, along with a
consistent timeline of events.

Reasonable assumptions were made, and clearly explained in the final report, including an
explanation for potential “skew” of the Canon PowerShot A480 clock.

Laboratory 71219 explained differences in the file systems present on all three devices, and
provided a clear explanation of the process, which was used to provide a consistent timeline,
including:
» Atimezone of UTC+10 (AEST) was determined from examining the exFAT filesystem
« It was assumed the dates present in the FAT32 filesystem were stored in the same
timezone.
+ Dates and times stored on the NTFS filesystem (stored in UTC) were presented in AEST
for consistency.

Dates and times were provided for reported artefacts and were accurately presented in AEST
(UTC+10).

Volume labels (user-provided names given to mass storage devices) were provided for two of the
devices, along with an explanation of the potential relevance to identifying the owner of the device
(e.g. “GREEN” and “AEPOL”).

Details of documents that were located on the three devices were detailed, including relevant

metadata.

“Last printed’ and “Author” fields were extracted from the Microsoft Word documents

* The macOS Operating system version was extracted from the operating system artefacts

+ Camera make and model was identified

e EXIF dates (‘photo taken’ dates typically recorded by the camera) were not included.

e Zone.ldentifier files were examined, and the source website (www.police.nsw.gov.au) was
identified.
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Relevant files were identified on all three devices, along with all relevant metadata and an
explanation as to the potential relevance of the files.

Two (2) MS Word documents were recovered with ‘Law Enforcement: Sensitive’ markings
deemed to be sensitive (non-public) police information.

Five (5) photographs were recovered. The content of these photographs were noted to be
the same as the two (2) MS Word documents (“image content is similar to...”). These
documents were marked as ‘Law Enforcement: Sensitive’.

It was noted that many of the other documents were “downloaded from the NSW Police
website”. As the files were publicly available, these were deemed to be non-sensitive

One (1) file from the NSW Police website that contained a marking of ‘Sensitive’ was
determined to be relevant and included in the report.

Documents and filesystem metadata were found on these devices that indicated the presence of
additional electronic devices.

Operating system artefacts “related to Apple devices” were noted on this device,
specifically:

o Spotlight database;

o Extended attribute file;

o ‘.Trashes’ folder.
Explanations for these artefacts were provided, along with metadata extracted that provided
dates, times, and additional information about the Apple device (macOS Monterey, v12.6.6)

It was noted that metadata found on recovered photographs from the SDHC card indicated
they had been taken on a Canon Powershot A480 camera.
Apple operating system artefacts (specifically extended attributes, and a ‘. Trashes’ folder)
were also identified on the SD card, along with relevant metadata.
Documents identified on the 16GB USB drive were noted to have been likely downloaded
from the NSW Police website. It was further noted that the times associated with these files
indicated they were downloaded during the time when GREEN was rostered to work, 9 May
2023 0800-1600 hours.

o A typo was present that stated these documents were located on “EX00536” (instead

of EX00537)

The laboratory specifically noted that an Apple device (or devices), as well as a “Canon
PowerShot A480” camera may be of relevance. It was further noted that internet or web proxy logs
may be able to provide further context.

Laboratory 81785

Acquisition and Handling Process

A description was provided of the overall acquisition process, and the use of a Tableau write-
blocker. Forensic images were taken, MD5 and SHA1 hash values were recorded, and firmware
serial numbers were noted for all exhibits.

The laboratory noted the use of multiple analysis tools to “ensure a comprehensive analysis” and
to perform “cross-validation”.
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Analysis and Results
Details of artefacts, records, or files that may identify times and dates of relevant activities

A detailed timeline was provided that included references to various relevant artefacts from the
electronic evidence. Dates and times were accurately reported in AEST.

Details of artefacts, records or files that may identify the owner or user of the device(s)

A volume label (user-provided names given to mass storage devices) was provided for the
SanDisk 16B USB (Type A) Thumb Drive SDCZ50 (“GREEN?”). It was noted this volume label was
indicative of the drive being “owned by” GREEN.

Dates and times found within the SanDisk 64GB USB (Type C) Thumb Drive SDCZ460 were
identified that correlated to the time that it was known that Kim Green was working (0800-1600
AEST on 9 May 2023).

It was “speculated” that the SanDisk Ultra 32GB SDHC Card contained photographs that were
“likely taken by GREEN”. Care should be taken when attributing any actions to a specific
individual, as digital evidence alone is highly unlikely to be sufficient to justify such a conclusion.

Locate any artefacts, records or files that relate to sensitive (non-public) police information

The laboratory distinguished between “sensitive” and non-sensitive documents based on the
markings contained within the documents (e.g. “FFINT — Law Enforcement: Sensitive” or
“Sensitive”). While reference was made to many of the documents having been downloaded from
“police.nsw.gov.au” (the public NSW Police website), this was not mentioned as being potentially
relevant to determining sensitivity.

Locate any artefacts that might indicate the storage devices or sensitive documents have been
used or shared outside the Australian Eastern Police Service or additional devices that may be
relevant to the investigation

Artefacts were identified on two devices and were noted to indicate they had been “connected to a
MacBook”, including “hidden folders” (.Trashes, .Spotlight-V100, and .Temporaryltems) as well as
the “.fseventsd” folder. Explanations were provided for each of these artefacts, and it was noted
that the time these were created (“19:12 pm”) was outside of Kim Green’s shift hours.

Forensic Foundations International’s comments

All laboratories indicated that they took forensic images of the devices using write blockers. One
(1) laboratory specifically mentioned the testing procedures and tools that were used to verify the
write blocker. All participants provided MD5 hash images of the captured forensic images, and one
also provided SHA1 values.

Care should be taken when attributing artefacts and results to specific items.

Each device provided used a different, but commonly used, connection interface (SDHC, USB
Type A, and USB Type C). Each device was also formatted with a different file system (FAT,
exFAT, and NTFS). Each filesystem has differences in the storage and meaning of dates and
times and other metadata. Analysis should describe these differences and ensure they are
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considered when reporting findings. Only one laboratory (71219) specifically addressed these
differences.

All three (3) participants had tools that could:
+ take forensic images from all three different interfaces using a write-blocker; and
» correctly process and extract valid information from all three filesystems.

Interpretation, Conclusions and Reported Results

Laboratory 61584
Forensic Foundations International summary of conclusions

While some documents and files were recovered during this examination, explanation of the files
recovered, and their significance, was not provided in the written or electronic reports.

Significant inconsistencies were present in the reports. No clear conclusion or interpretation was
provided.

Facility notes

Contained in one SanDisk Ultra 32gb SPHC Card flash memory device, and among the recovered
data were found 3 photos of additional electronic devices believed to be related to the
investigation, stored in the form of files with the extension “jpg”. One SanDisk 16gb USG (type A)
thumb drive SDCZ50 and one SanDisk 64gb USB (type C) thumb drive SDCZ460 flash drives,
and the recovered data included a handbook believed to be related to the investigation.
Information about additional electronic devices was not detected.

According to Section 18.5 of the CPC and Section 24 of the “forensic examination act of xxxxxx”
One piece of SanDisk 16gb USB (Type A) thumb drive SDCZ50, one piece SanDisk 64gb USB
(type C) thumb drive SDCZ460 ad one piece SanDisk Ultra 32gb SPHC Card flash memory
devices that reflect the use of distribution of these memory devices outside the Australian Eastern
Police Service, we inform that it is impossible to draw conclusions.

Laboratory 71219
Forensic Foundations International summary of conclusions

All expected files and artefacts were reported on, and appropriate metadata was provided to
support the conclusions and interpretations presented in the report.

Analysis and interpretation were clearly separated from ‘facts’. A timeline of events was provided
that included clear sources for the relevant events, including those obtained from the electronic
evidence as well as events provided in the initial request for examination. Inconsistencies with the
date of the Canon camera were clearly explained and justified. Artefacts that were relied upon to
justify claims involving additional electronic devices (e.g. macOS computer) were clearly
explained.
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Facility notes
EX00535

The analysis of EX00535 identified two (2) x deleted and recoverable MS Word documents,
‘CORONERS COURT OF NEW SOUTH WALES.docx’ and ‘Witness Statement.docx’. The
contents of the documents appear to contain information of a sensitive nature as marked by its
document classification, ‘FFINT — Law Enforcement: Sensitive’. The document metadata for both
documents indicated that the last author was Kimmy Green.

The analysis of these folders and files were indicative that EX00535 had been connected to one or
more Apple device(s), possibly running MacOS Monterey and the documents were deleted whilst
using the Apple device.

Furthermore, the last modified date/time for the two (2) documents and file creation date/time
extended attribute file were indicative of the documents accessed on an Apple device.

EX00536

The analysis of EX00536 identified five (5) x deleted and recoverable photographs. The review of
the photograph metadata information indicated that each photograph was taken using a Canon
PowerShot A480 camera and taken on the 9th May 2021.

The content of the photographs appear to be printed pages from the two (2) x MS Word
documents ‘CORONERS COURT OF NEW SOUTH WALES.docx’ and ‘Witness Statement.docx’.
Based on the document metadata both were created in February 2023 and January 2023
respectively and last printed on the 9th May 2023, thus making it unlikely that the photographs
were taken two years ago on the 9th May 2021. The Canon PowerShot A480 camera date/time
settings was likely to be inaccurate and skewed two (2) years behind.

Located within the ‘. Trashes’ folder were the five (5) x photographs, and for * MG_0826.JPG’, a
corresponding Apple extended attribute file was found ‘. IMG_0826.JPG’. The creation date for
._IMG_0826.JPG’ was 09/05/23 07:16:12 PM thus indicative that the photograph was accessed at
this time, and further supporting the inference that:

+ the photographs were taken on the 9th May 2023 and;

+ EXO00536 had been connected to one or more Apple device(s).

EX00537

The analysis of EX00537 located:

* one (1) x allocated MS Word document;

« five (5) x allocated PDF documents and;

» one (1) x deleted and recoverable PDF document.

The documents were likely downloaded from the NSW Police website as indicated by the zone
identifier file, also located on the device. Based on the file creation date of the documents, these
were conducted during GREEN's rostered shift.
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Laboratory 81785

Forensic Foundations International summary of conclusions

Most expected files and artefacts were reported on, and appropriate metadata was provided to
support the conclusions and interpretations presented in the report. Key gaps include Microsoft
Office metadata that indicated that key documents had been printed on the evening of 9 May
2023.

Some claims were made that were not clearly identified as ‘opinions’ or ‘analysis’ that could not be
justified from the electronic evidence alone (e.g. “access occurred... outside of the shift hours...
indicating an attempt to share sensitive information”). A timeline of events was provided that
supports a consistent story, however sources of the information were not clearly provided for each
entry in the timeline. Inconsistencies with the date of the Canon camera were not explained, and
dates in the provided timeline had been adjusted to 2023 without justification.

Facility notes

As a result of the analysis, we have obtained evidence indicating that GREEN leaked confidential
documents from within the police department.

Firstly, during GREEN's shift working hours on 9 May 2023, a confidential document named 'gipa-
access-application.pdf' was downloaded. We also confirmed that GREEN had a conversation with
a journalist from The Herald.

Subsequently, two more confidential documents, namely 'CORONERS COURT OF NEW SOUTH
WALES.docx' and 'Witness Statement.docx’, were created on the USB. The paths to these
documents were identified on the seized storage media.

Furthermore, access history to 'CORONERS COURT OF NEW SOUTH WALES.docx' and
'Witness Statement.docx’ was found beyond GREEN's working hours, suggesting external access.

These documents were captured through a CANON PowerShot A480 camera and saved onto a
32GB SD card. Additionally, we discovered that confidential documents related to the investigation
conducted by the police department on 11 May 2023, were published by the Eastern Australian
Herald.

Furthermore, through file carving, we discovered that on GREEN's 32GB SD card, there were
docx and image files with red text reading 'FFINT-Law Enforcement: Sensitive' either above or
below the document content. Additionally, on the SanDisk

64GB USB, we found PDF files with red text labelled as 'Sensitive' above the document content.
We confirmed that these files were moved or created on the 16GB USB and 32GB SD card, and
then subsequently deleted. Through our analysis, we have substantiated that GREEN leaked
confidential police department documents both during and outside of their working hours on 9 May
2023.
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Forensic Foundations International’s comments

Understanding and interpretation of the files and artifacts present differed between the
laboratories. Two participants specifically identified macOS and Windows artefacts and provided
explanations as to their relevance. The “last printed” date of the two key Microsoft Word
documents was only specifically identified by one participant.

Artefacts and information that was expected to be reported on is summarised below.

The NTFS device (SanDisk 16GB USB Type A Thumb Drive SDCZ50) contained:

e Various documents downloaded from the (publicly available) NSW Police website

e Alternate Data Stream (ADS) information that contained the full URLs where these files
were downloaded.

e While one document was marked as “Sensitive”, all documents were available publicly on
the NSW Police website.

e No indication that the device had been used outside a Microsoft Windows operating
system.

The exFAT device (SanDisk 32GB USB Type C Thumb Drive SDCZ460) contained:
e Deleted Microsoft Word documents that had been copied from a Microsoft Windows
operating system
e Artefacts that suggested the device had been connected to an Apple macOS operating
system (specifically, running macOS 12 Monterey).
e Microsoft Word metadata that indicated that documents had been printed on the evening of
9 May, 2023.

The FAT32 device (SanDisk Ultra 32GB SDHC Card) contained:
e Five (5) deleted JPG photographs of the printed Microsoft Word documents.
e Metadata that provided a make and model of a digital camera (“Canon PowerShot A480”)
e The time and date on the Canon PowerShot camera was set 2 years earlier (9 May 2021,
rather than 9 May 2023).

All devices contained time and date metadata that, when combined, would have provide a
consistent timeline of events. Two participants provided a timeline that outlined a consistent view
of key events. Only one (1) participant specifically noted the discrepancy with the date on the
Canon PowerShot camera.
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APPENDIX A

FRNALGTRALIAN
POLICESERMCE

EXAMINATION REQUEST | EAS]
AND ITEM SUBMISSION

OFFENCE: Unauthorised access to, use of or disclosure of
police information
DATE OF OFFENCE 9 May 2023

BRIEF STATEMENT OF FACTS

Details of a recent sensitive investigation conducted by the Eastern Australian Police
Service were published by the East Australian Herald on 11 May 2023.

Internal Investigations have discovered the desk phone of Constable Kimberly
GREEN, who was involved in the investigation, made a call to a journalist at The
Herald at 3:31pm (AEST, UTC+10) on 9 May 2023. Const. GREEN has since been
suspended pending investigation, and various items found in GREEN’s desk have
been seized.

GREEN states that she never shared or disclosed any police information, and her call
to The Herald journalist was of a personal nature unrelated to the investigation.

Internal Investigations have seized multiple electronic storage devices found in
GREEN’s desk, to determine if they contain any information relevant to the
investigation, or an indication of additional electronic devices that should be
located/examined.

Officers in the Eastern Australian Police Service occasionally use digital cameras and media
devices for official purposes. Unless specific authorisation has been provided, however, these
devices must remain in the office and should not be connected to anything other than the
\Windows desktop computers provided by the Service. GREEN was rostered on a 0800-1600
shift on 9 May 2023.

ITEM SUBMITTED FOR EXAMINATION

+ 1x SanDisk 16GB USB (Type A) Thumb Drive SDCZ50
+ 1x SanDisk 64GB USB (Type C) Thumb Drive SDCZ460
+ 1x SanDisk Ultra 32GB SDHC Card

EXAMINATION REQUESTED

Examination is requested of the storage devices to identify:
« any indication the devices have been used by, or belonged to, GREEN
« any documents or files that contain sensitive (non-public) Police information

« any artefacts that might indicate the storage devices or documents have been
used or shared outside the Australian Eastern Police Service and

+ any information that can be obtained about additional electronic devices that
may be relevant to the investigation.
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APPENDIX B PO Box 2279, Ringwood North VIC 3134

Office: 03 9018 8919
Mobile: 0429 966 012

F forensic admin@forensicfoundations.com.au

FOUNDATIONS www.forensicfoundations.com.au

INTERNATIONAL" ABN 23 839 112 155 ACN 130 236 618
ISO/IEC 17043

PROFICIENCYTESTING@FORENSICFOUNDATIONS
INTER-LABORATORY COLLABORATIVE TRIAL
2023-DF1 Small Media

MANUFACTURER’S INFORMATION
Issued 15 January 2024

Introduction
The trial was designed to test the end-to-end acquisition and analysis procedures of a s
exhibit. The exhibit provided were small media that had been collected, together with the

basic notes written on the tamper-evident bag.

Scenario provided to the participants.

Details of a recent sensitive investigation conducted by the Eastern Australian Police Se
published by the East Australian Herald on 11 May 2023.

Internal Investigations have discovered the desk phone of Constable Kimberly GREEN,
involved in the investigation, made a call to a journalist at The Herald at 3:31pm (AEST,
on 9 May 2023. Const. GREEN has since been suspended pending investigation, and v
items found in GREEN’s desk have been seized.

GREEN states that she never shared or disclosed any police information, and her call tc
Herald journalist was of a personal nature unrelated to the investigation.

Internal Investigations have seized multiple electronic storage devices found in GREEN’
determine if they contain any information relevant to the investigation, or an indication o
electronic devices that should be located/examined.

Officers in the Eastern Australian Police Service occasionally use digital cameras and
media devices for official purposes. Unless specific authorisation has been provided,
however, these devices must remain in the office and should not be connected to
anything other than the Windows desktop computers provided by the Service. GREEN
was rostered on an 0800-1600 shift on 9 May 2023.

Aim

The aim of the program is to assess the facilities’ ability to:
e document a received exhibit
e examine the data as provided
e identify relevant filesystem and file metadata artifacts created by different
operating systems (Windows, MacOS, and a digital camera) and
e report on their findings.
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Program design and assessment

The trial was designed, coordinated and assessed by Forensic Foundations
International.

Trial production

The trials were produced at the facilities of Forensic Foundations International.
File creation

Three separate devices were used to generate the data on the small media items:
- A Windows PC
- A MacBook Pro
- A PowerShot digital camera

The time was set on the Windows PC to 14:23 on 19 October 2020 (AEDST, UTC+11), then the
16GB SanDisk Cruzer was formatted with an NTFS filesystem, and the volume name “AEPOL”.

The time was then adjusted to 9 May 2023 10:13am (AEST, UTC+10) and the following actions
performed:

- Files were downloaded from the public website “police.nsw.gov.au” to the local disk of the

Windows PC.

- The 16GB SanDisk Cruzer was attached to the Windows PC

- The downloaded files were copied to the 16GB SanDisk Cruzer

- The file “booklet shoplifting” was opened with WordPad.

- The file “Test_2.pdf’ was opened with a PDF viewer

- The file “Test_2.pdf’ was then deleted

- The 16GB SanDisk Cruzer was “Safely Removed” from the Windows PC

The time of the Windows PC was then adjusted to 3:31pm (AEST, UTC+10), and the following
actions were performed:

- The 64GB SanDisk Ultra was connected to the Windows PC and formatted using the
exFAT filesystem.

- Two Microsoft Word documents (“CORONERS COURT OF NEW SOUTH WALES.docx”
and “Witness Statement.docx”) were copied to the 64GB SanDisk Ultra. Both documents
were marked with the words “FFINT - Law Enforcement: Sensitive” in the header of the
document.

The time of the MacBook Pro was set to 7:00pm on 9 May 2023 (AEST, UTC+10), and the
following actions were performed:
- The 64GB SanDisk Ultra was connected to the MacBook Pro
- Both word documents were opened using Microsoft Word and printed on a local printer.
- Both documents were saved upon closing

The time on the Canon PowerShot camera was then set to 7:10pm on 9 May 2023 (AEST,
UTC+10), and the following actions performed:

- A new 32GB SD card was placed in the camera

- Five (5) photos were taken of the printed documents
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The following actions were then performed on the MacBook Pro:
- The SD card from the Canon PowerShot camera was connected to the MacBook Pro
- A few minutes later, the SD card was disconnected from the MacBook Pro
- The 64GB SanDisk Ultra was connected to the MacBook Pro, and all documents were
deleted.

The time on the Canon PowerShot camera was then set to 7:40pm, and the following actions were
performed:
- All photos were deleted using the built-in functions of the camera

The three media items (16GB SanDisk Cruzer, 64GB SanDisk Ultra, and the 32GB SD card) were
then all connected via a write-blocker and imaged using dcfldd. MD5, SHA1, and SHA256 hashes
were taken of each device.

16GB SanDisk Cruzer

Total (md5): b2ea24dcbcc65c4fe96a47aafc1f5184

Total (shal): 1cOefOce0c9b7874elbfce45836b891116fedd4e

Total (sha256): 9b317634afcel16662cd06ed890407b838f43fb8cff9977c30af059309cabd71a

64GB SanDisk Ultra

Total (md5): 5dd36859¢ch3c669c620d4a5e3333f5¢c4

Total (shal): 3405a9e2cb66b33bea9c7ee006c4918a076e410

Total (sha256): 0765895f43ad21f4e84ec48444440e5a172690b64bcc6aace6d7063f3eab83ec

32GB SanDisk SDHC Card

Total (md5): f11b66e1c48e040a91fb70a5a00c5720

Total (shal): f80f052579093¢c363340c96793c017db9f9202ca

Total (sha256): 9dcbd1dcb461dbd02c64698ffd256ee29e9dae3bdb348e2e77453856304286¢el

Duplicates of each media item were then created using the created images and restoring them to

new identical devices using dcfldd. Hashes were verified against the destination drives to verify
the images had been restored successfully.

Whilst electronic files and documentation are stable, there is a potential for physical damage in
transit, the electronics can be damaged by static electricity, and the storage itself can be altered
or damaged by magnetic fields.

No use by date was provided.

Expected results

Documentation should be provided that uniquely identifies each of the received small media
devices, and verifies they match the details that were provided on the tamper-evident bag.

A forensic image of each of the supplied devices should be taken, and this process should be
documented by the examiner, including noting any cryptographic hash values that were calculated
during the process.

An examination should be performed on the data contained within the forensic images.

16GB SanDisk Cruzer:
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- Documents may be identified on the device

- If documents are reported on, metadata should be identified that demonstrates the files
were likely downloaded from the public NSW Police website.

- These documents were not relevant to the investigation.

64GB SanDisk Ultra
- Deleted Word documents should be recovered
- Metadata should be extracted from the Word documents that identifies:
o Any user account details, or references to the PC that opened the documents.
o Details of when the document was printed
- Files and filesystem metadata should be reported on that confirms the USB drive has been
connected to a MacOS computer, including any relevant dates and times.

32GB SanDisk SDHC Card:
- Deleted photographs should be recovered
- Any relevant metadata from the photographs should be reported on (such as camera make
and model, and the time the photos were taken)
- Files and filesystem metadata should be reported on that confirms the USB drive has been
connected to a MacOS computer, including any relevant dates and times.

Where relevant artifacts are identified, sufficient information should be provided to allow another
examiner to identify the same artifacts from the original device, or the forensic image, for example:
- Full file path
- Metadata field name
- File offsets or line numbers

Times and dates from relevant activities and artifacts should be noted.

Any times noted should be unambiguous and include the time zone used to present the
information in the report (if this information is available).

A consistent timeline of events linked to specific digital artifacts, should be provided which
describe a likely scenario for what occurred.

The major source of error by the participant would be failure to correctly interpret the data or
missing or misinterpreting critical digital artefacts.

Amendment Record:

Issue Date | Comments

16/7/24 Found that Document control footer was missing, minor editorial
improvements.

END OF DOCUMENT
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2023-DF1 Feedback

Forensic Foundations International prides itself in providing flexible fit-for-purpose forensic
programs. The manufacture, distribution and assessment and reporting of this test has provided
and will provide the basis for continuous improvement for both Forensic Foundations International
and the forensic laboratories. To this end we would appreciate your comments to assist us to
improve the tests.

Please tick the appropriate box and make any relevant comments.
You can also complete this form at www.ffint.com.au/feedback
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1. The_:_test was too basic for our 0 . 0 . C
facility
2. Th_e samples supplied were 0 . 0 - :
suitable
3. The_ results r_e_quwed were not 0 B 0 T 0
outlined sufficiently
4. The_ final report provided 0 B 0 T 0
suitable detail
5. The tests |nvoI_ved should be 0 0 0 0 0
more challenging
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http://www.forensicfoundations.com.au/feedback

Please comment briefly on the following:

1. Are there additional aspects which could be included in the
test?
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forensic

FOUNDATIONS
INTERNATIONAL"

Forensic Foundations International’s Proficiency Tests are required to be fit-for purpose.
To assist us to provide the relevant tests, please use the following form to suggest further
tests for development. You can also complete this form at
https://www.ffint.com.au/proficiency-testing/proficiency-test-development/

Recommendation for Proficiency Test development

Contact Name

Email

Phone

Discipline/ subdiscipline

Specific issues(s) to be addressed*.
Note: The tests can be designed to be
multidisciplinary.

Suggested technical advisor (if known)

Suggested manufacturer (if known)

*  All Proficiency Tests will include the end to end process (receipt & continuity, triage,
description, examination, analysis, data generation, interpretation, reporting) but one
aspect may be of particular interest/focus.

This form can be emailed to guality@ffint.com.au or you can discuss your suggestions
on either 03 9018 8919 or 0429 966 012.
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