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Introduction

Design

Forensic Foundations International Inter-Laboratory Collaborative Trials are designed to address
the following points:

* Relevance to forensic science laboratories

» Limitation of any potential context information

» The end-to-end forensic process

+ Knowledge of the ‘ground truth’ of samples

* Importance of consistency between tests

» Cost affordability for the laboratories

In addition to this exercise being a test of laboratory procedures using controlled items, we also
anticipate that it will enable participants to evaluate the quality of their analytical results against
those from other laboratories and observe how other laboratories express their opinions or
advice for their clients. To enable this, we requested that participants submit the following:

e An outline of the methodology used; and

e Their opinion in the format that they would provide to the court.

Forensic Foundations International
Inter-Laboratory Collaborative Trials Forensic Science Standards
are designed to test the end-to-end
forensic examination process. The AS
5388 and the ISO 21043 series of
Standards describe the forensic

oot : s Analysis [ Interpretation  Reporting
examination process from collection to bkt skl sl

reporting. This figure! illustrates the

. . . *  Recognition *  Continuity * Observation = Format
inter-relatedness of all steps in this * Preservation * Recording - Results * Method
. *  Recording = Sampling = Caleulations *  Results
process and was used as the basis of * Collection * Presumptive | |+ Interpretation |+ Opinions
. y = Packaging *  Analysis = Verification = Conclusions
the Australian Standards’ development. + Transpont * Comparison | |+ Opinions * Limitations
|+ Storage | « dentification | |+ Conclusions = Qualifications

The figure is also used as the basis of
the development of Forensic Foundations International Proficiency Tests and Inter-laboratory
Collaborative Trials.

Thus, all Forensic Foundations International Inter-Laboratory Collaborative Trials commence with
item collection and/or receipt and includes all the subsequent examination / analysis steps,
culminating in the reporting of results, the process therefore reflects actual forensic casework.

Individual laboratory results remain confidential.

The Final Report of this 2022-CT1 round of Inter-laboratory Collaborative trials shall not be made
publicly available by Forensic Foundations International but shall be available upon formal
request. Participating laboratories may use the report as outlined in their respective laboratory
policies. Any request to review and/or appeal the evaluation of a laboratory’s performance should
be made via the agency responsible for the distribution of the test or directly to Forensic
Foundations International.

1James Robertson, Karl Kent & Linzi Wilson-Wilde (2013) The Development of a Core Forensic Standards Framework for Australia, Forensic
Science Policy & Management: An International Journal, 4:3-4, 59-67
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2022-CT1 Digital Forensics

The aim of this trial was to review the end-to-end forensic examination, analysis, and reporting
process. Thus, in addition to interpreting and reporting the results from known digital media,
testing of generic issues such as sample receipt, triage, and continuity of items for examination
formed part of the overall process.

In order to minimise contextual bias in the interpretation, the information relating to the ‘offence’
was minimal.

This trial provided a mechanism for participating laboratories to review their results and those of
other laboratories to facilitate23 & 4:

e An evaluation and appraisal of their performance including:
o Comparison of a facility’s performance with other facilities
o monitoring of a facility’s long-term performance

e Continuous improvement including:
o staff education, training, and competence monitoring

o evaluation of methods, including the establishment of method precision and
accuracy

o contribution to a facility’s overall risk management process

e Corrective action (where required)
e Confidence building with interested parties (e.g. customers, accreditation bodies,
regulators, specifiers).

This Inter-laboratory Collaborative trial was distributed to 15 participants, with 8 participants
submitting results during this round.

The participants were provided with a hard drive to be analysed.

Items were sealed in tamper evident bags and included descriptors for continuity purposes.

Disclaimer:

The data contained in this report and any observations made are based on the material
provided by the participants; however, it is understood that the laboratories may hold
additional material which supported the findings reached.

215017025 (2017) General requirements for the competency of testing and calibration laboratories.
3 NATA (2021) General Accreditation Criteria Proficiency Testing Policy
4 ANAB ISO/IEC 17025:2017 — Forensic Science Testing and Calibration Laboratories Accreditation Requirements (2019)
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Report Summary

Continuity, receipt, and description of items

The information provided by the participants varies but all concur with the packaging, labelling and
samples as distributed. All participants uniquely identified the hard drive, however only three
participants explicitly confirmed that the hard drive match the description in the Seizure Notes.
Results did not always include times for important events (such as exhibit receipt) that are stated
to occur in the laboratory. Being able to correlate events between multiple data sources, often

across geographic boundaries is an important component of forensic digital analysis; therefore,
times and time zones (local and of the device, if known) should be recorded.

Examination / Analysis
Verification of a correctly performing write blocker was not noted by all participants.

Although multiple participants indicated that they performed various tasks (email header analysis,
creation of file hash values), it was unclear from the reports the significance (if any) of these tasks.

Results

Only two participants used a hash algorithm other than MD5 (in both cases, SHA1 and MD5) for
the forensic image, this would provide greater certainty that the image had not been altered if it
required later re-examination.

No participant identified all relevant changes made by the attacker.

Multiple log entries or files were shown to describe events, without explanation of the relevance of
each entry. None of the participants specifically identified the records or fields that were relevant to
the claims they were making.

Care should be taken when making claims that identified activities are connected.
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Laboratory Responses

Continuity, receipt, and description of items

As the receipt and chain of custody for items subject to forensic examination and analysis is significant to the final outcome, information
pertaining to receipt, continuity and a description of the items formed part of this test.

Laboratories were requested to provide this information using a supplied proforma table. This facilitated both consistent responses and the
collation and comparison of responses. Laboratories were requested to respond to each statement with a ‘Yes’ or ‘No’ and ‘Comments’ where
appropriate. Where images of the items were included with the response, this was noted.

27095-1 27095-2 27095-3 27095-4 27095-5 44750 55205 84132
Submission to the Following their
o . SOP IK7.2-1
facility Yes, Yes, Yes, Yes, Yes, Following L.
and Digital
undertaken procedure was | procedure was | procedure was | procedure was | procedure was SOP1 (no Forensic Yes
correctly, in followed and followed and followed and followed and followed and further detail S
. . . . . . Examination
accordance with | images taken | images taken | images taken | images taken | images taken however) rocedure IK
procedures P
6.2-9
Data and
associated notes Images
correspond to Yes Yes Yes Yes Yes g Yes Yes
. attached
accompanying
paperwork
o In detail In detail In detai In detail In detail Make, model | Make, model |, 0 o
Item described in . : . . . ) . ) . . and serial and serial .
including including including including including serial number
case notes . . . . . number number
serial number | serial number | serial number | serial number | serial number recorded
recorded recorded
Description of any
deviations from No No No No No No No No
the expected
2022-CT1 Digital Forensics This document is UNCONTROLLED if printed Page 6 of 22
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Forensic Foundations International’s comments

The information provided by the participants varies but all concur with the packaging, labelling and samples as distributed. Participants used both
the table provided and free text to describe issues relating to receipt, continuity and a description of the items.

All participants uniquely identified the hard drive, however only three participants (44750, 55205 & 84132) explicitly confirmed that the hard drive
matched the description in the Seizure Notes.

While the printed and signed acquisition notes were not expected to be analysed, documenting continuity for these notes could be important
(only noted by one participant).

Results did not always include times for important events (such as exhibit receipt) that are stated to occur in the laboratory. This may be a
conscious decision to not include in the report, however these times should be noted somewhere, especially where they relate to continuity.

Being able to correlate events between multiple data sources, often across geographic boundaries is an important component of forensic digital
analysis; therefore, times and time zones (local and of the device, if known) should be recorded. Three participants (44750, 55205 & 84132)
reported this data. The remaining labs reported some of the data.

2022-CT1 Digital Forensics This document is UNCONTROLLED if printed Page 7 of 22

WEF-03-A-5 Issue 3 Date 4/4/23 Issued by DGP



Examination / Analysis

Participants were requested to provide information with respect to the Examination and Analysis of the hard drive using a supplied proforma
table. A wide range of tools and examination techniques were included in the proforma table to minimize the possibility of the contents being
used for guidance (i.e. these were the type of tests expected to be performed) and contextual bias. In addition, a number of free text fields were
provided. This data is collated in below. Tools and techniques not used by any participant have been removed.

WEF-03-A-5 Issue 3 Date 4/4/23

Issued by DGP

270951 | 270952 | 27095-3 | 27095-4 | 270955 | 44750 | 55205 | 84132
Tools
Version
FTK 3.2.0.0
Nuix Version 9.4 | Version 9.4 Version 9.4 Version 9.4 Version 9.4
EnCase Version 8.08 Version 8.08
Autopsy / TSK Version 4.9.1
Version
Tableau TX1 22.1.1 Version 2.1
Unspecified
Tableau Bridge T3f6891U UltraBay 4D model
Unspecified
Tableau Imager TD3, v 2.0.0 version
Logicube ZX-Tower Version 03 Version 03 Version 04
Logicube ZXI Version 03 Version 03
Version Version
Magnet axiom 7.7.0.33061 6.6.0.33061
Tableau Imager Version 2.0.0 Yes
Winhex Version 18.8 | Version 18.8 | Version 18.8 | Version 18.8 | Version 18.8
Checksum64 Yes Yes Yes Yes Yes
2022-CT1 Digital Forensics This document is UNCONTROLLED if printed Page 8 of 22




27095-1 27095-2 27095-3 27095-4 27095-5 44750 55205 84132
Examination
Techniques
Evidence Hash
Verification Yes Yes Yes Yes Yes Yes Yes Yes
Write blocker test Yes Yes Yes Yes
File signature check Yes Yes Yes Yes Yes Yes
File hash check Yes Yes Yes Yes Yes
Protected file analysis Yes Yes Yes Yes Yes
Recover folders Yes Yes Yes Yes Yes
File signature mismatch
detection Yes Yes Yes Yes Yes
Expand compound files Yes Yes Yes Yes Yes
Link file analysis
File carving Yes Yes Yes Yes Yes
File hash match
(notable/ignore) Yes Yes Yes Yes Yes Yes
Examine logs Yes Yes Yes Yes Yes Yes Yes Yes
Examine auto-start
programs Yes
Examine program
execution Yes
Examine internet history | Yes Yes Yes Yes Yes Yes
Examine operating
system information Yes
Keyword searching Yes Yes Yes
File metadata analysis Yes Yes
Email analysis Yes Yes Yes Yes Yes
2022-CT1 Digital Forensics This document is UNCONTROLLED if printed Page 9 of 22
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Forensic Foundations International’s comments

Laboratories should follow their own procedures relating to testing write blockers. If these are not performed (and noted) during every
examination, there may be value in identifying the last time the write-blocker in use had been tested prior to the examination. Four participants
made specific note of performing a write blocker test.

While multiple participants claimed they performed email header analysis, reports did not include any records or artifacts that would benefit from
this type of analysis. It was not expected that any email of relevance would be found within this dataset.

Multiple participants mentioned they performed a procedure “creation of file hash values”. It was unclear from the reports if these file hashes
were used (e.g. for deduplication, or to quickly identify known ignorable/notable files).

While some participants have not been noted as performing certain tests or techniques, this was based on the materials available to Forensic
Foundations. Where participants noted they followed specific Standard Operating Procedures (SOPs) or similar, these documents were not for
review, and therefore any steps outlined within these procedures were not included in the table above unless specific mention of them was made
in the report.
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Results

The results provided by the participants were reviewed against a set of best practices and expected outcomes.

malicious) scanning activities

27095-1 27095-2 27095-3 27095-4 27095-5 44750 55205 84132
ﬁafr%rzrrmisvlg ;mhggﬁlc;)fetr;:ksél;r,)phed Yes Yes Yes Yes Yes Yes Yes Yes
and this process should b_e Yes Yes Yes Yes Yes Yes Yes Yes
documented by the examiner,
including noting any
cryptographic hash values that Yes (MD5 Yes (MD5 Yes (MD5 Yes (MD5 Yes (MD5 Yes (SHA1 Yes (SHA1 Yes (MD5
were calculated during the only) only) only) only) only) + MD5) + MD5) only)
process.

An examination should be
performed on the data contained Yes Yes Yes Yes Yes Yes Yes Yes
within the forensic image.
Operating system information and configuration information should be noted. Examples include:
- operating system registration or No No No No No Yes Yes No
usernames,
- time zone information, No No No No No No Yes No
- firewall configuration and No No No No No No No No
- installed software. No No No No No Yes Yes No
Scanning and brute-forcing activities should be identified.
- Kali Linux No No No No No No No No
- WPScan (vulnerability scan) Yes Partial Yes Yes Yes No No No
- Bru_te-forcmg (xmirpc.php) Yes Partial Yes Yes Yes Yes Yes No
activity
- Plugin scans and identification
(using Wordpress Scanner from Yes No Yes Yes No No No No
MSF)
- Identification of first access
(20:31, 2-May-2022, AEST) by ves (no ves (no ves (no Yes (no No No No No
hoostle user user) user) user) user)

pos
- Unrelated (but possibly No No No No No Yes Yes No

2022-CT1 Digital Forensics
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27095-1 27095-2 27095-3 27095-4 27095-5 44750 55205 84132

(e.g. 20.106.156.29,
93.113.111.100)

- Benign activities should not be

. . Yes Yes Yes Yes Yes No Yes No
described as malicious

Extracts from operating system or web server log files should be provided that identify the actual attacker's scanning and brute-forcing activities, including:

- Dates and times Yes Yes Yes Yes Yes Yes No No
- IP addresses (120.18.5.114) Yes Yes Yes Yes Yes No No No

, . . Partial Partial . . Partial
- User agept st'rlngs, including (shown in (shown in Part!al (shown Part!al (shown (shown No No No
context / explaination in log) in log) .

log) log) in log)

- Other
External information (such as
“whois” records) may be provided No No No No No No Yes No
for additional context.
Details of modifications to the website should be noted, including:
- Cree_ltlon qf anewuser Partial (only No Partial (only Partial (only No No No No
account (including name - “user”) log) log) log)
- Modification to the
wordpress post, including Partial (only Partial (only Partial (only
contents of the post (2/5/2022 log) NE log) log) NE NE NE NE
22:15 AEST)
- Install of “WPTerm” plugin No No Yes No No No No No
- Creation of “shell.php”, Partial (only Partial (only
including details of the file on disk log) e log) NE NE e e e
- Creation of “wp-admin.php”,
including details of the file on disk e e e NE NE VEe e e
The MySQL database should be
examined to provide details for No No No No No No No No
the modified website content.

Where relevant artifacts are identified, sufficient information should be provided to allow another examiner to identify the same artifacts from the original hard
disk, or the forensic image, for example:

- Full file path Yes Yes Yes Yes Yes Partial Yes N/A
- Database table or field N/A N/A N/A N/A N/A N/A N/A N/A
2022-CT1 Digital Forensics This document is UNCONTROLLED if printed Page 12 of 22
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27095-1 27095-2 27095-3 27095-4 27095-5 44750 55205 84132
- File offsets or line numbers Partial No No Partial No No No N/A
- File Hashes Yes (MD5 Yes (MD5 Yes (MD5 Yes (MD5 Yes (MD5 No Yes (MD5 N/A

only) only) only) only) only) only)

- Other N/A
Times and dates from relevant
activities and artifacts should be Yes Partial Yes Yes Yes No N/A N/A
noted.
- Times confirmed with multiple No No No No No No No No
sources
- Unampiguous with tir_nezone Yes Partial (in Yes Yes Partial (in No Yes No
information where available log only) log only)
A consistent timeline of events Partial Partial Partial Partial Partial Partial Partial No
should be provided
- linked to specific digital artifacts Yes Partial Yes Yes Yes Partial Yes No
- which describe a likely scenario No No No No No No No No
for what occurred.
Separation of Fact and Opinion
- The hard drive was removed Stated as Stated as Stated as Stated as Stated as
from the black HP EliteDesk PC. fact fact fact fact fact
- Explanations to noted events or Inaccurate Inaccurate
artefacts are accurate descriptions descriptions

Forensic Foundations International’s comments

No participant identified all relevant changes made by the attacker (creation of user account, modification of post, installation of plugin, and
creation of two separate reverse shell scripts (shell.php and wp-admin.php). Noting exact activities and dates/times may assist with linking to the
attacker if the computer they used can be identified and located. Further, depending on the legal jurisdiction, each of these events may be

considered separate offences.

When noting cryptographic hash values six (6) participants only used the MD5 algorithm. While MD5 is still used in digital forensics (despite
known weaknesses when used for security), using a stronger algorithm (and/or multiple algorithms) to validate an entire disk or forensic image
may remove opportunities for weaknesses in MD5 to be used in an attempt to discredit the resulting report. Two participants used both SHA1
and MD5 for the forensic image, which would provide greater certainty that the image had not been altered if it required later re-examination.

2022-CT1 Digital Forensics

WEF-03-A-5 Issue 3 Date 4/4/23

This document is UNCONTROLLED if printed

Page 13 of 22

Issued by DGP




Multiple log entries or files were shown to describe a single event, without explanation of the relevance of each entry (all participants provided
screenshots or bulk information that was not fully described). None of the participants specifically identified the records or fields that were
relevant to the claims they were making.

The webserver was publicly accessible and was under attack by multiple attackers and ‘normal’ internet scanning activity. Care should be taken
when making claims that identified activities are connected. Log entries were present from 'background scanning' activities that occur normally
on any computer connected to the internet, and one participant identified some of these records and inaccurately described them as relevant to
the investigation.

Five participants (all participants from 27095) stated as fact that the hard drive provided was removed from a black HP EliteDesk PC, despite not
having witnessed the PC itself. Care should be taken when making factual statements that cannot be backed up by evidence available to the
examiner.

Two participants (44750 and 84132) provided explanations for events they observed evidence of that were factually incorrect.

- 44750 stated:

o “the webserver had been redirected to an external website namely binance.com”. The record highlighted in the report shows a user
being redirected to the postle website from an external website, as “binance.com” existed in the “Referer” field. No changes were
made to the website that involved redirecting users to an external website.

o “atext file with the file name dictionary.txt was indicated to be suspicious”. This file exists on every Linux system, and could not
have been used by the attacker to perform the dictionary attack before they had already compromised the system.

- 84132 stated:

o “The unauthorized access was obtained through a note left inside the Webserver”. The BOOTX64 file identified is a normal artefact

of the operating system.

END OF DOCUMENT
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APPENDIX A

EXAMINATION REQUEST | EASTHRNA STRA TAN
AND ITEM SUBMISSION ﬂ B
PAKESHRME

OFFENCE: Unauthorised access or modification to restricted
data
DATE OF OFFENCE Before 5 May, 2022

BRIEF STATEMENT OF FACTS

The website of Postle Constructions (a private company) has been altered and
externally facing web pages defaced without authorisation. Postle reports changes to
the public facing pages were identified around 5 May 2022, and the alterations likely
occurred in the days preceding. No legitimate modifications to the website occurred in
May 2022.

The hard drive from the server has been seized by police to aid in the identification of
a possible offender.

ITEM SUBMITTED FOR EXAMINATION

A 1TB 3.5” Hard Drive was removed from Black HP EliteDesk 705 G2 SFF computer
labelled “WEBSERVER?”, Serial MXL7061PY1 — see seizure notes.

EXAMINATION
REQUESTED

Validation of the hard drive and associated seizure notes.

Creation of forensic image and associated documentation.

Identify the time and date of the potential offence.

Locate any artefacts that may assist with identification of the offender.
Locate any information that may assist with identifying how the unauthorised
access was obtained.
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APPENDIX B

¢

forensic
FOUNDATIONS

INTERNATIONAL™
1SO 9001

PO Box 2279, Ringwood North VIC 3134
Office: 03 9018 8919
Mobile: 0429 966 012

admin@forensicfoundations.com.au
www.forensicfoundations.com.au

ABN 23 839 112 155 ACN 130 236 618

PROFICIENCYTESTING@FORENSICFOUNDATIONS
INTER-LABORATORY COLLABORATIVE TRIAL
2022-CT1 Digital Forensics

MANUFACTURER’S INFORMATION
Issued 16th February 2023

Introduction
The trial was designed to test the end-to-end acquisition and analysis procedures of a s
exhibit. The exhibit provided was a hard drive that had been removed from a computer i

field, together with the basic notes taken by the field examiner.

Scenario provided to the participants.

The website of Postle Constructions (a private company) has been altered and external
web pages defaced without authorisation. Postle reports changes to the public facing pe
identified around 5 May 2022, and the alterations likely occurred in the days preceding.
legitimate modifications to the website occurred in May 2022.

The hard drive from the server has been seized by police to aid in the identification of a
possible offender.

Aim

The aim of the program is to assess the facilities’ ability to:
e document a received exhibit
e examine the data as provided
e identify artifacts on a linux operating system and
e report on their findings.

Program design and assessment

The trial was designed, coordinated and assessed by Forensic Foundations
International.

Trial production
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The trials were produced at the facilities of Forensic Foundations International.

File creation

A HP EliteDesk Small Form Factor PC was used to generate this data. The PC was
placed on an isolated network, with an external reverse proxy that would direct traffic to a
webserver that was installed on the PC from the domain “postle.construction”.

On 17 March, 2022 from around 17:00 (AEDT, GMT+11) Ubuntu 20.04 was installed on
the PC, with the host name “postle-server”. Apache webserver and a MySQL database
were installed. Wordpress was installed on the webserver.

The server remained live on the internet from this time.

On 2 May, 2022 from around 11:00 (AEST, GMT+10), the website was first visited by the
attacker. Any activity between 17 March, 2022 and 2 May 2022 was incidental to the test.

Activities performed by the attacker include:

1.

2.
3.
4.

Visiting the postle website, and using the search function to search for kali linux (a
linux distribution used for penetration testing) and then “google.com”.

Using the external service “wpscan.com” to run a scan against the website.
Various scanners and brute-force attacking tools were used from Kali linux

At approximately 20:31 on 2 May, 2022 (AEST, GMT+10) the attacker logged into
the wordpress site with the username “hpostle” and the password
“‘BobTheBuilder2022”.

The main post on the front page of the website was altered, and a new Wordpress
user was created (“‘user”, with a password “HackedThisSite”)

A plugin “WPTerm” was installed, which would provide remote access to the server.
Two files were created “shell.php” and “wp-admin.php” which would also allow
remote access to the server if any of the other accesses had been removed.

On 21 May, 2022 from around 09:45 (AEST, GMT+10), activities were performed as a
field examiner:

1. The computer was visually examined and photographed.
2.
3. The PC was booted up (with hard drive removed), and photographs were taken of system

The computer was powered off and the hard disk was removed.

information within the Basic Input Output System (BIOS).

The original hard drive from the PC was then cloned onto multiple separate hard drives, which
were then placed into individual tamper evident bags with a printed and signed document titled
“Seizure Notes”

Whilst electronic files and documentation are stable, there is a potential for physically damage in
transit, the electronics can be damaged by static electricity, and the storage itself can be altered
or damaged by magnetic fields .

No use by date was provided.
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Distribution

The items for examination (Hard drives and “Seizure Notes”) and associated trial documentation
were couriered to recipients using DHL.

Expected results

Documentation should be provided that uniquely identifies the received hard drive and confirms
that it matches the drive as detailed in the Seizure Notes. Any discrepancies should be noted.

A forensic image of the supplied hard drive should be taken, and this process should be
documented by the examiner, including noting any cryptographic hash values that were calculated
during the process.

An examination should be performed on the data contained within the forensic image.

Operating system information and configuration information should be noted. Examples include
operating system registration or usernames, time zone information, firewall configuration and
installed software.

Scanning and brute-forcing activities should be identified.

Extracts from operating system or web server log files should be provided that identify the
scanning and brute-forcing activities, including:

- Dates and times

- |P addresses

- User agent strings

External information (such as “whois” records) may be provided to provide additional context.

Details of modifications to the website should be noted, including:
- Creation of a new user account (“‘user”)
- Modification to the wordpress
- Install of “WPTerm” plugin
- Creation of “shell.php” and “wp-admin.php”

The MySQL database should be examined to provide details for the modified website content.

Where relevant artifacts are identified, sufficient information should be provided to allow another
examiner to identify the same artifacts from the original hard disk, or the forensic image, for
example:

- Full file path

- Database table or field

- File offsets or line numbers

Times and dates from relevant activities and artifacts should be noted.
Any times noted should be unambiguous and include time zone information where available. If the

times zone and therefore the time recorded on the hard drive is different to the time zone where
the participant is located, this should be noted.
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A consistent timeline of events linked to specific digital artifacts, should be provided which
describe a likely scenario for what occurred.

The major source of error by the participant would be failure to correctly interpret the data
entries or missing or misinterpreting critical digital artefacts

END OF MANUFACTURING INFORMATION
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2022-CT1 Digital Forensics Feedback

Forensic Foundations International prides itself in providing flexible fit-for-purpose forensic
programs. The manufacture, distribution and assessment and reporting of this test has provided
and will provide the basis for continuous improvement for both Forensic Foundations International
and the forensic laboratories. To this end we would appreciate your comments to assist us to
improve the tests.

Please tick the appropriate box and make any relevant comments.
You can also complete this form at www.ffint.com.au/feedback
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2 o o ) 2 5 <
oo > & o z
& < < a e
1. Thgltest was too basic for our B B B B B
facility
2. Th.e samples supplied were 0 0 0 0 0
suitable
3. The. results r.e.qwred were not 0 0 0 0 0
outlined sufficiently
4. Thg final repo.rt provided B B B B B
suitable detail
5. The tests |nvoI_ved should be 0 0 0 0 0
more challenging
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http://www.forensicfoundations.com.au/feedback

Please comment briefly on the following:

1. Are there additional aspects which could be included in the
test?
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forensic
FOUNDATIONS
INTERNATIONAL"

Forensic Foundations International’s Proficiency Tests are required to be fit-for purpose.
To assist us to provide the relevant tests, please use the following form to suggest further
tests for development. You can also complete this form at
https://www.ffint.com.au/proficiency-testing/proficiency-test-development/

Recommendation for Proficiency Test development

Contact Name

Email

Phone

Discipline/ subdiscipline

Specific issues(s) to be addressed*.
Note: The tests can be designed to be
multidisciplinary.

Suggested technical advisor (if known)

Suggested manufacturer (if known)

*  All Proficiency Tests will include the end to end process (receipt & continuity, triage,
description, examination, analysis, data generation, interpretation, reporting) but one
aspect may be of particular interest/focus.

This form can be emailed to quality@ffint.com.au or you can discuss your suggestions
on either 03 9018 8919 or 0429 966 012.
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