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Introduction

Design

Forensic Foundations’ Proficiency Tests are designed to address the following points:
* Relevance to forensic science laboratories
+ Limitation of any potential context information
* The end-to-end forensic process
+ Knowledge of the ‘ground truth’ of samples
* Importance of consistency between tests
+ Cost affordability for the laboratories

In addition to this exercise being a test of laboratory procedures using controlled items, we also
anticipate that it will enable participants to evaluate the quality of their analytical results against
those from other laboratories and observe how other laboratories express their opinions or
advise for their clients. To enable this, we requested that participants submit the following:

¢ An outline of the methodology used; and

e Their opinion in the format that they would provide to the court.

Forensic Foundations’ Proficiency Tests are designed to evaluate the end-to-end forensic
examination process. The AS 5388 and the ISO 21043 series of Standards describe the forensic
examination process from collection to

reporting. This figure' illustrates the Forensic Science Standards

inter-relatedness of all steps in this
Collection Standard ;ﬁalvsis
Standard

process and was used as the basis of
the Australian Standards’ development.
The figure is also used as the basis of
the development of Forensic
Foundations’ Proficiency Tests.

Interpretation Reporting
Standard Standard

*  Recognition *  Continuity = Observation * Format

Thus, all Forensic Foundations’ « Preservation < Recording « Results « Method

7 . +  Recording = Sampling +  Caleulations |+ Results
Proficiency Tests commence with item 2 St B 2 Ehwptstos e Opikon.

. . . *  Analysis
collection and/or receipt and includes + Transport g Compkan | |2 Ofnkes o, tisiations

all the subsequent examination /
analysis steps, culminating in the reporting of results, the process therefore reflects actual forensic
casework.

Individual laboratory results remain confidential.

The Final Report of this 2022-FDE1 round of Proficiency Tests is publicly available via the
Forensic Foundations web site. Participating laboratories may use the report as outlined in their
respective laboratory policies. Any request to review and/or appeal the evaluation of a laboratory’s
performance should be made via the agency responsible for the distribution of the test or directly
to Forensic Foundations.

1James Robertson, Karl Kent & Linzi Wilson-Wilde (2013) The Development of a Core Forensic Standards Framework for Australia, Forensic
Science Policy & Management: An International Journal, 4:3-4, 59-67

Page 3 of 15
2022-FDE1 Forensic Document Examination Final Report



2022- FDE1 Forensic Document Examination

The aim of this test was to review the end-to-end forensic examination, analysis, and reporting
process. Thus, in addition to interpreting and reporting the results from known and unknown
biological samples, testing of generic issues such as sample receipt, triage, and continuity of items

for examination formed part of the overall process.

In order to minimise contextual bias in the interpretation, the information relating to the ‘offence’

was minimal.

This test provided a mechanism for participating laboratories to review their results and those of

other laboratories to facilitate?43:
e An evaluation and appraisal of their performance including:
o comparison of a facility’s performance with other facilities
o monitoring of a facility’s long-term performance
e Continuous improvement including:
o staff education, training, and competence monitoring

o evaluation of methods, including the establishment of method precision and

accuracy
o contribution to a facility’s overall risk management process
e Corrective action (where required)
e Confidence building with interested parties (e.g. customers, accreditation bodies,
regulators, specifiers).

This proficiency test was distributed to three participants. Two laboratories submitted responses.

The participants were provided with an original three page service agreement document.

Disclaimer:

The data contained in this report and any observations made are based on the material
provided by the participants; however, it is understood that the laboratories may hold
additional material which supported the findings reached.

218017025 (2017) General requirements for the competency of testing and calibration laboratories.
3 NATA (2021) General Accreditation Criteria Proficiency Testing Policy

2022-FDE1 Forensic Document Examination Final Report
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Report Summary

Continuity, receipt and description of item

The responses by the laboratories concur with the packaging, labelling and samples as
distributed.

Examination / Analysis

Both laboratories provided detailed information regarding the examination and analytical
techniques. Both laboratories were able to identify the relevant features, however one laboratory
incorrectly identified a difference in the font size.

Interpretation and Conclusions

Both laboratories concluded that the questioned document is not authentic. Care should be
exercised when making such conclusions, as in many jurisdictions, such a finding is the
responsibility of the ‘trier of fact’ or the court. Laboratories’ responsibilities are limited to opinions
on how the documents were created, rather than the ‘ultimate’ issue. However, in the two
jurisdictions represented by these two laboratories such reporting may be the accepted procedure.
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Laboratory Responses

Continuity, receipt, and description of items

As the receipt and chain of custody for items, subject to forensic examination and analysis, is
significant to the final outcome, information pertaining to receipt, continuity and a description of the
items formed part of this test.

Laboratories were requested to provide this information using a supplied proforma table. This
facilitated both consistent responses and the collation and comparison of responses. Laboratories
were requested to respond to each statement with a ‘Yes’ or ‘No’ and ‘Comments’ where
appropriate.

The two submitting laboratories used the proforma table and found no deviations from the
expected.

Forensic Foundations comments

The responses by the laboratories concur with the packaging, labelling and samples as
distributed.

Maintaining continuity within the laboratory is as important as at receipt. Whist this issue was not

specifically addressed in the proforma table supplied, laboratory 44328 did note that page 3 of the
document was submitted to the ESDA team.

Examination / Analysis

Laboratories were requested to provide information with respect to the Examination and Analysis
of the submitted item either by providing their standard reporting format or by answering a series
of questions. Both laboratories chose to answer the questions.

Both laboratories completed examinations to establish information about how the Service
Agreement (the disputed document) was produced.

The techniques / methods used by the laboratories are shown in the table below

44328 52414

Paper security feature. Microscopic Examination

Printing systems. Indented writing using ESDA

Visual ink exams. Video Spectral Comparator for ink and paper
Analysis of Manuscripts (Graphoscopy). examination.

The ‘Examination Request and Item Submission’ form stated, “Please ensure the document is not
altered from its current condition, as the defendant may seek an independent examination.”
Laboratory 44328 removed the staples from the document during the examination.
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The common evidence (both laboratories) is described as:

i.
ii.
iii.
iv.
V.

The paper of page 2 has a different reaction to pages 1 and 3, which were similar.
One less set of holes is observed in the top left corner of page 2 when compared with
pages 1 and 3.

The Anketell signature on page 2 is not original ink, it is produced by inkjet

There are no impressions of the Gibbs and Anketell signatures in page 2.

The writing ink used for the Gibbs signature on page 2 has a different reaction to the
writing ink used for the Gibbs and Anketell signatures on pages 1 and 3, which were
similar.

Individual laboratory evidence is described as:

Laboratory 52414:

Correctly identifies that the source of the page 2 Anketell signature is the page 1 Anketell
signature, which had been manipulated electronically.

Correctly identifies that impressions of Gibbs and Anketell signatures are present in page
3, but they do not correspond with the signatures on page 2 in the examined document.

Laboratory 44328:

ii.

References impressions of Gibbs and Anketell signatures in page 3, but do not describe
any evidence of what those impressions reveal.

Describes that the font on page 2 is a different size to the fonts on pages 1 and 3, which
are similar. This is incorrect as all documents were produced with the same font size.

Forensic Foundations comments

Both laboratories provided detailed information regarding the examination and analytical
techniques. Both laboratories were able to identify the relevant features, however one laboratory
incorrectly identified a difference in the font size.

Whilst images were not specifically requested, they are a useful addition to laboratory responses
and assist the assessment processes. Where they were not provided, it is assumed that relevant
images are retained with the laboratory.
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Interpretation, Conclusions and Reported Results
The primary evidence has been interpreted correctly, which reflects in the opinions provided.

Laboratory 44328 states: “Opinion: It is concluded that the questioned Document is not
authentic.”.

Laboratory 52414 states: “In my opinion, the Service Agreement cannot be considered to be an
authentic document as page 2 of the Agreement contains evidence that it has been inserted into
the document and did not form part of the three page agreement when it was initially constructed.

”

Forensic Foundations’ comments

Both laboratories concluded that the questioned document is not authentic. Care should be
exercised when making such conclusions, as in many jurisdictions, such a finding is the
responsibility of the ‘trier of fact’ or the court. Laboratories’ responsibilities are limited to opinions
on how the documents were created, rather than the ‘ultimate’ issue. However, in the two
jurisdictions represented by these two laboratories such reporting may be the accepted procedure.
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APPENDIX A

EXAMINATION REQUEST | EAS]
AND ITEM SUBMISSION

FRNALSTRALIAN
POLICESHRMCE

OFFENCE: Fraud Allegation

DATE OF OFFENCE 2022

BRIEF STATEMENT OF FACTS

1. A person is currently being prosecuted in relation to fraud offences. This person is
currently before the courts, with a trial expected soon.
2. The submitted document, relevant to the investigation, has recently been located.

ITEM SUBMITTED FOR EXAMINATION

1. An original three page Service Agreement between Russell Gibbs Industries Pty Ltd and
Thomas Anketell on Provision of IT Services, dated 23/06/2021.

EXAMINATION
REQUESTED

—

. We seek your evidence as to whether this document is or is not legitimate.

2. Describe all evidence in support of your opinion, as investigations regarding the document
are ongoing.

3. Should you have any recommendations regarding further examinations that could be

conducted, outline them in your report.

Note:

4. The examination results are to be utilised as evidence in criminal proceedings. A report
suitable for court presentation is required.

5. Please ensure the document is not altered from its current condition, as the defendant
may seek an independent examination.
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APPENDIX B

PO Box 2279, Ringwood North VIC 3134
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PROFICIENCYTESTING@FORENSICFOUNDATIONS
2022-FDE1 FORENSIC DOCUMENT EXAMINATION

MANUFACTURER’S INFORMATION
Issued 29/07/2022

Introduction

The test is designed to provide a legitimate scenario for which a physical examination of a
disputed document may be requested.

The examiner was required to conduct a thorough examination to provide evidence in support of
their opinion.

Scenario provided to the participants

A person is currently being prosecuted in relation to fraud offences. This person is currently before
the courts, with a trial expected soon.

The submitted document, relevant to the investigation, is an original three page Service
Agreement between Russell Gibbs Industries Pty Ltd and Thomas Anketell on Provision of IT
Services dated 23/06/2021, which has recently been located.

The investigator is seeking your evidence as to whether this document is or is not legitimate,
requesting that you describe all evidence in support of your opinion, as investigations regarding
the document are ongoing.

It is further requested that any recommendations regarding further examinations that could be
conducted, be outlined in your report.

Manufacturer note: Limited information has been provided intentionally. This is to minimise
contextual information that may influence the examination process and methods.



Test Production

The tests were produced at Forensic Foundations’ facilities and at the offices of Document
Examination Solutions Pty Ltd.

Questioned Document — Part 1

A three page Contract was created as a Word document and printed on an Epson ET-5800
inkjet printer. All pages were printed on standard Reflex Ultra White paper from the same
ream.

The three pages of the Contract were stapled together in the top left hand corner.

One author signed the Russell Gibbs signatures, and another author signed the Thomas
Anketell signatures on each of the Contract pages, both using the same black ink ball point
pen. All signatures on the Contract were signed rested on a vinyl desk mat, supporting the
transfer of impressions from pages 1 and 2 to the underlying pages. After pages 1 and 2
were signed, they were not folded at the staple to be beneath page 3, therefore page 1
does not bear impressions of the signatures from page 3.

This was the original Contract.

Questioned Document — Part 2

Using the original Word version of the Contract as a source, the text on page 2 was
changed, with altered wording to the final paragraph of the Payment Details (Note: this
detail would be unknown to the examiner). This is the alternative Contract (unsigned).

The signed version of the original Contract was scanned in PDF format (Canon 9000F Mk Il
scanner / Colour / 400dpi). Page 1 of this scanned version was opened in Adobe
Photoshop — Photo and Design Software, and the Thomas Anketell signature was
manipulated using the Transform Warp feature. The manipulated Thomas Anketell
signature was cropped in Photoshop, and a copy placed electronically on page 2 of the
alternative Contract.

The alternative Contract was printed on the same Epson ET-5800 inkjet printer as the
original Contract. All pages were printed on Keji A4 Copy Paper that has a different reaction
to the paper in the original Contract when examined with ultraviolet and / or infrared lighting
conditions. Pages 1 and 3 of the alternative Contract were discarded.

Questioned Document — Part 3

The author of the Russell Gibbs signature has naturally signed page 2 of the alternative
Contract using a black ink ball point pen that has a different reaction to the ink used to sign
the original Contract when examined with visible and / or infrared lighting conditions. When
signed, this page was on a hard table surface and separated from the original Contract.
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Questioned Document — Part 4

The staple in the upper left corner of the original Contract was removed and the original
page 2 discarded. Page 2 from the alternative Contract was inserted and the document was
re-stapled in the upper left corner.

This is the altered Contract that has been examined.

Expected results

Some variances in the wording of opinions are expected. This will be dependent on the
methodology employed and the reporting scales utilised by the participant laboratories.

The methodology and reporting scales used are expected to be described in the examination
report, with any deficiencies in the examination process outlined.

Outlined below in simple terms, the examiner should provide described opinions as follows:

The Thomas Anketell signature on page 2 is not an original ink signature, it is printed by an
inkjet printer.

The Thomas Anketell signature on page 2 is a manipulated version of the original ink
signature from page 1. Subject to the detail provided, this opinion may have a level of
qualification, or an opinion scale may be used. Details of the basis of any statement should
be attached.

Impressions of signatures exist in page 3, but those impressions are different to the
signatures on the examined page 2. No impressions, signatures or otherwise, are present
in pages 1 and 2.

The page 2 paper has a different reaction to that of pages 1 and 3, which are similar.

The ink of the page 2 Russell Gibbs signature differs from the ink of the signatures on
pages 1 and 3, which are similar.

Adjacent to the current staple, pages 1 and 3 show evidence of a set of empty holes,
consistent with staple holes, that are not present on page 2.

A description of additional examinations that may provide more advanced evidence could be
outlined. The ability to undertake further examinations will be influenced by the laboratory
capabilities and resources.

END OF DOCUMENT
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2022-FDE1 Forensic Document Examination feedback

Forensic Foundations prides itself in providing flexible fit-for-purpose forensic programs. The
manufacture, distribution and assessment and reporting of this test has provided and will provide
the basis for continuous improvement for both Forensic Foundations and the forensic laboratories.
To this end we would appreciate your comments to assist us to improve the tests.

Please tick the appropriate box and make any relevant comments.

You can also complete this form at www.forensicfoundations.com.au/feedback

1. The test was too basic for our
facility

Strongly

Agree

Agree

Disagree

Strongly

Disagree

NA

2. The samples supplied were
suitable

3. The results required were not
outlined sufficiently

4. The final report provided
suitable detail

5. The tests involved should be
more challenging

2022-FDE1 Forensic Document Examination Final Report
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Please comment briefly on the following:

1. Are there additional aspects which could be included in the
test?
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FOUNDATIONS™

ISO 9001 & ISO/IEC 17043

Forensic Foundations’ Proficiency Tests are required to be fit-for purpose. To assist us to
provide the relevant tests, please use the following form to suggest further tests for

development. You can also complete this form at

https://www.forensicfoundations.com.au/proficiency-testing/proficiency-test-development/

Recommendation for Proficiency Test development

Contact

Name

Email

Phone

Discipline/ subdiscipline

Specific issues(s) to be addressed*.
Note: The tests can be designed to be
multidisciplinary.

Suggested technical advisor (if known)

Suggested manufacturer (if known)

*  All Proficiency Tests will include the end to end process (receipt & continuity, triage,
description, examination, analysis, data generation, interpretation, reporting) but one

aspect may be of particular interest/focus.

This form can be emailed to quality@forensicfoundations.com.au or you can discuss

your suggestions on either 03 9018 8919 or 0429 966 012.
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